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TSG RAN WG2 would like to thank TSG-T WG1 for their liaison concerning the testing of abnormal conditions in RRC signalling procedures. There is a wide variety of abnormal conditions in RRC signalling for which the behaviour is specified in RRC, although there are two main categories, that are treated seperately in the following:

Abnormal conditions that cause the variable protocol error to be set

For these, a number of different cases are identified in chapter 9 of 25.331. For some of them suggestions are provided on how these may be triggered:

· ASN.1 violation or encoding error: message too short to result in a valid transfer syntax

· Unknown or unforeseen message type: message type outside the range of defined values but using the same number of bits after encoding e.g. by sending a DL-CCCH message with message type 5, while only 0..4 are defined

· Unknown or unforeseen information element value, mandatory information element: IE value that is outside the value range defined for this IE although the number of bits to encode it is correct e.g. for an IE of INTEGER (0..12) to include a value 13

· Unexpected critical message extension: critical extension bit set to true followed by a number of bits with arbitrary value

NOTE
Critical extensions can only be added to a subset of the messages, as defined in 10.1.1.

Abnormal conditions that cause the variable invalid configuration to be set

For these, the procedure specifications include examples e.g. sending an ACTIVE SET UPDATE MESSAGE including all RL’s in IE "Radio Link Removal Information", as specified in 8.3.4.5. Furthermore, some error cases are specified in clause 8.6, which covers the general actions upon receiving an IE e.g. receiving a reconfiguration message including IE "RRC State Indicator" set to CELL_DCH while no DPCH is assigned, as specified in 8.6.3.3.

