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1. Introduction

The security capability of a UE is sent to the UTRAN as a part of the UE capability Information Element. If the UE supports and wants to perform ciphering, it shall set the ciphering algorithm capability in the Security Capability IE to UEAx, where x=1 to 15. If the UE does not support or supports but does not want to perform ciphering, it shall set the ciphering algorithm capability to UEA0. The UEA0 indicates that the UE accepts unciphered connections after the security mode control procedure. After receiving the security capability information from the UE, the UTRAN sends to the UE the security mode command message in order to control the security capability of the UE. Then, according to the security mode command message, the UE shall change the ciphering configuration for all RBs that are used and will be used in the UE. Since the ciphering configuration is applied to the UE as a whole, it cannot be applied on a RB basis. That is, it is not possible that some RBs perform ciphering and others do not. This can cause a problem in a certain situation. 

2. Problems ; BMC messages
The latest version of the specs. support only one type of broadcast/multicast service; CBS (SMS-CB). In order for UEs to receive SMS-CB message in both idle and connected modes, this message should not be ciphered for transmission. But in future Release, many types of service (e.g., SMS-PP, IP multicast, P-to-M multicast, P-to-M group call, etc..) will be supported, which have different characteristics. If we focus on the ciphering, a certain service like SMS-PP should be ciphered to prevent any possible eavesdropping. It means that though all the BMC messages use RLC UM and CTCH, some messages need ciphering and others do not. Therefore, it is needed to apply the ciphering configuration to RBs selectively. But the current ciphering configuration has an ON/OFF feature, it is not allowed to apply the ciphering configuration selectively.

3. Proposals
Our proposals have two alternatives;

1. Selective ciphering is applied only to RBs that carry BMC messages.

2. Selective ciphering is applied to all the RBs that are used in a UE.

Alternative 1 means selective ciphering is applied when a RB use CTCH, and Alternative 2 means selective ciphering is applied to all the RBs regardless of their logical channels. For flexibility perspective Alternative 2 is better, but the signalling overhead is smaller in Alternative 1. It is a trade off. We will follow the decision made at the meeting #20, and, according to the decision, we will provide CRs to the related specs. at the next #21 meeting. The followings are currently identified specs. that are thought to be affected by this issue; add a new parameter ‘Ciphering Indicator’.

Alternative 1

· 25.331 : CB related System Information

· 25.324 & 25.925 : BMC-data-REQ, CBMC-Measurement-IND, BMC-Activate-REQ, CBMC-Rx-IND

· 25.322 : CRLC-CONFIG-Req (only for UM)

Alternative 2

· All items that needed in Alternative 1

· 25.331 : RB information to setup IE, SRB information to setup IE, RLC info IE

· 25.322 : CRLC-CONFIG-Req (AM and UM)

