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8.1.4.6
Expiry of timer T308, unacknowledged mode transmission

When in state CELL_DCH and the timer T308 expires, the UE shall:

-
increment V308 by one;

-
if V308 is equal to or smaller than N308:

-
retransmit the RRC CONNECTION RELEASE COMPLETE message, without incrementing "Uplink RRC Message sequence number" for RB#1 in the variable INTEGRITY_PROTECTION_INFO;

-
if V308 is greater than N308:

-
release all its radio resources;

-
enter idle mode;

-
perform the actions specified in subclause 8.5.2 when entering idle mode;

-
And the procedure ends.

8.1.6.6
T304 timeout

Upon expiry of timer T304, the UE shall check the value of V304 and:

-
if V304 is smaller than or equal to N304:

-
retransmit a UE CAPABILITY INFORMATION message with the IEs as set in the last unsuccessful attempt, without incrementing "Uplink RRC Message sequence number" for RB#2 in the variable INTEGRITY_PROTECTION_INFO;

-
restart timer T304;

-
increment counter V304;

-
if V304 is greater than N304:

-
assume that radio link failure has occurred;

-
initiate the RRC connection re-establishment procedure.

8.1.12
Security mode control
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Figure 18: Security mode control procedure

8.1.12.1
General

The purpose of this procedure is to trigger the stop or start of ciphering or to command the restart of the ciphering with a new ciphering configuration, both for the signalling link and for any of the radio bearers.

It is also used to start integrity protection or to modify the integrity protection configuration for uplink and downlink signalling. 

8.1.12.2
Initiation

8.1.12.2.1
Ciphering configuration change

To stop or start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the old ciphering configuration. If no old ciphering configuration exists then the SECURITY MODE COMMAND is not ciphered.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

-
suspend all radio bearers using RLC-AM and RLC-UM;

-
suspend all signalling radio bearers using RLC-AM and RLC-UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM;

-
set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied; 

-
include "Ciphering activation time for DPCH" in IE "Ciphering mode info" when a DPCH exists for radio bearers using transparent mode RLC;

-
set, for each suspended radio bearer and signalling radio bearer, the "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied.

While suspended, radio bearers and signalling radio bearers shall not deliver RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info".

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN shall:

-
resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the UE.

8.1.12.2.2
Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the new integrity protection configuration.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to 8.6.

If the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
suspend all radio bearers and signalling radio bearers (except the signalling radio bearer used to receive the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM) using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity", with RLC sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info";

-
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE CONTROL message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable, for the respective radio bearer and signalling radio bearer;

-
when the radio bearers and signalling radio bearers have been suspended:

-
send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering configuration; 

-
if the IE “Integrity protection mode info” was present in the SECURITY MODE COMMAND message, start applying the new integrity protection configuration in the uplink for RB#2 from and including the transmitted SECURITY MODE COMPLETE message;

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends. If a RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been confirmed by RLC, but before the activation time for the new ciphering configuration has been reached, then the activation time shall be ignored and the new ciphering configuration shall be applied immediately after the RLC reset or RLC re-establishment.
-
notify upper layers upon change of the security configuration.
For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", the UE shall:

-
if a new integrity protection key has been received:

-
in the downlink:

-
use the new key;

-
set the HFN component of the downlink COUNT-I to zero at the RRC sequence number indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";


in the uplink:


use the new key;

-
set the HFN component of the uplink COUNT-I to zero at the RRC sequence number indicated in IE "Uplink integrity protection activation info" included in the IE "Integrity protection mode info";

-
if a new ciphering key is available:

-
in the downlink:

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info";

-
in the uplink:

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info".

If the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.

8.1.12.4
Void

8.1.12.5
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN shall:

-
for radio bearers using RLC-AM or RLC-UM:

-
use the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE; 

-
use the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

-
if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been received by UTRAN before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment;

-
for radio bearers using RLC-TM:

-
use the new ciphering configuration for the received RLC PDUs at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info"; 

-
and the procedure ends.

8.1.12.6
Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

-
transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC;

-
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE CONTROL message in the table "Rejected transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
set the IE "failure cause" to the cause value "protocol error";

-
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
resume normal operation as if the invalid SECURITY MODE COMMAND message has not been received and the procedure ends.

8.2.2.3
Reception of RADIO BEARER SETUP or RADIO BEARER RECONFIGURATION or RADIO BEARER RELEASE or TRANSPORT CHANNEL RECONFIGURATION or PHYSICAL CHANNEL RECONFIGURATION message by the UE

If the UE receives: 

-
a RADIO BEARER SETUP message; or

-
a RADIO BEARER RECONFIGURATION message; or 

-
a RADIO BEARER RELEASE message; or

-
a TRANSPORT CHANNEL RECONFIGURATION message; or 

-
a PHYSICAL CHANNEL RECONFIGURATION message 

it shall perform actions specified below:

-
store the received message in the variable ORDERED_CONFIG;

-
may first release the current physical channel configuration and 

-
then establish a new physical channel configuration and act upon all received information elements as specified in subclause 8.6, unless specified in the following:

-
In FDD, if the IE "PDSCH code mapping" is included but the IE "PDSCH with SHO DCH Info" is not included and if the DCH has only one link in its active set then the UE shall act upon the 'PDSCH code mapping' IE as specified in subclause 8.6 and:

-
infer that the PDSCH will be transmitted from the cell from which the downlink DPCH is transmitted. 

-
The UE shall enter a state according to subclause 8.6.3.3.

If the UE remains in CELL_DCH state after state transition, the UE shall:

-
if the IE "UL DPCH Info" is absent, not change its current UL Physical channel configuration;

-
if the IE "DL DPCH Info for each RL" is absent, not change its current DL Physical channel configuration.

If after state transition the UE enters CELL_FACH state, the UE shall 

-
start timer T305 if timer T305 is not running;

-
select PRACH according to subclause 8.6.6.2;

-
select Secondary CCPCH according to subclause 8.6.6.5.

-
use the transport format set given in system information;

-
if the IE "UTRAN DRX cycle length coefficient" is included in the same message:

-
ignore that IE and stop using DRX.

-
if the contents of the variable C_RNTI is empty:

-
perform a cell update procedure according to subclause 8.3.1 and then proceed as below.

-
transmit a response message as specified in subclause 8.2.2.4a, setting the information elements as specified below:

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall:

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.

-
if the variable START_VALUE_TO_TRANSMIT is set, the UE shall:

-
include and set the IE "START" to the value of that variable.

-
set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the received message in the table "Accepted transactions" in the variable TRANSACTIONS, and;

-
clear that entry.

-
if the variable PDCP_SN_INFO is not empty:

-
include the IE "RB with PDCP information list" in any response message transmitted below and set it to the value of the variable PDCP_SN_INFO;

-
in TDD, if the procedure is used to perform a handover to a cell where timing advance is enabled, and the UE can calculate the timing advance value in the new cell (i.e. in a synchronous TDD network):

-
set the IE "Uplink Timing Advance" to the calculated value.

-
if the IE “Integrity protection mode info” was present in the received reconfiguration message, start applying the new integrity protection configuration in the uplink for RB#2 from and including the transmitted response message;

If after state transition the UE enters CELL_PCH or URA_PCH state, the UE shall:

-
remove any C-RNTI from MAC;

-
clear the variable C_RNTI;

-
start timer T305 if timer T305 is not running;

-
select Secondary CCPCH according to subclause 8.6.6.5.

-
if the IE "UTRAN DRX cycle length coefficient" is included in the same message:

-
use the value in the IE "UTRAN DRX Cycle length coefficient" for calculating Paging occasion and PICH Monitoring Occasion as specified in subclause 8.6.3.2.

The procedure ends.

8.2.2.4
Transmission of a response message by the UE, normal case

In case the procedure was triggered by reception of a RADIO BEARER SETUP message stored in the variable ORDERED_CONFIG, the UE shall:

-
If the UE is not in CELL_DCH prior to this procedure and will be in CELL_DCH state at the conclusion of this procedure,

-
include the IE "COUNT-C activation time" in the response message and specify a CFN value other than the default, "Now" for this IE;

-
transmit a RADIO BEARER SETUP COMPLETE as response message on the uplink DCCH using AM RLC;

In case the procedure was triggered by reception of a RADIO BEARER RECONFIGURATION message stored in the variable ORDERED_CONFIG, the UE shall:

-
If the UE will be in CELL_DCH state at the conclusion of this procedure,

-
include the IE "COUNT-C activation time" in the response message and specify a CFN value other than the default, "Now" for this IE;

-
transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message on the uplink DCCH using AM RLC;

In case the procedure was triggered by reception of a RADIO BEARER RELEASE message stored in the variable ORDERED_CONFIG, the UE shall:

-
If the UE will be in CELL_DCH state at the conclusion of this procedure,

-
include the IE "COUNT-C activation time" in the response message and specify a CFN value other than the default, "Now" for this IE;

transmit a RADIO BEARER RELEASE COMPLETE as response message on the uplink DCCH using AM RLC;

In case the procedure was triggered by reception of a TRANSPORT CHANNEL RECONFIGURATION message stored in the variable ORDERED_CONFIG, the UE shall:

-
If the UE will be in CELL_DCH state at the conclusion of this procedure,

-
include the IE "COUNT-C activation time" in the response message and specify a CFN value other than the default, "Now" for this IE;

-
transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message on the uplink DCCH using AM RLC;

In case the procedure was triggered by reception of a PHYSICAL CHANNEL RECONFIGURATION message stored in the variable ORDERED_CONFIG, the UE shall:

-
If the UE will be in CELL_DCH state at the conclusion of this procedure,

-
include the IE "COUNT-C activation time" in the response message and specify a CFN value other than the default, "Now" for this IE;

-
transmit a PHYSICAL CHANNEL RECONFIGURATION COMPLETE as response message on the uplink DCCH using AM RLC;

If the new state is CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration after the state transition, and the UE shall:

-
if the variable PDCP_SN_INFO is empty:

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

-
when RLC has confirmed the successful transmission of the response message:

-
perform the actions below.

-
notify upper layers upon change of the security configuration.
-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is not set:

-
when RLC has been requested to transmit the response message:

-
perform the actions below.

-
if the variable PDCP_SN_INFO is non-empty:

-
when RLC has confirmed the successful transmission of the response message:

-
for each radio bearer in the variable PDCP_SN_INFO:

-
if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":

-
configure the RLC entity for that radio bearer to "continue";

-
perform the actions below.

If the new state is CELL_PCH or URA_PCH, the response message shall be transmitted using the old configuration before the state transition and the UE shall:

-
when RLC has confirmed the successful transmission of the response message:

-
for each radio bearer in the variable PDCP_SN_INFO:

-
if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":

-
configure the RLC entity for that radio bearer to "continue";

-
enter the new state (CELL_PCH or URA_PCH, respectively);

-
perform the actions below.

The UE shall:

-
clear the variable ORDERED_CONFIG;

-
clear the variable PDCP_SN_INFO;

-
clear the variable START_VALUE_TO_TRANSMIT;

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

8.3.1.6
Reception of the CELL UPDATE CONFIRM/URA UPDATE CONFIRM message by the UE

When the UE receives a CELL UPDATE CONFIRM/URA UPDATE CONFIRM message; and

-
if the message is received on the CCCH, and IE "U-RNTI" is present and has the same value as the variable U_RNTI, or;

-
if the message is received on DCCH;

the UE shall:

-
stop timer T302;

-
act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the following:

-
use the transport channel(s) applicable for the physical channel types that is used; and

-
if the IE "TFS" is neither included nor previously stored in the UE for that transport channel(s):

-
use the TFS given in system information.

-
if none of the TFS stored is compatible with the physical channel:

-
delete the stored TFS;

-
use the TFS given in system information.

-
if the CELL UPDATE CONFIRM message includes the IE "RLC reset indicator (for C-plane)":

-
reset the RLC entities for RB 2, RB 3 and, if present, RB 4.

-
if the CELL UPDATE CONFIRM message includes the IE "RLC reset indicator (for U-plane)":

-
reset the AM RLC entities for RB 5 and upwards.

-
enter a state according to subclause 8.6.3.3 applied on the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message. 
If the UE after state transition remains CELL_FACH state, it shall 

-
start the timer T305 if timer T305 is not running and periodical cell update has been requested in system information block type 1;

-
select PRACH according to subclause 8.6.6.2;

-
select Secondary CCPCH according to subclause 8.6.6.5.

-
if the IE "UTRAN DRX cycle length coefficient" is included in the same message:

-
ignore that IE and stop using DRX;

If the UE after state transition enters URA_PCH or CELL_PCH state, it shall 

-
clear the variable C_RNTI;

-
stop using that C_RNTI just cleared fro the variable C_RNTI in MAC;

-
start the timer T305 if timer T305 is not running and periodical URA update or cell update has been requested in system information block type 1;

-
select Secondary CCPCH according to subclause 8.6.6.5.

-
if the IE "UTRAN DRX cycle length coefficient" is included in the same message:

-
use the value in the IE "UTRAN DRX Cycle length coefficient" for calculating Paging Occasion and PICH Monitoring Occasion as specified in 8.6.3.2 in CELL_PCH state.

If the UE after the state transition remains in CELL_FACH state and;

-
the contents of the variable C_RNTI are empty;

it shall check the value of V302 and

-
If V302 is equal to or smaller than N302: 

-
set the content of the CELL UPDATE / URA UPDATE message according to subclause 8.3.1.3;

-
submit the CELL UPDATE / URA UPDATE message for transmission on the uplink CCCH;

-
increment counter V302;

-
restart timer T302 when the MAC layer indicates success or failure to transmit the message;

-
If V302 is greater than N302: 

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the entry for the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-
release all its radio resources;

-
enter idle mode; 

-
a connection failure may be indicated to the non-access stratum; 

-
other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
the procedure ends.

If the UE after the state transition remains in CELL_FACH state and

-
a C-RNTI is stored in the variable C_RNTI; 

or

the UE after the state transition moves to another state than the CELL_FACH state;

the UE shall:

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

-
include and set the IE "Radio bearer uplink ciphering activation time info" in any response message transmitted below to the value of that variable;

-
set the IE "RRC transaction identifier" in any response message transmitted below to the value of "RRC transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry.

-
if the variable PDCP_SN_INFO is non-empty:

-
include the IE "RB with PDCP information list" in any response message transmitted below and set it to the value of the variable PDCP_SN_INFO;

-
transmit a response message as specified in subclause 8.3.1.7;

-
if the IE “Integrity protection mode info” was present in the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message, start applying the new integrity protection configuration in the uplink for RB#2 from and including the transmitted response message;

-
clear the variable PDCP_SN_INFO;

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the entry for the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

The procedure ends.

8.3.1.7
Transmission of a response message to UTRAN

If the CELL UPDATE CONFIRM message

-
includes the IE "RB information to release list";

the UE shall:

-
transmit a RADIO BEARER RELEASE COMPLETE as response message using AM RLC.

If the CELL UPDATE CONFIRM message

-
does not include the IE "RB information to release list"; and

-
includes the IE "RB information to reconfigure list "; or

-
includes the IE "RB information to be affected list ";

the UE shall:

-
transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message using AM RLC.

If the CELL UPDATE CONFIRM message: 

-
does not include "RB information elements"; and

-
includes "Transport channel information elements";

the UE shall:

-
transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message using AM RLC.

If the CELL UPDATE CONFIRM message:

-
does not include "RB information elements"; and

-
does not include "Transport channel information elements"; and

-
includes "Physical channel information elements";

the UE shall:

-
transmit a PHYSICAL CHANNEL RECONFIGURATION COMPLETE as response message using AM RLC.

If the CELL UPDATE CONFIRM message:

-
does not include "RB information elements"; and

-
does not include "Transport channel information elements"; and

-
does not include "Physical channel information elements"; and

-
includes "CN information elements"; or 

-
includes the IE "New C-RNTI"; or

-
includes the IE "New U-RNTI";

the UE shall:

-
transmit a UTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.

If the CELL UPDATE CONFIRM message

-
does not include "RB information elements"; and

-
does not include "Transport channel information elements"; and

-
does not include "Physical channel information elements"; and

-
does not include "CN information elements"; and 

-
does not include the IE "New C-RNTI"; and

-
does not include the IE "New U-RNTI";

the UE shall:

-
transmit no response message.

If the URA UPDATE CONFIRM message:

-
includes any one or both of the IEs "New C-RNTI" and "New U-RNTI";

the UE shall:

-
transmit a UTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.

If the new state is CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration after the state transition., and the UE shall:

-
if the variable PDCP_SN_INFO is empty:

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

-
when RLC has confirmed the successful transmission of the response message:

-
continue with the remainder of the procedure.

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is not set:

-
when RLC has been requested to transmit the response message, 

-
continue with the remainder of the procedure.

-
if the variable PDCP_SN_INFO non-empty:

-
when RLC has confirmed the successful transmission of the response message:

-
for each radio bearer in the variable PDCP_SN_INFO:

-
if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":

-
configure the RLC entity for that radio bearer to "continue";

-
continue with the remainder of the procedure.

If the new state is CELL_PCH or URA_PCH, the response message shall be transmitted in CELL_FACH state, and the UE shall:

-
when RLC has confirmed the successful transmission of the response message:

-
for each radio bearer in the variable PDCP_SN_INFO:

-
if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":

-
configure the RLC entity for that radio bearer to "continue";

-
enter the new state (CELL_PCH or URA_PCH, respectively);

-
continue with the remainder of the procedure.

8.3.3.3
Reception of UTRAN MOBILITY INFORMATION message by the UE

When the UE receives a UTRAN MOBILITY INFORMATION message, it shall:

-
act on received information elements as specified in subclause 8.6;

-
set the IE "RRC transaction identifier" in the UTRAN MOBILITY INFORMATION CONFIRM message to the value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

-
include and set the IE "Radio bearer uplink ciphering activation time info" in the UTRAN MOBILITY INFORMATION CONFIRM message to the value of that variable;

-
if the variable PDCP_SN_INFO is non-empty:

-
include the IE "RB with PDCP information list" in the UTRAN MOBILITY INFORMATION CONFIRM message and set it to the value of the variable PDCP_SN_INFO;

-
transmit a UTRAN MOBILITY INFORMATION CONFIRM message on the uplink DCCH using AM RLC;

-
if the IE “Integrity protection mode info” was present in the UTRAN MOBILITY INFORMATION message, start applying the new integrity protection configuration in the uplink for RB#2 from and including the transmitted UTRAN MOBILITY INFORMATION CONFIRM message;

-
if the variable PDCP_SN_INFO is empty; and

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

-
when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION CONFIRM message, perform the actions below.

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is not set:

-
when RLC has been requested to transmit the UTRAN MOBILITY INFORMATION CONFIRM message, perform the actions below.

-
if the variable PDCP_SN_INFO is non-empty:

-
when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION CONFIRM message:

-
for each radio bearer in the variable PDCP_SN_INFO:

-
if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":

-
configure the RLC entity for that radio bearer to "continue";

 The procedure ends when of the UTRAN MOBILITY INFORMATION CONFIRM message has been submitted to lower layers for transmission.

8.3.4.3
Reception of an ACTIVE SET UPDATE message by the UE

-
Upon reception of an ACTIVE SET UPDATE message the UE shall store the received IE "Radio Link Addition Information" and the IE "Radio Link Removal Information" to the variable ORDERED_ASU.

The UE shall act upon all received information elements as specified in 8.6, unless specified otherwise in the following. The UE shall:

-
first add the RLs indicated in the IE "Radio Link Addition Information";

-
remove the RLs indicated in the IE "Radio Link Removal Information". If the UE active set is full or becomes full, an RL, which is included in the IE "Radio Link Removal Information" for removal, shall be removed before adding RL, which is included in the IE "Radio Link Addition Information" for addition;

-
if the ACTIVE SET UPDATE message includes the IE "U-RNTI":

-
update its identity; 

-
if the ACTIVE SET UPDATE message includes the IE "CN domain identity" and the IE "NAS system information":

-
forward the content of the IE to the non-access stratum entity of the UE indicated by the IE "CN domain identity";

-
if the ACTIVE SET UPDATE message includes the IE 'TFCI combining indicator' associated with a radio link to be added:

-
configure Layer 1 to soft combine TFCI (field 2) of this new link with those links already in the TFCI (field 2) combining set;

-
transmit an ACTIVE SET UPDATE COMPLETE message on the uplink DCCH using AM RLC without waiting for the Physical Layer synchronization;

-
if the IE “Integrity protection mode info” was present in the ACTIVE SET UPDATE message, start applying the new integrity protection configuration in the uplink for RB#2 from and including the transmitted ACTIVE SET UPDATE COMPLETE message;

-
set the IE "RRC transaction identifier" in the ACTIVE SET UPDATE COMPLETE message to the value of "RRC transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable;

-
when the ACTIVE SET UPDATE COMPLETE message has been submitted to lower layers for transmission:

-
clear the contents of the variable ORDERED_ASU;

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends on the UE side.

8.5.8
Hyper Frame Numbers

The hyper frame numbers (HFN) are used as MSBs of both the ciphering sequence number (COUNT-C) and the integrity sequence number (COUNT-I) for the ciphering and integrity protection algorithms, respectively. For non-transparent mode RLC 
radio bearers there is an uplink and downlink COUNT-C per radio bearer and an uplink and downlink COUNT-I per signalling radio bearer. For all transparent mode RLC radio bearers of  the same CN domain, COUNT-C is the same, and COUNT-C is also the same for uplink and downlink.
. For transparent mode RLC radio bearers there is an uplink and a downlink COUNT-I per signalling radio bearer. (Note: In this release of the specification there is only an uplink transparent mode COUNT-I, which is used for RB 0). 
COUNT-C and COUNT-I are defined in [24], with the following supplement for COUNT-C: for transparent mode RLC radio bearers with a transmission time interval of x radio frames (x = 2, 4, 8), the MAC PDU is carried by L1 in x consecutive radio frames due to radio frame segmentation. In this case, the CFN of the first segment of the MAC PDU is used as the CFN component of COUNT-C.



The following hyper frame numbers are defined:

MAC-d HFN

24 bits

MSB of COUNT-C for data sent over RLC TM 

RLC UM HFN
25 bits

MSB of COUNT-C for data sent over RLC UM 

RLC AM HFN
20 bits

MSB of COUNT-C for data sent over RLC AM 

RRC HFN


28 bits

MSB of COUNT-I 

The START value is used to initialise the 20 most significant bits of all the hyper frame numbers and the remaining bits of the hyper frame numbers are set equal to zero.

8.5.9
START

In connected mode, the START value for CN domain 'X' is calculated as:

STARTX’ = MSB20 ( MAX {COUNT-C, COUNT-I | radio bearers and signalling radio bearers with CKX and IKX}) + 1.

-
if the current STARTX < STARTX’ then STARTX = STARTX’, otherwise STARTX is unchanged.
The STARTX value is used to initialise the 20 most significant bits of all hyper frame numbers in CN domain 'X'. 

When entering idle mode the current START value for every CN domain shall be stored in the USIM.

8.5.10
Integrity protection

Integrity protection shall be performed on all RRC messages, with the following exceptions:

HANDOVER TO UTRAN COMPLETE

Paging Type 1

PUSCH CAPACITY REQUEST

PHYSICAL SHARED CHANNEL ALLOCATION
RRC Connection Request

RRC Connection Setup

RRC Connection Setup Complete

RRC Connection Reject 

RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION

SYSTEM INFORMATION CHANGE INDICATION

TRANSPORT FORMAT COMBINATION CONTROL


For each signalling radio bearer, the UE shall use two RRC hyper frame numbers,

-
"Uplink RRC HFN";

-
"Downlink RRC HFN".

and two message sequence numbers,

-
"Uplink RRC Message sequence number";

-
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RB 0-4). 

Upon the first activation of integrity protection for an RRC connection, UE and UTRAN initialise the "Uplink RRC Message sequence number" and "Downlink RRC Message sequence number" for all signalling radio bearers as specified in subclauses 8.6.3.5 and 8.5.10.1.

The RRC message sequence number (RRC SN) is incremented for every integrity protected RRC message. If the same RRC message is sent repeatedly (e.g. RRC CONNECTION RELEASE, RRC CONNECTION RELEASE COMPLETE and UE CAPABILITY INFORMATION) the corresponding RRC SN is not incremented.

8.5.10.1
Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:

-
perform the actions in 8.6.3.5 and apply the new integrity protection configuration. 
-
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info". 
-
if the “Downlink RRC Message sequence number” is not present in the variable INTEGRITY_PROTECTION_INFO:

-
initialise the “Downlink RRC Message sequence number” in the variable INTEGRITY_CHECK_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message;
-
if the “Downlink RRC Message sequence number” is present in the variable INTEGRITY_PROTECTION_INFO:
-
If the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO, the UE shall increment "Downlink RRC HFN" for RB#n in the variable INTEGRITY_PROTECTION_INFO with one. [Note to Hans: Indentation changed to B3]
-
If the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO, the message shall be discarded. . [Note to Hans: Indentation changed to B3]
-
calculate an expected message authentication code in accordance with subclause 8.5.10.3. 

-
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE 'Integrity check info'. 

-
If the expected message authentication code and the received message authentication code are the same, the integrity check is successful.

-
update the "Downlink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message.

-
If the calculated expected message authentication code and the received message authentication code differ:

-
if the IE "RRC message sequence number" included in the IE "Integrity check info" is lower than the "Downlink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for RB#n in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

-
decrement "Downlink RRC HFN" for RB#n in the variable INTEGRITY_PROTECTION_INFO by one. 

-
discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall discard the message.

8.5.10.2
Integrity protection in uplink

Upon transmitting an RRC message using the signalling radio bearer with radio bearer identity n, and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" the UE shall:

-
increment "Uplink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO with 1. When "Uplink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO becomes 0, the UE shall increment "Uplink RRC HFN" for RB#n in the variable INTEGRITY_PROTECTION_INFO with 1

-
calculate the message authentication code in accordance with subclause 8.5.11.3

-
replace the "Message authentication code" in the IE "Integrity check info" in the message with the calculated message authentication code.

-
replace the "RRC Message sequence number" in the IE "Integrity check info" in the message with contents set to the new value of the "Uplink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO

During an ongoing reconfiguration of the integrity protection, UTRAN should, for all signalling radio bearers, apply the old configuration (that is, the configuration that was applied before the reconfiguration) for the integrity protection. In the response message for the procedure ordering the reconfiguration, the UE indicates the activation time, for each signalling radio bearer except RB2, when the new configuration is to be applied in uplink. UTRAN should then start to apply the new configuration according to the activation time for each signalling radio bearer (for RB2 the new configuration is applied starting from reception of the response message).
8.5.10.3
Calculation of message authentication code

The UE shall calculate the message authentication code in accordance with [24]. The input parameter MESSAGE [24] for the integrity algorithm shall be constructed by:

-
setting the "Message authentication code" in the IE "Integrity check info" in the message to the signalling radio bearer identity

-
setting the "RRC Message sequence number" in the IE "Integrity check info" in the message to zero

-
encoding the message 

-
appending RRC padding (if any) as a bitstring to the encoded bitstring as the least significant bits

8.6.3.4
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. If the IE "Ciphering mode info" is present, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following:

-
if IE "Ciphering mode command" has the value "start/restart", the UE shall:

-
start or restart ciphering, using the ciphering algorithm (UEA [24]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration. The new ciphering configuration shall be applied as specified below.

-
set the variable CIPHERING_STATUS to "Started".

-
if the IE "Ciphering mode command" has the value "stop", the UE shall

-
stop ciphering. The new ciphering configuration shall be applied as specified below

-
set the variable CIPHERING_STATUS to "Not started".

-
in case the IE "Ciphering mode command" has the value "start/restart" or "stop", the new ciphering configuration shall be applied as follows:

-
if the IE "Ciphering activation time for DPCH" is present in the IE "Ciphering mode info", the UE shall apply the new configuration at that time for radio bearers using RLC-TM. If the IE "Ciphering mode info" is present in a message reconfiguring RB, transport channel or physical channel, the indicated time in IE "Activation time for DPCH" corresponds to a CFN after that reconfiguration.

-
if the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info", the UE shall apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity":

-
suspend data transmission on the radio bearer

-
store the "RLC send sequence number" for that radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, at which time the new ciphering configuration shall be applied.

-
when the data transmission of that radio bearer is resumed, the UE shall switch to the new ciphering configuration according to the following:

-
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number smaller than the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN respectively in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN.

-
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number greater than or equal to the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN respectively in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN

-
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" is not included in the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer.

-
if an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.

8.6.3.5
Integrity protection mode info

The IE "Integrity protection mode info" defines the new integrity protection configuration. If the IE "Integrity protection mode info" is present, the UE shall check the IE "Integrity protection mode command" as part of the IE "Integrity protection mode info", and perform the following:

-
if IE "Integrity protection mode command" has the value "start" and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Not started", the UE shall:

-
if the "Historical status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Never been active":

-
initialise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO according to the following:

-
set the IE "Uplink RRC Message sequence number" to zero;

-
do not include the IE "Downlink RRC Message sequence number";


-
set the "Historical status" in the variable INTEGRITY_ PROTECTION_INFO to the value "Has been active";

-
set the "Status" in the variable INTEGRITY_ PROTECTION_INFO to the value "Started";

-
perform integrity protection on the received message as described in subclause 8.5.10.1;

-
use the algorithm (UIA [24]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

-
use the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [24].

-
if IE "Integrity protection mode command" has the value "modified" and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started", the UE shall:

-
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each radio bearer n,  indicated by the entry for radio bearer n in the “RRC message sequence number list” in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info";

-
perform integrity protection on the received message as described in subclause 8.5.10.1;

-
if present, use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [24]);

-
set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the following:
-
For each established signalling radio bearer, stored in the variable ESTABLISHED_RABS, include a value of the RRC sequence number, when the new integrity protection in uplink is to be applied;
-
For RB#0, the value of the included RRC sequence number shall be set to greater than or equal to the current value of the RRC sequence number for RB#0 in the variable INTEGRITY_PROTECTION_INFO, plus the value of the constant N302 plus one;
-
start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each radio bearer n, except for RB#2, indicated by the entry for radio bearer n in the “RRC message sequence number list” in the IE "Uplink integrity protection activation info", included in the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;
-
start applying the new integrity protection configuration in the uplink at the RRC sequence number for RB#2, as specified for the procedure initiating the integrity protection reconfiguration;
If the IE "Integrity protection mode info" is not present, the UE shall not change the integrity protection configuration.

10.2.4
ASSISTANCE DATA DELIVERY

This message is sent by UTRAN to convey UP assistance data to the UE.


RLC-SAP: AM 

Logical channel: DCCH


Direction: UTRAN(UE

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


UE Information Elements





Integrity check info
CH

Integrity check info 10.3.3.16


Assistance data Information elements





UP OTDOA assistance data
OP

UP OTDOA assistance data 10.3.7.103


UP GPS assistance data
OP

UP GPS assistance data 10.3.7.90


10.2.7
CELL UPDATE

This message is used by the UE to initiate a cell update procedure.

RLC-SAP: TM 

Logical channel: CCCH


Direction: UE(UTRAN

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


UE information elements





U-RNTI
MP

U-RNTI 10.3.3.47


RRC transaction identifier
CV-Failure

RRC transaction identifier 10.3.3.36


Integrity check info
CH

Integrity check info 10.3.3.16


START list
MP
1 to <maxCNdomains>

START [24] values for all CN domains.

>CN domain identity
MP

CN domain identity 10.3.1.1


>START
MP

START 10.3.3.38
START value to be used in this CN domain.

AM_RLC error indication(for c-plane)
MP

Boolean
TRUE indicates AM_RLC unrecoverable error occurred on c-plane in the UE

AM_RLC error indication(for u-plane)
MP

Boolean
TRUE indicates AM_RLC unrecoverable error occurred on u-plane in the UE

Cell update cause
MP

Cell update cause 10.3.3.3


Failure cause
OP

Failure cause and error information 10.3.3.14


RB timer indicator
MP

RB timer indicator 10.3.3.28


Measurement information elements





Measured results on RACH
OP

Measured results on RACH 10.3.7.45


Condition
Explanation

Failure
This IE is mandatory if the IE "Failure cause" is present. Otherwise it is absent.

10.2.13
HANDOVER TO UTRAN COMPLETE

This message is sent by the UE when a handover to UTRAN has been completed.

RLC-SAP: AM 

Logical channel: DCCH


Direction: UE ( UTRAN

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


START list
CH
1 to <maxCNdomains>

START [24] values for all CN domains. The IE is mandatory if it has not been transferred prior to the handover.

>CN domain identity
MP

CN domain identity 10.3.1.1


>START
MP

START 10.3.3.38


10.2.41
RRC CONNECTION SETUP COMPLETE

This message confirms the establishment of the RRC Connection by the UE.

RLC-SAP: AM 


Logical channel: DCCH


Direction: UE ( UTRAN 
Information Element/Group name
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


UE Information Elements





RRC transaction identifier
MP

RRC transaction identifier 10.3.3.36


START list
MP
1 to <maxCNdomains>

START [24] values for all CN domains.

>CN domain identity
MP

CN domain identity 10.3.1.1


>START
MP

START 10.3.3.38
START value to be used in this CN domain.

UE radio access capability
OP

UE radio access capability 10.3.3.42


Other information elements





UE system specific capability
OP
1 to <maxSystemCapability>



>Inter-RAT UE radio access capability 
MP

Inter-RAT UE radio access capability 10.3.8.7


10.2.47
SIGNALLING CONNECTION RELEASE REQUEST

This message is used by the UE to request for the release of an existing signalling connection. 

RLC-SAP: AM 

Logical channel: DCCH


Direction: UE(UTRAN

Information Element/Group name
Need
Multi
IE type and reference
Semantics description

Message Type
MP

Message type


UE Information Elements





Integrity check info
CH

Integrity check info 10.3.3.16


CN information elements





CN domain identity
MP

CN domain identity 10.3.1.1


10.3.3.16
Integrity check info

The Integrity check info contains the RRC message sequence number needed in the calculation of XMAC-I [24] and the calculated MAC-I. 
Information Element/Group name
Need
Multi
Type and reference
Semantics description

Message authentication code
MP

bit string(32)
MAC-I [24] The 27 MSB of the IE shall be set to zero and the 5 LSB of the IE shall be set to the used signalling radio bearer identity when the encoded RRC message is used as the MESSAGE parameter in the integrity protection algorithm.

RRC Message sequence number
MP

Integer (0..15)
The local RRC hyper frame number (RRC HFN) is concatenated with the RRC message sequence number to form the input parameter COUNT-I for the integrity protection algorithm. 

The IE value shall be set to zero when the encoded RRC message is used as the MESSAGE parameter in the integrity protection algorithm.

10.3.3.17
Integrity protection activation info

This IE contains the time, in terms of RRC sequence numbers, when a new integrity protection configuration shall be activated for the signalling radio bearers.
Information Element/Group name
Need
Multi
Type and reference
Semantics description

RRC message sequence number list
MP
4 to 5

The RRC sequence number when a new integrity protection configuration shall be applied, for CCCH (=RB0) and signalling radio bearers in the order RB0, RB1, RB2, RB3, RB4. The value for RB2 shall be ignored.

>RRC message sequence number
MP

Integer (0..

15)


10.3.3.19
Integrity protection mode info

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Integrity protection mode command
MP

Enumerated(start, modify)


Downlink integrity protection activation info
CV-modify

Integrity protection activation info 10.3.3.17


Integrity protection algorithm 
OP

Integrity protection algorithm 10.3.3.18


Integrity protection initialisation number
CV-start

Bitstring(32)
FRESH [24]

Condition
Explanation

Start
The IE is mandatory if the IE "Integrity protection mode command" has the value "start ", otherwise it is not needed in the message.

Modify
The IE is only present if the IE "Integrity protection mode command" has the value "modify"

10.3.3.38
START

There is a START value per CN domain. The START is used to initialise the 20 MSBs of all the hyper frame numbers (MAC-d HFN, RLC UM HFN, RLC AM HFN, RRC HFN) for a CN domain.
Information Element/Group name
Need
Multi
Type and Reference
Semantics description

START
MP

Bit string (20)
[24]

13.4.10
INTEGRITY_PROTECTION_INFO

This variable contains information about the current status of the integrity protection in the UE.

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Historical status
MP

Enumerated(Never been active, Has been active)


Status
MP

Enumerated(Not started, Started)


Signalling radio bearer specific integrity protection information
MP
1 to <maxSRBsetup>

Status information for RB#0-4 in that order

> Uplink RRC HFN
MP

Bitstring (28)


> Downlink RRC HFN
MP

Bitstring (28)


> Uplink RRC Message sequence number
MP

Integer (0..

15)


> Downlink RRC Message sequence number
OP

Integer (0..

15)


13.4.10a
INTEGRITY_PROTECTION_ACTIVATION_INFO

This variable contains information to be sent to UTRAN about when a new integrity protection configuration shall be activated in the uplink for signalling radio bearers in case of modification of integrity protection.

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Uplink integrity protection activation info
OP

Integrity protection activation info 10.3.3.17


14.13.2.2
UE security information 

Upon receiving a UE information request from another system, the UE shall indicate the requested security information. The UE security information includes the following RRC information.

Information Element/Group name
Need
Multi
Type and reference
Semantics description

UE information elements





START list
MP
1 to <MaxCNdomains>

START [24] values for all CN domains

>CN domain identity
MP

CN domain identity 10.3.1.1


>START
MP

START 10.3.3.38
START values to be used in this CN domain.
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