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1 Introduction

UE sends its capability information, including security capability (supported ciphering and integrity algorithms) to UTRAN during the RRC connection setup procedure. This information is sent without any protection (no ciphering nor integrity), since at this phase these functions cannot yet be used.

To ensure that UTRAN has received this information as it was sent by mobile, the "security capability" is returned in SECURITY MODE COMMAND message from UTRAN to UE. This message is integrity protected.

SA WG3 has noticed that there is a need to replay also the GSM Classmark information (CM2 and CM3), since illegal change of this information may cause the connection to be swithed to non-ciphered mode, when UE makes inter-system handover to GSM.

2 Solutions

According to current RRC specification (ver 3.5.0), UE sends GSM CM2 and CM3 (as mandatory infoelements) in the RRC CONNECTION SETUP COMPLETE message. Thus, to replay these to the UE, similar mechanisms as for the UTRAN UE Security Capability can be defined.

Since the length of GSM CM2+CM3 can be max 19 octects (5+14), adding them as such into SECURITY MODE COMMAND message is not the optimal solution.

Three alternative solutions have been identified:

1. 
Define a new RRC information element, including only the GSM ciphering algorithm capability. This requires 7 bits. This information element is then added to the SECURITY MODE COMMAND message. The drawback of this solution is that to encode this new information element, UTRAN RRC first has to decode the GSM CM2 and CM3 information elements, which encoding/decoding rules are specified in 3GPP TS 24.008.

2. 
See figure 1. The received GSM CM2+CM3 information (RRC infoelement "Inter-RAT UE radio access capability") is used for calculating MAC-I for the SECURITY MODE COMMAND message, but the actual CM2 + CM3 is not included in the RRC message. Using similar approach, also the size of the existing SECURITY MODE COMMAND can be reduced by 32 bits by taking the IE "Security Capability" out from the message and using it only for calculating the MAC-I. This solution has no drawbacks from security point of view, since the UE does not need to receive the actual "Security Capability" (nor "Inter-RAT UE radio access capability") but only a confirmation that UTRAN has received these infoelements correctly. This 'confirmation' can well be achieved by using the message authentication code (MAC-I) as described in figure 1. From the integrity algorithm viewpoint this solution is OK, since the length of the message used as input to the f9 algorithm does not need to be the same as the length of the encoded message to be sent over the air. The drawback of this solution is that either these two information elements must be encoded separately by the (PER) encoder or their bit-coding has to be defined explicitely.

3. 
If the encoding of information elements "Inter-RAT UE radio access capability" and "Security Capability" for the calculation of MAC-I can not easily be defined (alternative 2), the same result is achieved by using the full encoded RRC_CONNECTION_SETUP_COMPLETE message instead of the two information elements only. It is probably quite easy from implementation viewpoint to save a copy of the encoded message before it is sent (UE side) or just after receiving, before passing it to the decoder (UTRAN side). This saved copy would then be used when calculating the MAC-I (UTRAN) and XMAC-I (UE) for the SECURITY_MODE_COMMAND message. Thus, MAC-I for SECURITY_MODE_COMMAND would be calculated by setting the MESSAGE-input parameter for the integrity algorithm as:

MESSAGE = SECURITY_MODE_COMMAND + RRC_CONNECTION_SETUP_COMPLETE

Naturally in this case the rules specified in 8.5.10.3 would be only applicable to the SECURITY_MODE_COMMAND part. The drawback (compared to 2) is that this solution requires a bit more memory.

This solution is illustrated in figure 2.
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Figure 1: Calculating MAC-I (and XMAC-I) for RRC SECURITY MODE COMMAND message
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Figure 2: Calculating MAC-I (and XMAC-I) for RRC SECURITY MODE COMMAND message

3 Proposal

Solution 3 is the preferred solution since it reduces the size of SECURITY MODE COMMAND message: a total of 39 bits is saved compared to solution 1. In addition, solution 3 does not add any extra complexity to the RRC protocol (e.g. no need for decoding of GSM CM information elements).

Solution 3 is implemented in a proposed CR below.

3GPP TSG-RAN WG2 Meeting #19 
R2-010408
Sophia Antipolis, France, 19 - 23 Feb. 2001
CHANGE REQUEST



(

25.331
CR
676
(

rev
-
(

Current version:
3.5.0
(




For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.



Proposed change affects:
(

(U)SIM

ME/UE
X
Radio Access Network
X
Core Network




Title:
(

Checking the integrity of UE security capabilities




Source:
(

 Nokia




Work item code:
(



Date: (

14th Feb 2001







Category:
(

F

Release: (

R99


Use one of the following categories:
F  (essential correction)
A  (corresponds to a correction in an earlier release)
B  (Addition of feature), 
C  (Functional modification of feature)
D  (Editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
REL-4
(Release 4)
REL-5
(Release 5)




Reason for change:
(

SA WG3 has noticed that there is a need to replay also the GSM Classmark information (CM2 and CM3), since illegal change of this information may cause the connection to be swithed to non-ciphered mode, when UE makes inter-system handover to GSM.




Summary of change:
(

The encoded RRC CONNECTION SETUP COMPLETE is used for calculating MAC-I/XMAC-I for the SECURITY MODE COMMAND message. 

The size of the current SECURITY MODE COMMAND is reduced by 32 bits by taking the IE "Security Capability" out from the message.




Consequences if 
(

not approved:
A man-in-the middle can force the connection to be swithed to non-ciphered mode, when UE makes inter-system handover to GSM.




Clauses affected:
(

8.1.3.6, 8.1.12.3, 8.5.10.2, 8.5.10.3, 10.2.43, 11.2, 13.4.28




Other specs
(


 Other core specifications
(



Affected:

 Test specifications




 O&M Specifications





Other comments:
(



How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at: http://www.3gpp.org/3G_Specs/CRs.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://www.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2000-09 contains the specifications resulting from the September 2000 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.
8.1.3.6
Reception of an RRC CONNECTION SETUP message by the UE

The UE shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION SETUP message with the value of the variable INITIAL_UE_IDENTITY.

If the values are different, the UE shall:

-
ignore the rest of the message;

If the values are identical, the UE shall:

-
stop timer T300, and act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the following;

-
if the UE will be in the CELL_FACH state at the conclusion of this procedure:

-
select PRACH according to subclause 8.6.6.2;

-
select Secondary CCPCH according to subclause 8.6.6.5;

-
if the contents of the variable C_RNTI is empty:

-
perform a cell update procedure according to subclause 8.3.1 and then continue with the procedure as indicated in the following;

-
enter a state according to subclause 8.6.3.3;

-
submit an RRC CONNECTION SETUP COMPLETE message to the lower layers on the uplink DCCH after successful state transition per subclause 8.6.3.3, with the contents set as specified below:

-
set the IE "RRC transaction identifier" to 

-
the value of "RRC transaction identifier" in the entry for the RRC CONNECTION SETUP message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry.

-
calculate START values for each CN domain according to subclause 8.5.9 and include the result in the IE "START list";

-
if the IE "UE radio access FDD capability update requirement" included in the RRC CONNECTION SETUP message has the value TRUE:


include its UTRAN-specific FDD capabilities and its UTRAN –specific capabilities common to FDD and TDD in the IE "UE radio access capability";

-
if the IE "UE radio access TDD capability update requirement" included in the RRC CONNECTION SETUP message has the value TRUE:


include its UTRAN-specific TDD capabilities and its UTRAN –specific capabilities common to FDD and TDD in the IE "UE radio access capability";

-
if the IE "System specific capability update requirement list" is present in the RRC CONNECTION SETUP message:

-
include its inter-RAT capabilities for the requested systems in the IE "UE system specific capability".
For security reasons (see 8.5.10.3), a copy of the encoded RRC CONNECTION SETUP COMPLETE message shall be saved by the UE before sending it to lower layers for transmission.
When of the RRC CONNECTION SETUP COMPLETE message has been submitted to lower layers for transmission the UE shall:

-
if the UE has entered CELL_FACH state:

-
start timer T305 if periodical cell update has been requested in system information block type 1;

-
update its variable UE_CAPABILITY_TRANSFERRED which UE capabilities it has transmitted to the UTRAN;

-
set the "Status" in the variable INTEGRITY_ PROTECTION_INFO to "Not started";

-
set the "Historical status" in the variable INTEGRITY_ PROTECTION_INFO to "Never been active";

and the procedure ends.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to 8.6.

If the integrity check is successful, the UE shall:

-
suspend all radio bearers and signalling radio bearers (except the signalling radio bearer used to receive the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM) using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity", with RLC sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info";

-
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE CONTROL message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable, for the respective radio bearer and signalling radio bearer;

-
when the radio bearers and signalling radio bearers have been suspended:

-
send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering and the new integrity protection configurations; 

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends. If a RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been confirmed by RLC, but before the activation time for the new ciphering configuration has been reached, then the activation time shall be ignored and the new ciphering configuration shall be applied immediately after the RLC reset or RLC re-establishment.

For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", the UE shall:

-
if a new integrity protection key has been received:

-
in the downlink:

-
use the new key;

-
set the HFN component of the downlink COUNT-I to zero at the RRC sequence number indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";


in the uplink:


use the new key;

-
set the HFN component of the uplink COUNT-I to zero at the RRC sequence number indicated in IE "Uplink integrity protection activation info" included in the IE "Integrity protection mode info";

-
if a new ciphering key is available:

-
in the downlink:

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info";

-
in the uplink:

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info".

If the integrity check fails, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.

8.5.10.1
Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:

-
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info". If the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO, the UE shall increment "Downlink RRC HFN" for RB#n in the variable INTEGRITY_PROTECTION_INFO with one. If the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO, the message shall be discarded.

-
calculate an expected message authentication code in accordance with subclause 8.5.10.3. 

-
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE 'Integrity check info'. 

-
If the expected message authentication code and the received message authentication code are the same, the integrity check is successful.

-
If the calculated expected message authentication code and the received message authentication code differ:

-
if the IE "RRC message sequence number" included in the IE "Integrity check info" is lower than the "Downlink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for RB#n in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

-
decrement "Downlink RRC HFN" for RB#n in the variable INTEGRITY_PROTECTION_INFO by one. 

-
discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall discard the message.

8.5.10.2
Integrity protection in uplink

Upon transmitting an RRC message using the signalling radio bearer with radio bearer identity n, and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" the UE shall:

-
increment "Uplink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO with 1. When "Uplink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO becomes 0, the UE shall increment "Uplink RRC HFN" for RB#n in the variable INTEGRITY_PROTECTION_INFO with 1

-
calculate the message authentication code in accordance with subclause 8.5.10.3

-
replace the "Message authentication code" in the IE "Integrity check info" in the message with the calculated message authentication code.

-
replace the "RRC Message sequence number" in the IE "Integrity check info" in the message with contents set to the new value of the "Uplink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO

8.5.10.3
Calculation of message authentication code

The UE shall calculate the message authentication code in accordance with 3GPP TS 33.102. The input parameter MESSAGE (3GPP TS 33.102) for the integrity algorithm shall be constructed by:

-
setting the "Message authentication code" in the IE "Integrity check info" in the message to the signalling radio bearer identity

-
setting the "RRC Message sequence number" in the IE "Integrity check info" in the message to zero

-
encoding the message; 
-
if the message is the first SECURITY MODE COMMAND after RRC Connection Establishment, appending the encoded message RRC CONNECTION SETUP COMPLETE as a bitstring to the encoded SECURITY MODE COMMAND as the least significant bits. For this purpose, during the RRC Connection Establishment procedure, a copy of the encoded RRC CONNECTION SETUP COMPLETE message shall be saved by the UE before sending it to lower layers for transmission. A copy of the same encoded RRC CONNECTION SETUP COMPLETE message shall be saved by the UTRAN after receiving it from lower layers and before the message is decoded.
-
appending RRC padding (if any) as a bitstring to the encoded bitstring as the least significant bits

10.2.43
SECURITY MODE COMMAND

This message is sent by UTRAN to start or reconfigure ciphering and/or integrity protection parameters.


RLC-SAP: AM 


Logical channel: DCCH


Direction: UTRAN to UE

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


UE information elements





RRC transaction identifier
MP

RRC transaction identifier 10.3.3.36


Integrity check info
MP

Integrity check info 10.3.3.16








Ciphering mode info
OP

Ciphering mode info 10.3.3.5
Only present if ciphering shall be controlled

Integrity protection mode info
OP

Integrity protection mode info 10.3.3.19
Only present if integrity protection shall be controlled

CN Information elements





CN domain identity
MP

CN domain identity 10.3.1.1
Indicates which cipher and integrity protection keys are applicable

10.3.8.7
Inter-RAT UE radio access capability

This Information Element contains the inter-RAT UE radio access capability which is structured and coded according to the specification used for the corresponding system type.
Information Element/Group name
Need
Multi
Type and reference
Semantics description

CHOICE system
MP




>GSM





>> Mobile Station Classmark 2
MP

Octet string (5)
Defined in [5] 

>> Mobile Station Classmark 3
MP

Octet string
Defined in [5]

>cdma2000





>>cdma2000Message
MP
1.to.<maxInterSysMessages>



>>>MSG_TYPE(s)
MP

Bitstring (8)
Formatted and coded according to cdma2000 specifications

>>>cdma2000Messagepayload(s)
MP

Bitstring (1..512)
Formatted and coded according to cdma2000 specifications

11.2
PDU definitions

-- ***************************************************

--

-- SECURITY MODE COMMAND

--

-- ***************************************************

SecurityModeCommand-r3-IEs ::= SEQUENCE {

-- TABULAR: Integrity protection shall always be performed on this message.


-- User equipment IEs



rrc-TransactionIdentifier

RRC-TransactionIdentifier,




cipheringModeInfo



CipheringModeInfo




OPTIONAL,



integrityProtectionModeInfo

IntegrityProtectionModeInfo


OPTIONAL,


-- Core network IEs



cn-DomainIdentity



CN-DomainIdentity

}

13.4.28
UE_CAPABILITY_TRANSFERRED

This variable stores information about which UE capabilities that have been transferred to UTRAN.

Information Element/Group name
Need
Multi
Type and reference
Semantics description

UE radio access capability
OP

UE radio access capability 10.3.3.42


UE system specific capability
OP

Inter-RAT UE radio access capability 10.3.8.7
Includes inter-RAT classmark
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