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Clarification on Counter Check 

According present version of the specifications, the UE, includes the RBs in the response in two conditions:

1- The number of RBs known by UE is different than the number of RB included in the incoming message; or

2-  The COUNT-C-MSB values in the incoming message is different than the MSB part of the COUNT-C value in the UE

The first condition implies that there may be RBs known by UE but not known by UTRAN and vice versa. However, this condition does not cover an additional case for which, although the number of RBs in UE and in UTRAN match, not all RBs that exist in UE are known by UTRAN and vise versa.

On the other hand if the first condition holds, the action that UTRAN shall take is not stated. In addition, in TS33.102 v 3.7.0 section 6.4.7 the case of a mismatch of RBs between UE and UTRAN is neither mentioned nor handled.

There are several possible actions that can UTRAN take in case a mismatch is found out between RBs known by UTRAN and RBs known UE:

1. Nothing,

2. Use this knowledge for possible triggering of other procedures but within the scope of Counter Check procedure do nothing,

3. Release RRC connection

If the UTRAN chooses the first option, there is no need to compare the number of RBs in the incoming Counter Check message and the RBs stored in the ESTABLISHED_RABS variable in the UE.

If the second or third option is chosen by the UTRAN, the condition relating to possible RB mismatch between UE and UTRAN should be corrected.

In this CR the second option is chosen, i.e. the condition for possible mismatch in RBs is corrected and for such cases the UTRAN achieves side information (mismatch in RBs) but, within the scope of Counter Check procedure, it does not do any further action.

The first part of this CR expands the first condition to cover also the cases mentioned above. For this, instead of comparing the numbers of RBs, RBs that do not exist in both lists are explicitly mentioned in two different conditions. (See the CR for the exact wording)

There is an additional problem in completing the IE “RB COUNT-C Information” in case a RB is included in the incoming list but it does not exist in the UE. For this RB, the UE does not have any COUNT-C values. More explicitly:

If an RB is included in the IE “RB COUNT-C-MSB Information” in the Counter Check message sent by UTRAN, but this RB is not stored in the ESTABLISHED_RABS variable of the UE, we propose to use the COUTN-C-MSB values for this RB in the incoming message as the MSB part of the COUNT-C values in the outgoing message and pad the LSB part with 0’s.

When the UTRAN receives this IE in the response, since it will see identity in the comparison between “the COUNT-C-MSB value it sent” and the “MSB part of the COUNT-C value it received”, it will automatically understand that something is unusual with this RB. Because in case of normal equality between the MSB portions of the COUNT-C values the UE wouldn’t include this RB in the response. Therefore, the UTRAN will interpret this unusual response, as “the RB that I thought it exists is not known by the UE”. Within the scope of the Counter Check procedure we propose not to take any special action for this case. (As if the comparison was successful)

In the opposite case, if an RB exists in the UE but is not included in the IE “RB COUNT_C MSB Information” in the Counter Check message, the UE will act according to the existing specifications and include the RB in the IE “RB COUNT-C Information” with the present COUNT_C values in the UE. Upon reception of this response, since the UTRAN didn’t know the existence of this RB, it will automatically conclude “there is an RB in the UE which I haven’t known of its existence”. Within the scope of the Counter Check procedure we propose not to take any special action for this case.
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8.1.15
Counter check
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Figure 21: Counter check procedure

8.1.15.1
General

The counter check procedure is used by the UTRAN to perform a local authentication. The purpose of the procedure is to check that the amount of data sent in both directions (uplink and downlink) during the RRC connection is identical at the UTRAN and at the UE (to prevent a possible intruder – a 'man-in-the-middle' – from operating). It should be noted that this requires that the COUNT-C values for each radio bearer are maintained even if ciphering is not used. This procedure is only applicable to radio bearers using UM or AM mode of RLC. In Release 99, this procedure is not applied for radio bearers using transparent mode RLC.

8.1.15.2
Initiation

The UTRAN monitors the COUNT-C value associated with each radio bearer using UM or AM RLC. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined to the UTRAN by the visited network. The UTRAN initiates the procedure by sending a COUNTER CHECK message on the downlink DCCH. 

8.1.15.3
Reception of a COUNTER CHECK message by the UE

When the UE receives a COUNTER CHECK message it shall compare the COUNT-C MSB values received in the IE "RB COUNT-C MSB information" in the COUNTER CHECK message to the COUNT-C MSB values of the corresponding radio bearers.

The UE shall

-
set the IE "RRC transaction identifier" in the COUNTER CHECK RESPONSE message to the value of "RRC transaction identifier" in the entry for the COUNTER CHECK message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry.

If

-
there is one or more radio bearers using UM or AM RLC mode stored in the variable ESTABLISHED_RABS, which are not included  in the IE "RB COUNT-C MSB information"; or
- 
there is one or more radio bearers included in the IE “RB COUNT-C MSB information”, which are not stored in the variable ESTABLISHED_RABS; or 

-
for any radio bearer using UM or AM RLC mode stored in the variable ESTABLISHED_RABS and included in the IE “RB COUNT-C MSB information” with COUNT-C MSB values different from the MSB part of the  COUNT-C values in the UE,
the UE shall:

· include these radio bearers in the IE "RB COUNT-C information" in the COUNTER CHECK RESPONSE message. For any RB which is included in the IE "RB COUNT-C MSB information" in the COUNTER CHECK message but not stored in the variable ESTABLISHED_RABS in the UE, the MSB part of COUNT-C values in the COUNTER CHECK RESPONSE message shall be set identical to COUNT-C-MSB values in the COUNTER CHECK message. The LSB part shall be filled by 0’s.;
The UE shall submit a COUNTER CHECK RESPONSE message to lower layers for transmission on the uplink DCCH using AM RLC. When the COUNTER CHECK RESPONSE message has been submitted to lower layers for transmission the procedure ends.

8.1.15.4
Reception of the COUNTER CHECK RESPONSE message by UTRAN

If the UTRAN receives a COUNTER CHECK RESPONSE message that does not contain any COUNT-C values, the procedure ends.

If the UTRAN receives a COUNTER CHECK RESPONSE message that contains one or several COUNT-C values, it should compare the COUNT-C values in the message to the COUNT-C values which were used in forming the COUNTER CHECK message.
· For RBs, which are in the COUTER CHECK RESPONSE message and which have not been included in the COUTER CHECK message, the UTRAN will conclude that these RBs exist in the UE but are not known by the UTRAN and it may not this case. No further action is done and the procedure ends. 
· For RBs, which the MSB part of the COUNT-C values in the COUTER CHECK RESPONSE message equal exactly the COUNT-C-MSB values in the COUTER CHECK message, the UTRAN will conclude that these RBs exist in the UTRAN but are not known by the UE and it may note this case. No further action is done and the procedure ends.

· For the rest of RBs in the COUTER CHECK RESPONSE
· If there is no difference or if the difference is acceptable, the procedure ends. The limits for an acceptable difference are defined to the UTRAN by the visited network. 

· If there is a difference that is not acceptable, UTRAN should initiate the release of the RRC connection.
8.1.15.5
Cell re-selection

If the UE performs cell re-selection anytime during this procedure it shall, without interrupting the procedure, initiate the cell update procedure according to subclause 8.3.1.

8.1.15.6
Invalid COUNTER CHECK message

If the UE receives a COUNTER CHECK message which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

-
transmit an RRC STATUS message on the uplink DCCH using AM RLC;

-
include the IE "Identification of received message"; and

-
set the IE "Received message type" to COUNTER CHECK; and

-
set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the UE COUNTER CHECK message in the table "Rejected transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION;

-
when the RRC STATUS message has been submitted to lower layers for transmission, the UE shall resume normal operation as if the invalid COUNTER CHECK message has not been received.

in the STATUS PDU.
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