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1.

Introduction

The Security mode control procedure is used to change the ciphering and integrity protection configuration  for both radio bearers and signalling radio bearers for a UE in connected mode.

The SECURITY MODE COMMAND (UTRAN( UE) and the SECURITY MODE COMPLETE (UE ( UTRAN) are sent on signalling radio bearer with radio bearer ID 2 (RB2) on DCCH using RLC AM.

2. Problem description

During the Security mode control procedure all radio bearers and signalling radio beares, except RB2, are suspended. The procedure sets an absolute activation time (based on the RLC SN or CFN) at which time the new ciphering configuration shall be applied. This activation time is set in the downlink by the SECURITY MODE COMMAND message and in the uplink by the SECURITY MODE COMPLETE message.

The activation times for applying the new ciphering configuration are based on the RLC sequence number for those radio bearers and signalling radio bearers that are mapped onto non-tranparent RLC (ie RLC AM and RLC UM).

The activation times are successfully configured in both UTRAN and UE after reception of the SECURITY MODE COMPLETE message in UTRAN. 

If a RLC reset occurs, all RLC variables and timers are reset to the default or configured values. If this RLC reset occurs for RB2 (this uses RLC AM) during a Security mode control then the RLC SNs are reset to zero. If the next send RLC SN (VT(S)) is a high value in the allowed range [0, 4095], for example 100, then 100 RLC AM PDUs would need to be sent before the new ciphering configuration would be applied. For a signalling radio bearer this represents a very large number of messages that need to be sent before the new ciphering configuration can be applied. As such, the actual time at which this occurs could be quite some time. A worst case, but quite possible, is if the RLC SN is in the several hundreds to thousands, then the activation time could well be several hours. This would mean that the old ciphering configuration would be used too long and hence present a security risk. If a RLC reset occurs again and before the activation time then the old configuration would be used for yet another cycle ie RLC SN: 0( absolute activation time.

3.

Proposal

It is proposed to define only for  RB2, a relative activation time for which the new ciphering configuration is applied, during Security mode control. The relative activation time is referenced from the RLC PDU that contains the last (RLC SDU) segment of the message changing the security configuration.
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8.1.12
Security mode control
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Figure 19: Security mode control procedure

8.1.12.1
General

The purpose of this procedure is to trigger the stop or start of ciphering or to command the restart of the ciphering with the new ciphering configuration, both for the signalling link and for any of the radio bearers.

It is also used to start integrity protection or to modify the integrity protection configuration for uplink and downlink signalling. 

8.1.12.2
Initiation

8.1.12.2.1
Ciphering configuration change

To stop or start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the old ciphering configuration. If no old ciphering configuration exists then the SECURITY MODE COMMAND is not ciphered.

Prior to sending the SECURITY MODE COMMAND, and for the CN domain as indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

-
suspend all radio bearers using RLC-AM and RLC-UM;

-
suspend all signalling radio bearers using RLC-AM and RLC-UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM;

-
set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the value NRELATIVE (which is a value chosen by UTRAN to be the relative ciphering activation time for RB2 in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info". This is used to determine at which time the new ciphering configuration shall be applied; 

-
set, for each suspended radio bearer and signalling radio bearer, the "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied.

While suspended, radio bearers and signalling radio bearers shall not deliver RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info".

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN shall:

-
resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the UE.

8.1.12.2.2
Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the new integrity protection configuration.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to 8.6.

If the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
suspend all radio bearers and signalling radio bearers (except the signalling radio bearer used to receive the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM) using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity", with RLC sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info";

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable, for the respective radio bearer and signalling radio bearer;

-
when the radio bearers and signalling radio bearers have been suspended:

-
send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering and the new integrity protection configuration; 

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends. If a RLC reset occurs after the SECURITY MODE COMPLETE message has been confirmed by RLC, but before the activation time for when the new ciphering configuration shall be applied has elapsed, RRC in the UE configures RLC in the UE with the activation times as indicated in the SECURITY MODE COMPLETE, after the RLC reset.

For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", the UE shall:

-
if a new integrity protection key has been received:

-
in the downlink:

-
use the new key;

-
set the HFN component of the downlink COUNT-I to zero at the RRC sequence number indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";


in the uplink:


use the new key;

-
set the HFN component of the uplink COUNT-I to zero at the RRC sequence number indicated in IE "Uplink integrity protection activation info" included in the IE "Integrity protection mode info";

-
if a new ciphering key is available:

-
in the downlink:

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info";

-
in the uplink:

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info".

If the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.

8.1.12.4
Cipher activation time too short

If the time specified by the IE "Activation time for DPCH" or the IE "Radio bearer downlink ciphering activation time info" contained in the IE "Ciphering mode info" has elapsed, the UE shall switch immediately to the new ciphering configuration.

8.1.12.5
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN shall use

-
for radio bearers using RLC-AM or RLC-UM:

-
the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE; 

-
the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

-
if an RLC reset occurs after the SECURITY MODE COMPLETE message has been received by UTRAN, but before the activation time for new ciphering key has been reached, RRC in UTRAN configures RLC in UTRAN with the new ciphering key and activation time after the RLC reset;

-
for radio bearers using RLC-TM:

-
the new ciphering configuration for the received RLC PDUs at the CFN as indicated in the IE "Activation time for DPCH" in the IE "Ciphering mode info"; 

-
and the procedure ends.

8.1.12.6
Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

-
transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC;

-
set the IE "failure cause" to the cause value "protocol error";

-
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

· resume normal operation as if the invalid SECURITY MODE COMMAND message has not been received and the procedure ends.

8.6.3.4
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. If the IE "Ciphering mode info" is present, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following:

-
if IE "Ciphering mode command" has the value "start/restart", the UE shall:

-
start or restart ciphering, using the ciphering algorithm (UEA [3GPP TS 33.102]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration. The new ciphering configuration shall be applied as specified below.

-
set the variable CIPHERING_STATUS to "Started".

-
if the IE "Ciphering mode command" has the value "stop", the UE shall

-
stop ciphering. The new ciphering configuration shall be applied as specified below

-
set the variable CIPHERING_STATUS to "Not started".

-
in case the IE "Ciphering mode command" has the value "start/restart" or "stop", the new ciphering configuration shall be applied as follows:

-
if the IE "Activation time for DPCH" is present in the IE "Ciphering mode info", the UE shall apply the new configuration at that time for radio bearers using RLC-TM.

-
if the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info", the UE shall apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity":

-
suspend data transmission on the radio bearer

-
store the "RLC send sequence number" for that radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, at which time the new ciphering configuration shall be applied. 
-
store the value NRELATIVE (which is a value chosen by the UE to be the relative ciphering activation time) for the signalling radio bearer 2 (RB2) in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO. This is used to determine at which time the new ciphering configuration shall be applied.
-
when the data transmission of that radio bearer is resumed, the UE shall switch to the new ciphering configuration according to the following:

-
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number smaller than the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN respectively in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN.

-
use the old ciphering configuration for the transmitted and received RLC PDUs on signalling radio bearer 2 (RB2)for all RLC PDUs with sequence number less than NRELATIVE_CHANGE, where NRELATIVE_CHANGE equals the RLC PDU sequence number containing the last part of the SECURITY MODE COMMAND plus the value in the IE “Radio bearer downlink ciphering activation time info” received from UTRAN for RB2.
-
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number greater than or equal to the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN respectively in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN

-
use the new ciphering configuration for the transmitted and received RLC PDUs on signalling radio bearer 2 (RB2) for all RLC PDUs with sequence number greater than or equal to NRELATIVE_CHANGE, where NRELATIVE_CHANGE equals the RLC PDU sequence number containing the last part of the SECURITY MODE COMMAND plus the value in the IE “Radio bearer downlink ciphering activation time info” received from UTRAN for RB2.
-
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" is not included in the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer.

If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.

10.3.4.13
RB activation time info

This IE contains the time, in terms of RLC sequence numbers, when a certain configuration shall be activated, for a number of radio bearers.

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Radio bearer activation time
OP
1 to <maxRB>



>RB identity
MP

RB identity 10.3.4.16


>RLC sequence number
MP

Integer (0..

4095)
RLC SN [TS 25.322]
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