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1 Introduction

At the SRNS relocation preparation phase, the Source RNC sends the security context information to the Target RNC. This information is sent over the Iu interface in the transparent container 'RRC Information to target RNC' which is defined in [1]. Included in this information are the Hyper Frame Numbers (HFN), in principle one uplink and one downlink HFN per radio bearer. Associated with the HFNs there is a time stamp indicating the time when the HFNs were being used. There is a problem with the downlink UM and AM mode radio bearers that are not stopped between relocation preparation and relocation execution phases. As the downlink data transmission continues, the downlink HFNs may get incremented in the Source RNC and hence the HFNs that were sent to the Target RNC may become outdated.

In the UMTS security architecture [2] the HFNs are used as one input of the ciphering algorithm. For UM and AM radio bearers the HFNs are incremented by one at each cycle of the RLC sequence number. This incrementation is done both in the UTRAN and in the UE, thus in normal operation the HFNs stay synchronized. One important requirement is that the HFNs are never re-used (with the same ciphering key). Re-using the HFN in the ciphering algorithm would produce repeated ciphering keystream. Repeated ciphering keystream would allow an eavesdropper to decipher some of the ciphered data. 

During SRNS relocation the downlink and uplink Hyper Frame Numbers need to be exchanged between the target RNC and the UE to re-synchronise ciphering. As the downlink data transmission from the Source RNC continues during the time between SRNS relocation preparation and execution phases, the target RNC needs to estimate the DL HFN incrementation for each radio bearer. The estimation method for HFN incrementation is described below.

2 Proposal

The target RNC calculates the DL HFN incrementation based on the upper bound estimate of transmitted data during the time between the SRNS relocation preparation and the relocation execution.

At the SRNS relocation preparation phase, the target RNC has received the HFNs with a time stamp (T0) indicating the time when the HFNs were used. The target RNC becomes the new Source RNC when the Relocation Detect message has been sent, let T1 be the time when this occurs. 

In the case of combined hard handover and SRNS relocation (Figure 1) the estimation procedure needs to be performed before the Relocation Detect message has been sent (i.e. the time point T1 has not yet occurred). In this case the value of T1 needs to be estimated and it needs to be sufficiently large. The estimation of T1 can be left to the network implementation but a suitable value for T1 would be the time point where the SRNS relocation would be cancelled due to missing detection of the UE in the Target RNC.

In all other cases of SRNS relocation (Figure 2) the Relocation Detect message has been sent before the estimation procedure needs to be performed. In these cases T1 can be defined precisely.

The Target RNC estimates the amount of transmitted data per user plane radio bearer based on the largest transport block set (TBSmax) and the time elapsed between T0 and T1 (or more exactly, the number of TTIs between T0 and T1) according to the following formula: 

TBSmax * (T1 - T0). 

The Target RNC increments the DL HFN based on the estimated amount of data (i.e. the HFN is incremented by one at each cycle of the RLC sequence number). This estimation is performed for each radio bearer separately, i.e. for each user plane radio bearer the DL HFN is incremented separately.

To synchronise the peer entities, the new DL HFNs are sent to the UE. Three options have been identified: 

1. Send a separate DL HFN for each radio bearer. This option adds approx. 20-25 bits per radio bearer to the size of the RRC message that is used in the SRNS relocation. However, it has the advantage that the separate numbering space of HFNs is used more efficiently. (I.e. if some radio bearer has a very large HFN it doesn't affect the HFNs of the other radio bearers.)

2. Send a suitable amount of the least significant bits (LSBs) of the DL HFN for each radio bearer. By sending a suitable number of LSBs of the DL HFN the peer entity can deduce the whole HFN (since typically the most significant bits of HFN don't change during the SRNS relocation). The number of LSBs must be high enough to ensure that the HFN synchronisation is maintained in all cases of SRNS relocation.This option saves a considerable amount of bits in the RRC signalling compared to the option 1. 

3. Choose the largest DL HFN (separately for CS and PS domains), send those two HFNs to the UE and start using them on all radio bearers. This option minimizes the signalling overhead (approx. 45 bits) but it has the disadvantage that all the HFNs are updated based on the largest HFN. This will waste some of the HFN numbering space thus reducing the time between authentication procedures.

The (LSBs of) new DL HFNs are signalled to the UE in the existing downlink RRC messages that are used in SRNS relocation, i.e. UTRAN MOBILITY INFORMATION, CELL UPDATE CONFIRM, URA UPDATE CONFIRM, RADIO BEARER SETUP, RADIO BEARER RECONFIGURATION, RADIO BEARER RELEASE, TRANSPORT CHANNEL RECONFIGURATION, PHYSICAL CHANNEL RECONFIGURATION. Once the UE has sent a response message (UTRAN MOBILITY INFORMATION CONFIRM, RADIO BEARER SETUP COMPLETE, RADIO BEARER RECONFIGURATION COMPLETE, RADIO BEARER RELEASE COMPLETE, TRANSPORT CHANNEL RECONFIGURATION COMPLETE, PHYSICAL CHANNEL RECONFIGURATION COMPLETE) to the Target RNC the DL data transmission can continue, using the new DL HFNs in the ciphering/deciphering. In the response message specified above, the UE also includes the (LSBs of ) UL HFNs which will be used for UL data ciphering/deciphering. 

This method assures that the DL HFNs that can have been used in the Source RNC will not be re-used in the Target RNC, thus fulfilling the security requirements in the SRNS relocation. At the same time, the SRNS relocation can be performed as seamlessly as possible.

It is proposed that in the SRNS relocation the method described above is taken into use. The CRs to implement the changes are provided in R2-002231 and in R2-002232. 
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Figure 1: Combined Hard Handover and SRNS relocation (seamless radio bearers)
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Figure 2: Serving and Combined Cell/URA Update SRNS relocation (seamless radio bearers)
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