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When a change of the ciphering mode for TM radio bearers is ordered in a reconfiguration message ( e.g RB setup, RB reconfigure, RB release, Transport channel reconfiguration or Physical channel reconfiguration ), it should be clarified on which configuration the “Activation time for DPCH” is refering to. 

It is proposed to perform the change of ciphering for TM RB after the change of configuration. In the opposite case a change of TM ciphering mode could occur before the sending of the complete message to the UTRAN.
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8.6.3.4
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. If the IE "Ciphering mode info" is present, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following:

-
if IE "Ciphering mode command" has the value "start/restart", the UE shall:

-
start or restart ciphering, using the ciphering algorithm (UEA [3G TS 33.102]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration. The new ciphering configuration shall be applied as specified below.

-
set the variable CIPHERING_STATUS to "Started".

-
if the IE "Ciphering mode command" has the value "stop", the UE shall

-
stop ciphering. The new ciphering configuration shall be applied as specified below

-
set the variable CIPHERING_STATUS to "Not started".

-
in case the IE "Ciphering mode command" has the value "start/restart" or "stop", the new ciphering configuration shall be applied as follows:

-
if the IE "Activation time for DPCH" is present in the IE "Ciphering mode info", the UE shall apply the new configuration at that time for radio bearers using RLC-TM. If the IE “Ciphering mode info” is present in a message reconfiguring RB, transport channel or physical channel, the indicated time in IE “Activation time for DPCH” corresponds to a CFN after that reconfiguration.
-
if the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info", the UE shall apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity":

-
suspend data transmission on the radio bearer

-
store the "RLC send sequence number" for that radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, at which time the new ciphering configuration shall be applied.

-
when the data transmission of that radio bearer is resumed, the UE shall switch to the new ciphering configuration according to the following:

-
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number smaller than the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN respectively in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN.

-
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number greater than or equal to the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN respectively in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN

-
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" is not included in the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer.

If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.




