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1 Introduction

The HFN parts of the COUNT​-Cs must be synchronized between UTRAN and UE. In case it takes some time to achieve the L1 synchronisation, there is a quite high risk that the UTRAN and UE starts updating the HFN part of COUNT-C at different CFN cycles, and hence become out of synchronization. This will result in incorrect ciphering and deciphering of the MAC PDUs.

2 Problem

When (de)ciphering is used on RLC TM it is performed in MAC-d. The ciphering parameter COUNT-C is an essential parameter for the ciphering algorithm and this must be synchronised between the UE and UTRAN, per radio bearer (there is a COUNT-C in the uplink and another in the downlink). 

The COUNT-C for RLC TM RBs is as shown in Figure 1 below.
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Figure 1: COUNT-C for RLC TM radio bearers.

Refer to TS 25.331 [1] and TS 33.102 [2]  for more specific details about the COUNT-C parameter.

A problem has been identified when the UE and UTRAN achieve L1-sync at different times near the end of the CFN cycle and an activation time for DPCH is not specified. The COUNT-C ciphering parameter is based on the CFN. When the UE has achieved L1-sync and is aware of the CFN it will then begin incrementing COUNT-C. Likewise, when UTRAN has achieved L1-sync and is aware of the CFN it will then begin incrementing COUNT-C. L1-sync will generally occur at different times in the UE and UTRAN. The MAC-d HFN part is always incremented at the end of the CFN cycle ie when going from CFN=255 to CFN=0. As shown in Figure 2, it is quite possible that the MAC-d HFN can become out of sync even before the UE and UTRAN begin to transimitted and receive data. The CFN part of the corresponding COUNT-Cs will be the same but the HFN parts will be different. This will result in corrupt data as the UE and UTRAN will be ciphering and deciphering  with different COUNT-C values for each MAC PDU.
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Figure 2: UE and UTRAN achieve in-sync at different times.

Taken from TS 25.331:

10.3.3.1 Activation time


Activation Time defines the frame number/time at which the operation/changes caused by the related message shall be executed. Values between 0 and 255 indicate the absolute value of CFN (Connection Frame Number) of that frame number/time.
Information Element/Group name
Need
Multi
Type and reference
Semantics description

Activation time
MP

Integer(0..

255, Now)
CFN [TS 25.402]

10.3.3.5
Ciphering mode info


This information element contains the ciphering specific security mode control information.

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Ciphering mode command
MP

Enumerated (start/restart, stop)


Ciphering algorithm 
CV-notStop 

Ciphering algorithm 10.3.3.4


Activation time for DPCH
OP

Activation time

10.3.3.1
Used for radio bearers mapped on RLC-TM

Radio bearer downlink ciphering activation time info
OP

RB activation time info, 10.3.4.13
Used for radio bearers mapped on RLC-AM or RLC-UM

Condition
Explanation

NotStop
The IE is mandatory if the IE "Ciphering mode command" has the value "start/restart", otherwise the IE is not needed in the message.

3 Further Work
One possible solution is that the “Activation time for DPCH” is made MP or CV-DPCH-exists. The affects of doing this needs to be studied further as it could be that it is not possible to set the “Activation time for DPCH” in some cases.

Another possible solution is to introduce an IE for the activation time for the HFN. This would specify at which CFN the HFN becomes active and therefore when the COUNT-C is initialised (RLC TM only) and can start counting. 
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