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Clarification on error handling

Discussion

Currently in chapter 16 of the RRC specification (25.331, v. 3.4.1) "Handling of unknown, unforeseen and erroneous protocol data" both sections 16.2 and 16.3 state the following:

"When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid message has not been received"

However, normal operation has not been specified. If it means "the behaviour of the UE just before receiving the invalid message", this would imply that the operation of the UE from when it sends the RRC STATUS to the RLC to when the transmission of the RRC STATUS is confirmed by the RLC is abnormal.

Abnormal operation, however, has not been specified either. If it means that the RRC should do nothing, then in our understanding that would imply that the RRC should ignore all network messages including all core network call requests etc.

In our understanding it is not the desirable for the UE, to stop operation just because an invalid message from the network is received.

Furthermore, what happens if the RLC cannot transmit the RRC STATUS message at all due to bad radio conditions and the message gets discarded? Operation of the UE in such a case is currently unspecified.

Proposal

Due to the problems mentioned above, it is proposed in the attached CR that the RRC can just resume its behaviour to that before receiving the invalid message as soon as the RRC STATUS is sent to the RLC.
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16.2
ASN.1 violation or encoding error

If the UE receives a message on the DCCH for which the encoded message does not result in a valid abstract syntax value, it shall perform the following:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.

-
Transmit an RRC STATUS message on the uplink DCCH. The IE "Protocol error information" shall contain an IE "Protocol error cause" set to "ASN.1 violation or encoding error".

-
When the RRC STATUS message has been submitted to lower layer, the UE RRC shall continue operation as if the invalid message had not been received.

If the UE receives a message on the BCCH, PCCH, CCCH or SHCCH for which the encoded message does not result in a valid abstract syntax value, it shall ignore the message.

16.3
Unknown or unforeseen message type

If a UE receives an RRC message on the DCCH with a message type reserved for future extension it shall:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.

-
Transmit an RRC STATUS message on the uplink DCCH. The IE "Protocol error information" shall contain an IE "Protocol error cause" set to "Message type non-existent or not implemented".

-
When the RRC STATUS message has been submitted to lower layer, the UE RRC shall continue operation as if the invalid message had not been received.

If the UE receives a message on the BCCH, PCCH, CCCH or SHCCH with a message type reserved for future extension it shall ignore the message.

