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8.1.12
Security mode control
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Figure 19: Security mode control procedure

8.1.12.1
General

The purpose of this procedure is to trigger the stop or start of ciphering or to command the restart of the ciphering with the new ciphering configuration, both for the signalling link and for any of the radio bearers.

It is also used to start integrity protection or to modify the integrity protection configuration for uplink and downlink signalling. 

8.1.12.2
Initiation

8.1.12.2.1
Ciphering configuration change

To stop or start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the old ciphering configuration. If no old ciphering configuration exists then the SECURITY MODE COMMAND is not ciphered.

Prior to sending the SECURITY MODE COMMAND, and for the CN domain as indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

-
suspend all radio bearers using RLC-AM and RLC-UM;

-
suspend all signalling radio bearers using RLC-AM and RLC-UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM;

-
set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied; 

-
set, for each suspended radio bearer and signalling radio bearer, the "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied.

While suspended, radio bearers and signalling radio bearers shall not deliver RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info".

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN shall:

-
resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the UE.

8.1.12.2.2
Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the new integrity protection configuration.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to 8.6.

If the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
suspend all radio bearers and signalling radio bearers (except the signalling radio bearer used to receive the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM) using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity", with RLC sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info";

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable, for the respective radio bearer and signalling radio bearer;

-
when the radio bearers and signalling radio bearers have been suspended:

-
send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering and the new integrity protection configuration; 

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends. If a RLC reset occurs after the SECURITY MODE COMPLETE message has been confirmed by RLC, but before the activation time for when the new ciphering configuration shall be applied has elapsed, RRC in the UE configures RLC in the UE with the activation times as indicated in the SECURITY MODE COMPLETE, after the RLC reset.
-
in case SRNS relocation is performed while some radio bearers still use the old ciphering configuration, start using the new ciphering configuration on all radio bearers.
For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", the UE shall:

-
if a new integrity protection key has been received:

-
use the new key;

-
set the HFN component of the downlink COUNT-I to zero at the RRC sequence number indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";


in the uplink:


start using the new key;

-
set the HFN component of the uplink COUNT-I to zero at the RRC sequence number indicated in IE "Uplink integrity protection activation info";

-
if a new ciphering key is available:

-
use the new ciphering key and set the HFN component of the downlink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info";

-
in the uplink:

-
start using the new key;

-
set the HFN component of the uplink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info".

If the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.

8.1.12.4
Cipher activation time too short

If the time specified by the IE "Activation time for DPCH" or the IE "Radio bearer downlink ciphering activation time info" contained in the IE "Ciphering mode info" has elapsed, the UE shall switch immediately to the new ciphering configuration.

8.1.12.5
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN shall use

-
for radio bearers using RLC-AM or RLC-UM:

-
the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE; 

-
the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

-
if an RLC reset occurs after the SECURITY MODE COMPLETE message has been received by UTRAN, but before the activation time for new ciphering key has been reached, RRC in UTRAN configures RLC in UTRAN with the new ciphering key and activation time after the RLC reset;

-
for radio bearers using RLC-TM:

-
the new ciphering configuration for the received RLC PDUs at the CFN as indicated in the IE "Activation time for DPCH" in the IE "Ciphering mode info"; 
-
in case SRNS relocation is performed while some radio bearers still use the old ciphering configuration, UTRAN starts using the new ciphering configuration on all radio bearers;
-
and the procedure ends.

8.1.12.6
Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

-
transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC;

-
set the IE "failure cause" to the cause value "protocol error";

-
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
resume normal operation as if the invalid SECURITY MODE COMMAND message has not been received and the procedure ends.

8.5.11
START

In connected mode, the START value for CN domain 'X' is calculated as


STARTX = MSB20 ( MAX {COUNT-C, COUNT-I | all radio bearers protected with CKX and IKX}) + 1.

The STARTX value is used to initialise the 20 most significant bits of all hyper frame numbers in CN domain 'X'. 

When entering idle mode the current START value for every CN domain is stored in the USIM.

8.6.3.4
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. If the IE "Ciphering mode info" is present, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following:

-
if IE "Ciphering mode command" has the value "start/restart", the UE shall:

-
start or restart ciphering, using the ciphering algorithm (UEA [3G TS 33.102]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration. The new ciphering configuration shall be applied as specified below.

-
set the variable CIPHERING_STATUS to "Started".

-
if the IE "Ciphering mode command" has the value "stop", the UE shall

-
stop ciphering. The new ciphering configuration shall be applied as specified below

-
set the variable CIPHERING_STATUS to "Not started".

-
in case the IE "Ciphering mode command" has the value "start/restart" or "stop", the new ciphering configuration shall be applied as follows:

-
if the IE "Activation time for DPCH" is present in the IE "Ciphering mode info", the UE shall apply the new configuration at that time for radio bearers using RLC-TM.

-
if the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info", the UE shall apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity":

-
suspend data transmission on the radio bearer

-
store the "RLC send sequence number" for that radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, at which time the new ciphering configuration shall be applied.

-
when the data transmission of that radio bearer is resumed, the UE shall switch to the new ciphering configuration according to the following:

-
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number smaller than the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN respectively in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN.

-
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number greater than or equal to the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN respectively in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN

-
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" is not included in the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer.
-
in case SRNS relocation is performed while some radio bearers still use the old ciphering configuration, start using the new ciphering configuration on all radio bearers.
If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.

8.6.3.5
Integrity protection mode info

The IE "Integrity protection mode info" defines the new integrity protection configuration. If the IE "Integrity protection mode info" is present, the UE shall check the IE "Integrity protection mode command" as part of the IE "Integrity protection mode info", and perform the following:

-
if IE "Integrity protection mode command" has the value "start" and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Not started", the UE shall:

-
set the "Status" in the variable INTEGRITY_ PROTECTION_INFO to the value "Started";

-
perform integrity protection on the received message as described in subclause 8.5.12.1;

-
use the algorithm (UIA [3G TS 33.102]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

-
use the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [3G TS 33.102].

-
if IE "Integrity protection mode command" has the value "modified" and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started", the UE shall:

-
use the new integrity protection configuration in the downlink at the RRC sequence number indicated by the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info";

-
perform integrity protection on the received message as described in subclause 8.5.12.1;

-
if present, use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [TS 33.102]);

-
set the values of the IE "Uplink integrity protection activation info";
-
in case SRNS relocation is performed while some signalling radio bearers still use the old integrity protection configuration, start using the new integrity protection configuration on all signalling radio bearers.
If the IE "Integrity protection mode info" is not present, the UE shall not change the integrity protection configuration.

10.3.3.36
START

There is a START value per CN domain. The START is used to initialise the 20 MSBs of all the hyper frame numbers (MAC-d HFN, RLC UM HFN, RLC AM HFN, RRC HFN) for a CN domain.

Information Element/Group name
Need
Multi
Type and Reference
Semantics description

START
MP

Bit string (20)
[TS 33.102]

11.5
RRC information between network nodes

Internode-definitions DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

IMPORTS


HandoverToUTRANCommand,


MeasurementReport,


PhysicalChannelReconfiguration,


RadioBearerReconfiguration,


RadioBearerRelease,


RadioBearerSetup,


TransportChannelReconfiguration,


UECapabilityInformation

FROM PDU-definitions


CN-DomainInformationList,


NAS-SystemInformationGSM-MAP

FROM CoreNetwork-IEs

CellIdentity,


URA-Identity

FROM UTRANMobility-IEs


C-RNTI,




STARTList,


U-RNTI,


UE-RadioAccessCapability

FROM UserEquipment-IEs


PDCP-InfoReconfig,


PredefinedConfigValueTag,


RAB-InformationSetupList,


RB-Identity,


RB-MappingInfo,


RLC-Info,



SRB-InformationSetupList

FROM RadioBearer-IEs


CPCH-SetID,


DL-CommonTransChInfo,


DL-AddReconfTransChInfoList,


DRAC-StaticInformationList,


UL-CommonTransChInfo,


UL-AddReconfTransChInfoList

FROM TransportChannel-IEs


MeasurementIdentityNumber,


MeasurementReportingMode,


MeasurementType,


AdditionalMeasurementID-List

FROM Measurement-IEs


InterSystemMessage

FROM Other-IEs


maxNoOfMeas,


maxPredefConfig,


maxRABsetup,


maxRB,


maxSRBsetup,


maxTrCH

FROM Constant-definitions;

-- RRC information transferred between network nodes,

-- per group of information transfers having same endpoint

-- Alike class definitions for RRC PDUs

-- ***************************************************

--

-- RRC information, to target RNC

--

-- ***************************************************
ToRNC-Message ::= SEQUENCE {


message



ToRNC-MessageType

}

ToRNC-MessageType ::= CHOICE {


handoverPreparationInfo



HandoverPreparationInfo,


sRNC-RelocationInfo




SRNC-RelocationInfo,

extension






NULL

}

-- ***************************************************

--

-- RRC information, target RNC to source RNC

--

-- ***************************************************
T-RNC-ToSRNC-Container ::= SEQUENCE {


message



T-RNC-ToSRNC-ContainerType

}

T-RNC-ToSRNC-ContainerType::= CHOICE {


radioBearerSetup




RadioBearerSetup,


radioBearerReconfiguration


RadioBearerReconfiguration,


radioBearerRelease




RadioBearerRelease,


transportChannelReconfiguration

TransportChannelReconfiguration,


physicalChannelReconfiguration

PhysicalChannelReconfiguration,


extension






NULL

}

-- ***************************************************

--

-- RRC information, target RNC to source RAT

--

-- ***************************************************
T-RNC-ToSRNC-RAT-Container ::= SEQUENCE {


message



T-RNC-ToOtherRAT-ContainerType

}

T-RNC-ToOtherRAT-ContainerType::= CHOICE {


handoverToUTRANCommand



HandoverToUTRANCommand,


extension






NULL

}

-- Container definitions, alike PDU definitions

-- RRC Container definition, to target RNC

HandoverPreparationInfo::=


SEQUENCE {


uE-RadioAccessCapability


UE-RadioAccessCapability,


uE-SecurityInfo





STARTList,


preConfigStatusInfo




PreConfigStatusInfo

}

-- ***************************************************

--

-- SRNC Relocation information

--

-- ***************************************************
SRNC-RelocationInfo ::=



SEQUENCE {


-- Non-RRC IEs



stateOfRRC





StateOfRRC,



stateOfRRC-Procedure


StateOfRRC-Procedure,



cipheringStatus




CipheringStatus,



calculationTimeForCiphering

CalculationTimeForCiphering


OPTIONAL,



cipheringInfoPerRB-List


CipheringInfoPerRB-List,



integrityProtectionStatus

IntegrityProtectionStatus,



srb-SpecificIntegrityProtInfo
SRB-SpecificIntegrityProtInfoList,



implementationSpecificParams
ImplementationSpecificParams

OPTIONAL,


-- User equipment IEs



u-RNTI






U-RNTI,



c-RNTI






C-RNTI







OPTIONAL,



ue-RadioAccessCapability

UE-RadioAccessCapability,


-- Other IEs



interSystemMessage



InterSystemMessage




OPTIONAL,


-- UTRAN mobility IEs



ura-Identity




URA-Identity





OPTIONAL,


-- Core network IEs



cn-CommonGSM-MAP-NAS-SysInfo
NAS-SystemInformationGSM-MAP,



cn-DomainInformationList

CN-DomainInformationList


OPTIONAL,


-- Measurement IEs



ongoingMeasRepList



OngoingMeasRepList




OPTIONAL,


-- Radio bearer IEs



preConfigStatusInfo



PreConfigStatusInfo,



srb-InformationList



SRB-InformationSetupList,



rab-InformationList



RAB-InformationSetupList


OPTIONAL,


-- Transport channel IEs



ul-CommonTransChInfo


UL-CommonTransChInfo



OPTIONAL,



ul-TransChInfoList



UL-AddReconfTransChInfoList


OPTIONAL,



modeSpecificInfo



CHOICE {




fdd







SEQUENCE {





cpch-SetID





CPCH-SetID




OPTIONAL,





transChDRAC-Info



DRAC-StaticInformationList
OPTIONAL




},




tdd







NULL



},



dl-CommonTransChInfo


DL-CommonTransChInfo



OPTIONAL,



dl-TransChInfoList



DL-AddReconfTransChInfoList


OPTIONAL,


-- Measurement report



measurementReport



MeasurementReport




OPTIONAL

}

-- RRC Container definition, target RNC to source RNC

-- Nothing new, only re-using RRC PDUs

--

-- RRC Container definition, target RNC to source system

-- Nothing new, re-using RRC PDUs (HandoverToUTRANCommand)

-- IE definitions

CalculationTimeForCiphering ::=

SEQUENCE {


cell-Id







CellIdentity,


sfn








INTEGER (0..4095),


count-C







BIT STRING (SIZE (32))
}

CipheringInfoPerRB ::=



SEQUENCE {


dl-HFN







BIT STRING (SIZE (20..25)),


ul-HFN






BIT STRING (SIZE (20..25))
}

-- TABULAR: Multiplicity value numberOfRadioBearers has been replaced

-- with maxRB.

CipheringInfoPerRB-List ::=


SEQUENCE (SIZE (1..maxRB)) OF











CipheringInfoPerRB

CipheringStatus ::=




ENUMERATED {











started, notStarted }

ImplementationSpecificParams ::=
BIT STRING (SIZE (1..512))

IntegrityProtectionStatus ::=

ENUMERATED {











started, notStarted }

MeasurementCommandWithType ::=

CHOICE {


setup







MeasurementType,


modify







NULL,


release







NULL

}

OngoingMeasRep ::=




SEQUENCE {


measurementIdentityNumber


MeasurementIdentityNumber,


measurementCommandWithType


MeasurementCommandWithType,


-- TABULAR: The CHOICE Measurement in the tabular description is included


-- in the IE above.


measurementReportingMode


MeasurementReportingMode


OPTIONAL,


additionalMeasurementID-List

AdditionalMeasurementID-List

OPTIONAL

}

OngoingMeasRepList ::=



SEQUENCE (SIZE (1..maxNoOfMeas)) OF











OngoingMeasRep

PreConfigStatusInfo ::=



SEQUENCE (SIZE (1..maxPredefConfig)) OF





PredefinedConfigValueTag
SRB-SpecificIntegrityProtInfo ::=
SEQUENCE {


rb-Identity






RB-Identity






OPTIONAL,


ul-COUNT-I







BIT STRING (SIZE (32)),


dl-COUNT-I







BIT STRING (SIZE (32))


}

SRB-SpecificIntegrityProtInfoList ::= SEQUENCE (SIZE (4..maxSRBsetup)) OF











SRB-SpecificIntegrityProtInfo

StateOfRRC ::=





ENUMERATED {











cell-DCH, cell-FACH,











cell-PCH, ura-PCH }

StateOfRRC-Procedure ::=


ENUMERATED {











awaitNoRRC-Message,











awaitRRC-ConnectionRe-establishmentComplete,











awaitRB-SetupComplete,











awaitRB-ReconfigurationComplete,











awaitTransportCH-ReconfigurationComplete,











awaitPhysicalCH-ReconfigurationComplete,











awaitActiveSetUpdateComplete,











awaitHandoverComplete,











sendCellUpdateConfirm,











sendUraUpdateConfirm,











sendRrcConnectionReestablishment,











otherStates }

END

14.10.1
RRC Information to target RNC

RRC Information to target RNC may either be sent from source RNC or from another RAT. In case of handover to UTRAN, this information originates from another RAT, while in case of SRNC relocation the RRC information originates from the source RNC. In case of SRNC information, the RRC information transferred specifies the configuration of RRC and the lower layers it controls, e.g., including the radio bearer and transport channel configuration. It is used by the target RNC to initialise RRC and the lower layer protocols to facilitate SRNC relocation in a manner transparent to the UE.

Information Element/Group Name
Need
Multi
Type and reference
Semantics description

Non RRC IEs





CHOICE case
MP




>Handover to UTRAN





>>UE radio access capability
OP

UE radio access capability 10.3.3.40


>>UE security information
OP

UE security information 14.13.2.2


>>Pre-defined configuration status information
OP

Pre-defined configuration status information 14.13.2.3


>SRNC relocation





>>State of RRC
MP

Enumerated (CELL_DCH, CELL_FACH,CELL_PCH, URA_PCH)


>>State of RRC procedure
MP

Enumerated (await no RRC message, await RRC Connection Re-establishment Complete, await RB Setup Complete, await RB Reconfiguration Complete, await RB Release Complete, await Transport CH Reconfiguration Complete, await Physical CH Reconfiguration Complete, await Active Set Update Complete, await Handover Complete, send Cell Update Confirm, send URA Update Confirm,

send RRC Connection Re-establishment, others)


Ciphering related information





>>Ciphering status
MP

Enumerated(Not started, Started)


>>Calculation time for ciphering related information
CV Ciphering


Time when the ciphering information of the message were calculated, relative to a cell of the target RNC

>>>Cell Identity
MP

Cell Identity 10.3.2.2
Identity of one of the cells under the target RNC and included in the active set of the current call

>>>SFN
MP

Integer(0..4095)


>>>COUNT-C
MP

Bitstring(32)
COUNT-C for radio bearers using transparent mode RLC

>>Ciphering info for radio bearers using non-transparent mode RLC
MP
1 to <maxRB>



>>>RB identity
MP

RB identity

10.3.4.16


>>>Downlink HFN
MP


Bitstring(20..25)
This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

>>>Uplink HFN
MP

Bitstring(20..25)

This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

Integrity protection related information





>>Integrity protection status
MP

Enumerated(Not started, Started)


>>Signalling radio bearer specific integrity protection information
CV IP
4 to <maxSRBsetup>



RB identity
CV SRB5Plus

RB identity

10.3.4.16
For RB#0-4 the RB identity is not required

>>> Uplink COUNT-I
MP

Bitstring(32)
[TS 33.102]

>>> Downlink COUNT-I
MP

Bitstring(32)
[TS 33.102]















>>Implementation specific parameters
OP

Bitstring(1..512)


RRC IEs





UE Information elements





>>U-RNTI
MP

U-RNTI

10.3.3.45


>>C-RNTI
OP

C-RNTI

10.3.3.8


>>UE radio access Capability
MP

UE radio access capability

10.3.3.40


Other Information elements





>>Inter System message (inter system classmark)
OP

Inter-system message

10.8.6


UTRAN Mobility Information elements





>>URA Identifier
OP

URA identity

10.3.2.6


CN Information Elements





>>CN common GSM-MAP NAS system information
MP

NAS system information (GSM-MAP)

10.3.1.9


>>CN domain related information
OP
1 to <MaxCNdomains>

CN related information to be provided for each CN domain

>>>CN domain identity
MP




>>>CN domain specific GSM-MAP NAS system info
MP

NAS system information (GSM-MAP)

10.3.1.9


Measurement Related Information elements





>>For each ongoing measurement reporting
OP
1 to <MaxNoOfMeas>



>>>Measurement Identity Number
MP

Measurement identity number

10.3.7.73


>>>Measurement Command
MP

Measurement command

10.3.7.71


>>>Measurement Type
CV Setup

Measurement type

10.3.7.75


>>>Measurement Reporting Mode
OP

Measurement reporting mode

10.3.7.74


>>>Additional Measurements list
OP

Additional measurements list

10.3.7.1


>>>CHOICE Measurement
OP




>>>>Intra-frequency





>>>>>Intra-frequency cell info
OP

Intra-frequency cell info list

10.3.7.33


>>>>>Intra-frequency measurement
quantity 
OP

Intra-frequency measurement quantity

10.3.7.38


>>>>>Intra-frequency reporting quantity 
OP

Intra-frequency reporting quantity

10.3.7.41


>>>>>Reporting cell status
OP

Reporting cell status

10.3.7.86


>>>>>Measurement validity
OP

Measurement validity

10.3.7.76


>>>>>CHOICE report criteria
OP




>>>>>>Intra-frequency
measurement 
reporting criteria 


Intra-frequency measurement reporting criteria

10.3.7.39


>>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.78


>>>>>>No reporting


NULL


>>>>Inter-frequency





>>>>>Inter-frequency cell info
OP

Inter-frequency cell info list

10.3.7.13


>>>>>Inter-frequency measurement
quantity 
OP

Inter-frequency measurement quantity

10.3.7.18


>>>>>Inter-frequency reporting quantity 
OP

Inter-frequency reporting quantity

10.3.7.21


>>>>>Reporting cell status
OP

Reporting cell status

10.3.7.86


>>>>>Measurement validity
OP

Measurement validity

10.3.7.76


>>>>>CHOICE report criteria
OP




>>>>>>Inter-frequency
measurement 
reporting criteria 


Inter-frequency measurement reporting criteria

10.3.7.19


>>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.78


>>>>>>No reporting


NULL


>>>>Inter-system





>>>>>Inter-system cell info
OP

Inter-system cell info list

10.3.7.23


>>>>>Inter-system measurement
quantity 
OP

Inter-system measurement quantity

10.3.7.29


>>>>>Inter-system reporting quantity 
OP

Inter-system reporting quantity

10.3.7.32


>>>>>Reporting cell status
OP

Reporting cell status

10.3.7.86


>>>>>Measurement validity
OP

Measurement validity

10.3.7.76


>>>>>CHOICE report criteria
OP




>>>>>>Inter-system measurement 
reporting criteria 


Inter-system measurement reporting criteria

10.3.7.30


>>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.78


>>>>>>No reporting


NULL


>>>>Traffic Volume





>>>>>Traffic volume measurement
Object
OP

Traffic volume measurement object

10.3.7.95


>>>>>Traffic volume measurement
quantity 
OP

Traffic volume measurement quantity

10.3.7.96


>>>>>Traffic volume reporting quantity 
OP

Traffic volume reporting quantity

10.3.7.99


>>>>>CHOICE report criteria
OP




>>>>>>Traffic volume measurement 
reporting criteria 


Traffic volume measurement reporting criteria

10.3.7.97


>>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.78


>>>>>>No reporting


NULL


>>>>Quality





>>>>>Quality measurement
Object
OP

Quality measurement object


>>>>>CHOICE report criteria
OP




>>>>>>Quality measurement 
reporting criteria 


Quality measurement reporting criteria

10.3.7.83


>>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.78


>>>>>>No reporting


NULL


>>>>UE internal





>>>>>UE internal measurement
quantity 
OP

UE internal measurement quantity

10.3.7.104


>>>>>UE internal reporting quantity 
OP

UE internal reporting quantity

10.3.7.107


>>>>>CHOICE report criteria
OP




>>>>>>UE internal measurement 
reporting criteria 


UE internal measurement reporting criteria

10.3.7.105


>>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.78


>>>>>>No reporting


NULL


Radio Bearer Information Elements





>>Pre-defined configuration status information
OP

Pre-defined configuration status information 14.13.2.3


>>Signalling RB information list
MP
1 to <maxSRBsetup>

For each signalling radio bearer

>>>Signalling RB information
MP

Signalling RB information to setup 10.3.4.24


>>RAB information list
OP
1 to <maxRABsetup>

Information for each RAB

>>>RAB information
MP

RAB information to setup

10.3.4.10


Transport Channel Information Elements





Uplink transport channels





>>UL Transport channel information common for all transport channels
OP

UL Transport channel information common for all transport channels

10.3.5.24


>>UL transport channel information list
OP
1 to <MaxTrCH>



>>>UL transport channel information
MP

Added or reconfigured UL TrCH information

10.3.5.2


>>CHOICE mode
OP




>>>FDD





>>>>CPCH set ID
OP

CPCH set ID

10.3.5.5


>>>>Transport channel information for DRAC list
OP
1 to <MaxTrCH>



>>>>>DRAC static information
MP

DRAC static information

10.3.5.7


>>>TDD



(no data)

Downlink transport channels





>>DL Transport channel information common for all transport channels
OP

DL Transport channel information common for all transport channels

10.3.5.6


>>DL transport channel information list
OP
1 to <MaxTrCH>



>>>DL transport channel information
MP

Added or reconfigured DL TrCH information

10.3.5.1


>>Measurement report
OP

MEASUREMENT REPORT

10.2.17


>spare



(no data)

Criticality: reject

Multi Bound
Explanation

MaxNoOfMeas
Maximum number of active measurements, upper limit 16

Condition
Explanation

Setup
The IE is mandatory when the IE Measurement command has the value "Setup", otherwise the IE is not needed.

Ciphering
The IE is mandatory when the IE Ciphering Status has the value "started" and the ciphering counters need not be reinitialised, otherwise the IE is not needed.

IP
The IE is mandatory when the IE Integrity protection status has the value "started" and the integrity protection counters need not be reinitialised, otherwise the IE is not needed.

SRB5Plus
The IE is mandatory when more than 5 signalling radio bearers are included

PDCP
The IE is mandatory when the PDCP Info IE is present, otherwise the IE is not needed.
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1)
Open the CR cover sheet with MS Word 97. The lastest version of the CR coversheet can be found at:


ftp://ftp.3gpp.org/information/3gCRF-??.DOC


2)
Fill out all areas that are relevant on the CR cover sheet - only the areas that have yellow shading shall be filled out. See Annex A of these instructions for further detail. 


3)
Open the specification to which you wish to make a change. It is very IMPORTANT  to ensure that you are using the latest version of the specification to make the change. The latest versions of all approved 3G specifications is located at:


for the 3GPP:  ftp://ftp.3gpp.org/specifications/      for SMG: http://docbox.etsi.org/tech-org/document/smg/specs

Do a "save as" using a file name related to the tdoc number (e.g. T3-99123.DOC).

4)
If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct document sheet in your MS Word style directory. All 3GPP specification use the style sheet 3GPP_70.DOT. This can be downloaded from:



ftp://ftp.3gpp.org/information/3gpp_70.dot

5)
Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.


6)
Switch to the window in MS word that contains your CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window with the specification to be changed and paste it in.


7)
Between group of changed pages in the CR, insert a section break (insert / break / next page/)


8)
When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.


The header:


a)
The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:


b)
The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG. For GSM specifications, it is prefixed with an "A"


c)
The 3G or GSM specification number (e.g. 21.111 for 3G or 12.05 for GSM).


d)
The TSG or SMG plenary meeting to which this CR will be submitted to if it gets agreed at the WG meeting. 


e)
for approval/for information: one box only shall be marked with an "X"


Proposed change affects:


f)
At least one box shall be marked with an "X"


Source:


g)
The company name of the author of the CR. If the CR has already been agreed at a Working groups or sub working group, meeting, the subgroup name ( and Tdoc number) should be used instead.


Subject:


h)
One line (only) of concise text that describes the subject of the CR. Details should be put under "reason for change"



good examples:
"Clarification to FETCH command"






"Alignment of operation and parameter names"



recently used



bad examples:
"correction"






"editorial correction"






"correction to TS xxx.yy"






"various improvements"


Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to O&M specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001" or "12.05-A123"


______________________________________


How to create a CR for 3G or SMG specifications.


File location: http://ftp.3gpp.org/information/3gCRF-??.doc
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