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6
Signalling protocols and interfaces

NOTE:
This clause describes the information flows, the detailed messages and protocols are described in other clauses.

6.1
LCS signalling between SRNC and MSC/SGSN

LCS signalling between SRNC and MSC/SGSN is handled through the Iu interface, which is described in clause 6.6.3.

6.2
SRNC signalling to a target UE

SRNC signalling to a target UE is described in clause 6.6.4.1.

6.3
Controlling RNC signalling to a standalone LMU

Controlling RNC signalling to a standalone LMU is described in clause 6.6.4.2.

6.4
Controlling RNC signalling to an associated LMU
Controlling RNC signalling to an associated LMU is handled through the Iub interface, which is described in clause 6.6.1.

6.5
RNC-to-RNC signalling for LCS support

The RNC-to-RNC signalling for LCS support is handled through the Iur interface, which is described in clause 6.6.2.

6.6
Interfaces 

There are four interfaces through which the LCS entities communicate. These are the Iu, the Iur, Iub and the Uu.

NOTE:
the interfaces between the Internal or External LCS applications and the 3G-MSC or 3G-SGSN are outside the scope of the present document.

6.6.1
Iu Interface

The Iu interface is used to communicate between the LCS functional entities in the Core Network and the LCS entities in the UTRAN. Further specification of the messages and operations for LCS across the Iu interface may be found in reference [1].

6.6.2
Iur Interface

LCS operations at the Iur interface are defined in [14].

The Iur interface is used to communicate between the LCS functional entities associated with the serving RNC and other RNC in the UTRAN. The Iur interface is also used to communicate between the serving RNC and the Internal LCS Applications in the UTRAN. The LCS entities associated with the serving RNC are responsible for co-ordinating and responding to location requests received from the LCS entities in the core network or Internal Clients.

When communicating between the serving RNC and the UTRAN Internal LCS Applications (ILA), the messages and protocols are the same as those used over the Iur interface.

The Iur interface is also used to communicate between the LCS Entities in the serving RNC and those in other RNC. The location method, for example, may require measurements by several LMU or Node-B, some of which may be associated with other RNC. Commands and responses from these LCS Entities are communicated over the Iur interface. In some cases, the LCS Entities in the serving RNC may make use of entities associated with other RNC. For example, a calculating function (PCF) may be used in another RNC if the serving RNC is too busy or does not contain the function or database information required by the chosen location method.

The Iur interface may also pass messages relating to changes or reporting of the data associated with the Location System Operations Function (LSOF) in the RNC.

Iur shall be used for LCS signalling whenever it is available, even in the case when the RNCs connected to different 3G-MSCs or 3G-SGSN.

Within UTRAN, Iur supports inter-RNC soft handover. Inter-RNC handover should also include LCS, meaning that whenever an inter-RNC soft handover occurs, Iur should be able to support the functionality of the LCS entities in RNCs, including PCF, PRRM, PSMF, and LSOF.

In addition, in case of SRNC relocation Iur should support the relocation mechanism in order for DRNC to be able to handle the responsibility of SRNC in LCS process. That is, to transfer the PCF, PRRM, PSMF, and LSOF functionality from SRNC to DRNC. Iur shall be used also to collect RTD and other LCS information from base stations under different RNCs that are not involved in handover.
6.6.2.1
Signalling between SRNC and DRNC
Signalling between SRNC and DRNC is used to obtain LCS information specific to a UE that has an UE context to the DRNC. 
The signalling between SRNC and DRNC is done by using RNSAP procedures specified in [14]
6.6.2.2
Signalling between SRNC and CRNC
Signalling between SRNC and CRNC is used to obtain LCS information and request LCS related transmissions or other radio operation (e.g. IPDLs) that is needed by SRNC for a certain location method. The requested information may be e.g. GPS assistance data in case a reference GPS receiver is not available at the SRNC or RTD measurement results that may be provided by LMUs associated to the CRNC.

The procedures used for the signalling between SRNC and CRNC are not specified yet.
6.6.3
Iub Interface

LCS operations at the Iub interface are defined in [15].

The Iub interface is used to communicate among the LCS entities associated with the serving RNC, the Node-B and the associated Location Measurement Units (LMU).

This interface passes the request for measurements, the measurement results and requests for LCS related transmissions or other radio operations needed by the location method (e.g. broadcast of parameters needed for a UE based location method). Measurement requests and results are signalled by using NBAP procedures.
The Iub interface may also pass messages relating to changes or reporting of the data associated with the Location System Operations Function (LSOF) in the Node-B or the LMU.

6.6.3.1
Signalling between RNC and associated LMU

Signalling exchanges between an RNC and a LMU under the control of that RNC will be specified in the NBAP protocol for associated LMUs.

The protocol layers employed to enable signalling between the RNC and an associated LMU are defined in 25.430. The LMU signalling information elements are included directly in the NBAP protocol, defined in 25.433.

6.6.4
Uu Interface

LCS operations at the Uu interface are generally defined in [1]. This specification defines in more detail the procedures needed for messaging for each individual location method.

The Uu interface is used to communicate among the LCS entities associated with the RNC, the UEs and the stand-alone Location Measurement Units (LMU) (the Uu interface is also used to communicate between the LCS entities in the core network and the UE. Those communications are beyond the scope of this specification).

This interface may pass measurement requests and results to and from the UE or the stand-alone LMU.

The Uu interface may also pass location requests from internal or external LCS Applications at the UE.

NOTE:
These requests may require the services of the LCS entities associated with the core network to authenticate clients and subscriber subscriptions to aspects of the LCS.

The Uu interface may also be used for broadcast of information that may be used by the UE or stand-alone LMU for their LCS operations. This may, for example, include timing and code information about nearby Node-B transmissions that may assist the UE or LMU in making their measurements.

The Uu interface may also pass messages relating to changes or reporting of the data associated with the Location System Operations Function (LSOF) in the UE or the remote LMU.

6.6.4.1
Signalling between S-RNC and Target UE

LCS related signalling between an S-RNC and a target UE is supported by the RRC protocol.

The location Request to UE signalling flow is generic for all UE based or assisted location methods (OTDOA and Network Assisted GPS).
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Figure 6.1: OTDOA /GPS Location Message Flow
1.
The S-RNC determines possible assistance data and sends a MEASUREMENT CONTROL request to the UE.

2.
Provided that location request meets the privacy criteria, the UE performs the requested measurements. If the UE is able to calculate its own location, and this is requested, the UE computes a location estimate based on measurements. Any assistance data necessary to perform these operations will either be provided in the MEASUREMENT CONTROL request or be available from broadcast sources. The resulting measurements or location estimate are returned to UTRAN in a MEASUREMENT REPORT response. If the UE cannot fulfil the request, a MEASUREMENT CONTROL FAILURE message is returned.

6.6.4.1.1
Assistance Data Delivery to UE

The assistance data signalling flow illustrated here is generic for UE based location methods, including OTDOA and Network Assisted GPS. Note that if the assistance data is sent as part of a broadcast message, then no assistance data acknowledgement is required.
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Figure 6.2: OTDOA or GPS Assistance Data Delivery Flow

1.
The S-RNC determines assistance data and sends it in the RRC MEASUREMENT CONTROL message to the UE.

6.6.4.1.2
Error Handling 

The error handling for signalling on the Uu interface is handled by the RRC protocol.

6.6.4.1.3
Broadcast of Assistance Data

In the UE Based OTDOA or Network Assisted GPS methods, where the measurements and/or location calculation is done in the UE, assistance data may be broadcast to the UE.

The assistance data to be broadcast for UE Based OTDOA contains the Relative Time Difference (RTD) values (e.g. in case of a non-synchronised network) and base station co-ordinates. In addition, the broadcast data may contain other information to simplify the OTDOA measurements. The length of the message depends on how many neighbours are included in the assistance data. Part of the broadcast message (e.g. the serving and neighbour base station geographic co-ordinates) may be ciphered.

The assistance data to be broadcast for assisted GPS contains DGPS corrections, ephemeris and clock corrections, as well as almanac and other data. Part of the broadcast message may be ciphered.

The broadcast channel that is used for the OTDOA and GPS assistance data makes use of the common UTRAN broadcast service.

6.6.4.1.4
Signalling Flow for Assistance Data Broadcast Using the Common UTRAN Broadcast Service

The assistance data broadcast to UEs can be signalled via the RRC Measurement Control message as shown in subclause 6.6.4.2 or it can be broadcast by the UTRAN within the system information.
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Figure 6.3: Broadcast of system information

6.6.4.1.5
LCS Assistance Data Ciphering

To allow control of access to the assistance data, parts of the broadcast assistance data may be ciphered. Ciphering is done with a specific ciphering key delivered by the core network for this purpose. The management of the key is described in the System Aspects Stage 2 ([1]).

6.6.4.1.6
LCS Assistance Data Ciphering Algorithm

The algorithm used for ciphering the LCS assistance data is the standard 56-bit Data Encryption Standard (DES) algorithm.

The deciphering of broadcast assistance messages is done in the UEs. The deciphering will utilize the deciphering keys delivered during the location update request.

The RNC ciphers the parts of the LCS Broadcast Data message to be protected using the 56-bit DES algorithm and a ciphering keys (56 bits) and Ciphering Serial Number (16 bits) for the broadcast location area.

The ciphered part is variable in length with one bit resolution. By using the LCS Broadcast Data message header, the UEs can determine what part of message is ciphered.

Inputs to the 56-bit DES algorithm are the following:

-
56-bit key K (deciphering key);

-
16-bit Ciphering Serial Number from broadcast message which is denoted here by IV (Initialization Vector);

-
plain-text bits (the ciphered part of broadcast message).

The ciphering process is illustrated in the following diagram. Ciphering is done by producing a mask bit stream which is then "XORed" bit-by-bit to the plain-text data to obtain the cipher-text data. First, the Initialization Vector (IV) is concatenated with 0-bits in order to achieve a 64-bit block I1. This block is then encrypted by the DES algorithm using the key K. Output is a 64-bit block I2. This constitutes the first 64 bits of the mask bit stream. If the message is longer than 64 bits, then more bits are needed. These are produced by encrypting I2 again by the DES algorithm using the key K. The output is a 64-bit block I3. This is the next 64 bits of the mask bit stream. This iteration is continued until enough bits are produced. The unnecessary bits from the last 64-bit block Ij are discarded. The figure below illustrates the first two mask bit generations and the two ciphered 64-bit blocks.
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Figure 6.4: Data Assistance Ciphering Algorithm

Deciphering is done similarly. The same mask bit stream is produced and these are XORed, bit-by-bit, to the cipher-text data bits. The result will be the plain-text data.

6.6.4.2
Signalling between RNC and stand-alone LMU

The use of stand-alone LMUs is FFS. If it is decided to have stand-alone LMUs in the standard, the signalling will be performed with the new protocol LLP. If no need is seen for the stand-alone LMUs the LLP protocol will not be defined and it will be removed from 25.305.

The following figures illustrate the protocol layers used to support signalling between an RNC and a Stand-Alone LMU over the Uu interface.

6.6.4.2.1
Signalling using a signalling bearer
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Figure 6.5: Signalling between an RNC and a Stand-Alone LMU using a signalling bearer

6.6.4.2.2
Signalling using a radio bearer
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Figure 6.6: Signalling between an RNC and a Stand-Alone LMU using a radio bearer
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