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1. Introduction

The current TS 25.331 RRC Specification defines the Security Mode Control procedure, where the UTRAN requests the UE to e.g. change its ciphering keys. In this context the UTRAN sends an activation time for each RB in order to synchronise the activation of the new ciphering key in both peer RLC entities. 

In some cases the actual activation of the new ciphering key is postponed caused by e.g. the  RLC reset procedure (see Tdoc R2-001480) or the lack of data on the RLC layer. When this happens the real time gap between the assigned activation time and the currently used RLC PDU sequence number is very difficult to estimate and as such it may cause problems, especially when SRNS relocation is required at the same time. The current description of the SRNS relocation does not handle the case where the UE has some RBs using the old ciphering key and some RBs using the new ciphering key.

2. Alternatives

The main problem from the Source RNC point of view is, which ciphering key the Source RNC should send to the Target RNC, when both the old and the new ciphering keys are in use. It is to be noted that in the current TS 25.413: UTRAN Iu Interface RANAP Signalling specification only one ciphering key is sent from Source RNC to Target RNC. To solve the described problem a few alternative solutions are shown below:

1. The Source SRNC is not allowed to start SRNS relocation procedure until all RBs have taken the new ciphering key into use and until the RRC has sent the RANAP: SECURITY MODE COMPLETE message to the CN.

In this case the described problem does not exist, however the SRNS relocation is delayed which may lead to the situation where the SRNC is forced either to release the RRC connection or to release the RBs where the activation time has not yet elapsed. In this case the RB release needs to be confirmed by the UE, in order to synchronise the data transmission after the SRNS relocation has been performed.

2. The Source SRNC shall repeat the Security Mode Control procedure in order to speed up the activation of the new ciphering key.

This method would require adding more complexity to the Security Mode Control procedure. It would also delay the initialisation of the SRNS relocation procedure.

3. The Source SRNC shall send both the old and the new ciphering key and the activation times to the Target RNC.

This method is a quite straightforward method to handle the problem. In this case the initialisation of the SRNS relocation is not dependent on the status of the Security Mode Control procedure. However this requires changes to the RANAP signalling messages (one optional field for new ciphering key) and into the RRC  "Source RNC to target RNC transparent container" (the optional fields for activation times).

3. Proposal

Our proposal is to adopt the alternative 3 where both the new and the old ciphering key are transmitted to the Target RNC along with the agreed activation times. This method is the only one that allows the initialisation of the SRNS relocation procedure without any additional delays. 

Therefore we propose that RAN WG2 prepares a LS to be sent to RAN WG3, where the problem has been described and request whether WG3 could make the changes in their TS 25.413: RANAP specification.

