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RAN WG2 would like to inform SA WG3 that RAN WG2 has been reviewing the specification of security in RAN WG2. The outcome has been to reorganise the relevant RAN WG2 specifications in order to have security clearly specified.

RAN WG2 has noticed that there are inconsistencies with RAN WG2 specifications on security and TS 33.102. RAN WG2 would like to work with SA WG3 to ensure that security is clearly specified in both working groups.

1. The review started with a list of questions and this is found in R2-001172, from which CRs were written to clarify some of these issues. This discussion paper is attached in this LS.

2. RAN WG2 has started to remove sections that are covered in TS 33.102. New chapters will be created in TS 25.331 and references to the Security Architecture specification will be made, as necessary. RAN WG2 would like SA WG3 to look at these deleted sections and determine whether information from these chapters is required in TS 33.102. 

For example R2-001185 has removed Chapter 8 Ciphering from TS 25.301. Definitions of the ciphering unit are now required in TS 33.102. Also the CFN is 8 bits whereas it is specified as 7 bits in TS 33.102.

3. The HFN has been clarified by R2-001275.  Please indicate if our assumptions are correct.

4. The RRC messages that shall not be integrity protected are now specified in TS 25.331 (R2-001276). RAN WG2 would therefore like to ask SA WG3 to remove the similar list in TS 33.102.

5. A reset mechanism for HFN was proposed in R2-001277 to handle cases where the HFN may become out-of-sync between the UE and UTRAN.

6. Clarification on ciphering parameters and integrity protection procedure in case of SRNS relocation is addressed in R2-001278. Please indicate if our assumptions are correct.

7. RAN WG2 would like to ask SA WG3 whether they are planning to specify UTRAN-UTRAN handover in TS 33.102.
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Reason for 
change:



1) This contribution clarifies the messages that are never integrity protected.



2) Integrity check info has been removed from the tabular description for the following messages:




PHYSICAL SHARED CHANNEL ALLOCATION



PUSCH CAPACITY REQUEST




No changes were required in the ASN.1 as the IE “Integrity check info” was not included.



3) When MEASUREMENT REPORT is sent on UM and if the UE is out of coverage then there could be problems with the synchronisation of the RRC SN if this is sent more than once, as there is no reponse message.



A note has been added that this needs to be studied.



4) Clarification of the calculation of the message authentication code. RRC padding is added after encoding and is therefore part of the message authentication code calculation.



NOTE: 



a) The message SIGNALLING CONNECTION RELEASE REQUEST was included in CR315 to 25.331 but the tabular format is missing the IE “Integrity check info”.
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8.5.11
Integrity protection



Integrity protection shall be performed on all RRC messages, with the following exceptions:



HANDOVER TO UTRAN COMPLETE


Paging Type 1


PUSCH CAPACITY REQUEST


PHYSICAL SHARED CHANNEL ALLOCATION


RRC Connection Request



RRC Connection Setup



RRC Connection Setup Complete



RRC Connection Reject 


SYSTEM INFORMATION (BROADCAST INFORMATION)


SYSTEM INFORMATION CHANGE INDICATION


TRANSPORT FORMAT CONTROL


Note: MEASUREMENT REPORT needs to be studied when used on UM as in some cases there could be synchronisation problems with the RRC SN.


For each signalling radio bearer, the UE shall use two integrity protection hyper frame numbers,



-
"Uplink HFN";



-
"Downlink HFN".



and two message sequence numbers,



-
"Uplink RRC Message sequence number";



-
"Downlink RRC Message sequence number".



The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (0-3). 



8.5.11.2
Integrity protection in uplink



Upon transmitting an RRC message using the signalling radio bearer with radio bearer identity n, and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" the UE shall:



-
increment "Uplink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO with 1. When "Uplink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO becomes 0, the UE shall increment "Uplink HFN" for RB#n in the variable INTEGRITY_PROTECTION_INFO with 1


-
calculate the message authentication code in accordance with 8.5.11.3





-
replace the “Message authentication code“ in the IE "Integrity check info" in the message with the calculated message authentication code.


-
replace the “RRC Message sequence number” in the IE "Integrity check info" in the message with contents set to the new value of the "Uplink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO


8.5.11.3
Calculation of message authentication code



The UE shall calculate the message authentication code in accordance with 3G TS 33.102.  The input parameter MESSAGE (TS 33.102) for the integrity algorithm shall be constructed by:


-
setting the “Message authentication code“ in the IE "Integrity check info" in the message to the signalling radio bearer identity



-
setting the “RRC Message sequence number” in the IE "Integrity check info" in the message to zero


-
encoding the message 


-
appending RRC padding (if any) as a bitstring to the encoded bitstring as the least significant bits





10.2.21
PHYSICAL SHARED CHANNEL ALLOCATION



NOTE:
Only for TDD.



This message is used by UTRAN to assign physical resources to USCH/DSCH transport channels in TDD, for temporary usage by the UE.




RLC-SAP: TM or UM 




Logical channel: SHCCH




Direction: UTRAN ( UE



Information Element


Need


Multi


Type and reference


Semantics description





Message Type


MP





Message type


























C-RNTI


MP





C-RNTI 10.3.3.7








Uplink timing advance


MD





Uplink Timing Advance 10.3.6.69


Default value is the existing value for uplink timing advance





Allocation period info


OP





Allocation period info 10.3.6.4








PUSCH info


OP





PUSCH info 10.3.6.46








PDSCH info


OP





PDSCH info 10.3.6.30








Timeslot list


OP


1 .. 14











>Timeslot number


MP





Integer(0 .. 14)


Timeslot numbers, for which the UE shall report the timeslot ISCP in PUSCH CAPACITY REQUEST message.





10.2.22
PUSCH CAPACITY REQUEST



NOTE:
Only for TDD.



This message is used by the UE for request of PUSCH resources to the UTRAN.




RLC-SAP: TM 




Logical channel: SHCCH




Direction: UE ( UTRAN



Information Element


Need


Multi


Type and reference


Semantics description





Message Type


MP





Message Type


























C-RNTI


MP





C-RNTI 10.3.3.7








Traffic Volume


MP





Traffic Volume, measured results list 10.3.7.93








Timeslot list


OP


1 .. 14











>Timeslot number


MP





Integer(0 .. 14)








>Timeslot ISCP


MP














Primary CCPCH RSCP


OP














10.3.3.16
Integrity check info



The Integrity check info contains the RRC message sequence number needed in the calculation of XMAC-I [TS 33.102] and the calculated MAC-I. 



Information Element/Group name


Need


Multi


Type and reference


Semantics description





Message authentication code


MP





bit string(32)


MAC-I [TS 33.102] 









RRC Message sequence number


MP





Integer (0..15)


The RRC hyper frame number (HFN) is concatenated with the RRC message sequence number to form the input parameter COUNT-I for the integrity protection algorithm.









-- ***************************************************



--



-- PHYSICAL SHARED CHANNEL ALLOCATION (TDD only)



--



-- ***************************************************



PhysicalSharedChannelAllocation ::= SEQUENCE {




-- User equipment IEs





c-RNTI






C-RNTI,




-- Physical channel IEs





ul-TimingAdvance



UL-TimingAdvance




OPTIONAL,





allocationPeriodInfo


AllocationPeriodInfo



OPTIONAL,





pusch-Info





PUSCH-Info






OPTIONAL,





pdsch-Info





PDSCH-Info






OPTIONAL,





timeslotList




TimeslotList





OPTIONAL,




-- Extension mechanism





non-Release99-Information

SEQUENCE {}






OPTIONAL



}



-- ***************************************************



--



-- PUSCH CAPACITY REQUEST (TDD only)



--



-- ***************************************************



PUSCHCapacityRequest ::= SEQUENCE {




-- User equipment IEs





c-RNTI






C-RNTI,




-- Measurement IEs





trafficVolumeMeasuredResultsList













TrafficVolumeMeasuredResultsList,





timeslotListWithISCP


TimeslotListWithISCP



OPTIONAL,





primaryCCPCH-RSCP



PrimaryCCPCH-RSCP




OPTIONAL,




-- Extension mechanism





non-Release99-Information

SEQUENCE {}






OPTIONAL



}
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SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"
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Object :
List of questions and issues on security



1. Introduction



This contribution addresses a list of questions on the security principles and the associated description in the RAN WG2 specifications. It also identifies some potential corrections needed. The analysis is based on the March version of the 33.102 specification which specifies the security architecture.



Last, the document also addresses some organisation aspects on how to complete security aspects between RAN2 and SA3.



2. Integrity protection



Question/issue 1:



The messages on which integrity protection should be applied is currently indicated in 33.102, specified witha  shall that does not give any dependancy on the security procedure. Also, the list of messages is specified as "all but …", and therefore covers messages that should not be intergrity protected e.g. TFC control in Transparent mode RLC (the message being on a few bits only…). Also, one can wonder whether the allocation of DSCH/USCH capacity in TDD should be integrity protected.



Proposed way forward:



· describe for every message in RRC whether IP applies



· propose SA3  the removal of the list from 33.102



· request SA3 to clarify requirement for some messages where need for IP is dubious or very costly



Question/issue 2:



It is not clear whether the RRC sequence number is part of the message on which XMAC-I is calculated



Proposed way forward:



· Precise in RRC



Question/issue 3:



There is a need to have the rules for RRC SN incrementation clearly specified 



Proposed way forward:



· Create a new section on security counters in RRC, and precise when the SN is incremented



Question/issue 4:



Does the RRC SN work in an unambiguous way 



Proposed way forward:



· Create a new section on security counters in RRC, and precise when the SN is incremented. Needs probably a study of the issue for all RRC procedures…



Question/issue 5:



In case of SRNS relocation, the RRC SN is exchanged between peer RNCs. How to ensure that the value is still aligned during the procedure?



Proposed way forward:



· CR of correction is needed. A new value may be sent from target RNC to UE in case of hard handover. How to cover soft handover?



Question/issue 6:



There is no diagram showing integrity protection in 25.301.



Proposed way forward:



· Align with ciphering. Add in 25.301, add in RRC, remove and reference 33.102?



3. Ciphering



Question/issue 1:



There is a diagram showing integrity protection in 25.301, duplicated in 33.102



Proposed way forward:



· Remove from 25.301? add in RRC? Refer to 33.102?



Question/issue 2:



In case of SRNS relocation with SHO, for Transparent mode (MAC case) current HFN is sent in RRC initialisation information, but may be invalid when received, leading to a loss of synchronisation



Proposed way forward:



· Send the CFN value when message was sent, and send the information on Iur? Or send the SFN value when message was sent, and send the information on Iu.



Question/issue 3:



In case of SRNS relocation with HHO, for Transparent mode (MAC case), current HFN is sent in RRC initialisation information, but may be invalid when received, leading to a loss of synchronisation. Also CFN seems missing.



Proposed way forward:



· New HFN+CFN is sent from target RNC, same as initial start of ciphering



Question/issue 4:



TDD ciphering is always synchronised on cell SFN, and therefore mechanism is different from FDD.



Proposed way forward:



· Align with FDD? Keep as it is?



Question/issue 5:



33.102 describes CFN for TM on 7 bits, 25.301 on 8 bits.



Proposed way forward:



· Align with FDD? Keep as it is?



Question/issue 6:



How is the HFN managed at RRC disconnection should be specified i.e. what is stored in the USIM.



Proposed way forward:



· In new RRC section



Question/issue 7:



Vocabulary on security, with definitions, need to be specified for the protocol.



Proposed way forward:



· CR on RRC



4. Conclusion



Depending on result of dicussions.



Also, the split between SA3 and R2 needs to be clearly identified so as to ensure that nothing is missing from the specifications.



CRs and suggestions should be provided to SA3 for consideration.






