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8.1.14
Counter check
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Figure xx: Counter check procedure

8.1.14.1
General

The counter check procedure is used by the UTRAN to perform a local authentication. The purpose of the procedure is to check that the amount of data sent in both directions (uplink/downlink) during the RRC connection is the same at the UTRAN and at the UE (to prevent a possible intruder – a 'man-in-the-middle' – to operate). It should be noted that this requires that the COUNT-C values for each radio bearer are maintained even if ciphering is not used. This procedure is only applicable to radio bearers using UM or AM mode of RLC. Applying this procedure for radio bearers using transparent mode RLC is FFS.

8.1.14.2
Initiation

The UTRAN is monitoring the COUNT-C value associated to each radio bearer using UM or AM RLC. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined to the UTRAN by the visited network. The UTRAN initiates the procedure by sending a COUNTER CHECK message on the downlink DCCH. 

8.1.14.3
Timer expiry at UTRAN 

If a timer started at UTRAN when sending the COUNTER CHECK message expires before a response from the UE is received, the UTRAN should release the RRC connection.

8.1.14.4
Reception of a COUNTER CHECK message by the UE

When the UE receives a COUNTER CHECK message it shall compare the COUNT-C MSB values received in the COUNTER CHECK message to the COUNT-C MSB values of the corresponding radio bearers.

If the number of radio bearers using UM or AM RLC mode or any of the COUNT-C MSB values is different the mismatching COUNT-C values shall be included in a COUNTER CHECK RESPONSE message.
The UE shall send the COUNTER CHECK RESPONSE message on the uplink DCCH.
8.1.14.5
Reception of the COUNTER CHECK RESPONSE message by UTRAN

If the UTRAN receives a COUNTER CHECK RESPONSE message that does not contain any COUNT-C values, the procedure ends.

If the UTRAN receives a COUNTER CHECK RESPONSE message that contains one or several COUNT-C values, it should compare the COUNT-C values in the message to the COUNT-C values which were used in forming the COUNTER CHECK message.

If there is no difference or if the difference is acceptable, the procedure ends. The limits for an acceptable difference are defined to the UTRAN by the visited network. 

If there is a difference that is not acceptable, UTRAN should initiate the release of the RRC connection.
8.1.14.7
Invalid COUNTER CHECK message

If the UE receives a COUNTER CHECK message which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

- Transmit an RRC STATUS message on the uplink DCCH using AM RLC and include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

- When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid COUNTER CHECK message has not been received.

10.2.63
COUNTER CHECK

This message is used by the UTRAN to indicate the current COUNT-C MSB values associated to each radio bearer utilizing UM or AM RLC mode and to request the UE to compare these to its COUNT-C MSB values and to report the comparison results to UTRAN.

RLC-SAP: AM 


Logical channel: DCCH


Direction: UTRAN(UE

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
MP




UE information elements





Integrity check info
MP

Integrity check info 10.3.3.16


RB information elements





RB COUNT-C MSB information 
MP
1 to < maxRBallRABs >

For each RB (excl SRBs) using UM or AM RLC.

>RB COUNT-C MSB information
MP

RB COUNT-C MSB information 10.3.4.21


10.2.64
COUNTER CHECK RESPONSE

This message is used by the UE to respond to a COUNTER CHECK message. 

RLC-SAP: AM 


Logical channel: DCCH


Direction: UE(UTRAN 
Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
MP




UE information elements





Integrity check info
MP

Integrity check info 10.3.3.16


RB information elements





RB COUNT-C information 
OP
1 to < maxRBallRABs >

For each RB (excl SRBs) using UM or AM RLC whose COUNT-C MSB values did not match with the values received from the UTRAN.

>RB COUNT-C information
MP

RB COUNT-C information 10.3.4.22


10.3.4.21      RB COUNT-C MSB information

The MSB of the COUNT-C values of the radio bearer.

Information Element/Group name
Needed
Multi
Type and reference
Semantics description

RB identity
MP

RB identity 10.3.4.11


COUNT-C-MSB-uplink
MP

Integer (0..

2^25-1)
25 MSBs from COUNT-C associated to this RB

COUNT-C-MSB-downlink
MP

Integer (0..

2^25-1)
25 MSBs from COUNT-C associated to this RB

10.3.4.22.      RB COUNT-C information

The COUNT-C values of the radio bearer.

Information Element/Group name
Needed
Multi
Type and reference
Semantics description

RB identity
MP

RB identity 10.3.4.11


COUNT-C-uplink
MP

Integer (0..

2^32-1)


COUNT-C-downlink
MP

Integer (0..

2^32-1)


11.1
General message structure

IMPORTS


ActiveSetUpdate,


ActiveSetUpdateComplete,


ActiveSetUpdateFailure,


CellUpdate,


CellUpdateConfirm,

CounterCheck,


CounterCheckResponse,

DownlinkDirectTransfer,


DownlinkOuterLoopControl,


HandoverToUTRANCommand,


HandoverToUTRANComplete,


InitialDirectTransfer,


InterSystemHandoverCommand,


InterSystemHandoverFailure,


MeasurementControl,


MeasurementControlFailure,


MeasurementReport,


PagingType1,


PagingType2,


PhysicalChannelReconfiguration,


PhysicalChannelReconfigurationComplete,


PhysicalChannelReconfigurationFailure,


PhysicalSharedChannelAllocation,


PUSCHCapacityRequest,


RadioBearerReconfiguration,


RadioBearerReconfigurationComplete,


RadioBearerReconfigurationFailure,


RadioBearerRelease,


RadioBearerReleaseComplete,


RadioBearerReleaseFailure,


RadioBearerSetup,


RadioBearerSetupComplete,


RadioBearerSetupFailure,


RNTIReallocation,


RNTIReallocationComplete,


RNTIReallocationFailure,


RRCConnectionReEstablishment,


RRCConnectionReEstablishment-CCCH,


RRCConnectionReEstablishmentComplete,


RRCConnectionReEstablishmentRequest,


RRCConnectionReject,


RRCConnectionRelease,


RRCConnectionReleaseComplete,


RRCConnectionRequest,


RRCConnectionSetup,


RRCConnectionSetupComplete,


RRCStatus,


SecurityModeCommand,


SecurityModeComplete,


SecurityModeFailure,


SignallingConnectionRelease,


SystemInformation-BCH,


SystemInformation-FACH,


SystemInformationChangeIndication,


TransportChannelReconfiguration,


TransportChannelReconfigurationComplete,


TransportChannelReconfigurationFailure,


TransportFormatCombinationControl,


TransportFormatCombinationControlFailure,


UECapabilityEnquiry,


UECapabilityInformation,


UECapabilityInformationConfirm,


UplinkDirectTransfer,


UplinkPhysicalChannelControl,


URAUpdate,


URAUpdateConfirm,


URAUpdateConfirm-CCCH

FROM PDU-definitions


IntegrityCheckInfo

FROM UserEquipment-IEs;

--**************************************************************

--

-- Downlink DCCH messages

--

--**************************************************************

DL-DCCH-Message ::= SEQUENCE {


integrityCheckInfo

IntegrityCheckInfo

OPTIONAL,


message




DL-DCCH-MessageType

}

DL-DCCH-MessageType ::= CHOICE {


activeSetUpdate





ActiveSetUpdate,


cellUpdateConfirm




CellUpdateConfirm,

counterCheck





CounterCheck,

downlinkDirectTransfer



DownlinkDirectTransfer,


downlinkOuterLoopControl


DownlinkOuterLoopControl,


interSystemHandoverCommand


InterSystemHandoverCommand,


measurementControl




MeasurementControl,


pagingType2






PagingType2,


physicalChannelReconfiguration

PhysicalChannelReconfiguration,


radioBearerReconfiguration


RadioBearerReconfiguration,


radioBearerRelease




RadioBearerRelease,


radioBearerSetup




RadioBearerSetup,


rntiReallocation




RNTIReallocation,


rrcConnectionReEstablishment

RRCConnectionReEstablishment,


rrcConnectionRelease



RRCConnectionRelease,


securityModeCommand




SecurityModeCommand,


signallingConnectionRelease


SignallingConnectionRelease,


transportChannelReconfiguration

TransportChannelReconfiguration,


transportFormatCombinationControl
TransportFormatCombinationControl,


ueCapabilityEnquiry




UECapabilityEnquiry,


ueCapabilityInformationConfirm

UECapabilityInformationConfirm,


uplinkPhysicalChannelControl

UplinkPhysicalChannelControl,


uraUpdateConfirm




URAUpdateConfirm,


extension






NULL

}

--**************************************************************

--

-- Uplink DCCH messages

--

--**************************************************************

UL-DCCH-Message ::= SEQUENCE {


integrityCheckInfo

IntegrityCheckInfo

OPTIONAL,


message




UL-DCCH-MessageType

}

UL-DCCH-MessageType ::= CHOICE {


activeSetUpdateComplete



ActiveSetUpdateComplete,


activeSetUpdateFailure



ActiveSetUpdateFailure,

counterCheckResponse



CounterCheckResponse,

handoverToUTRANComplete



HandoverToUTRANComplete,


initialDirectTransfer



InitialDirectTransfer,


interSystemHandoverFailure


InterSystemHandoverFailure,


measurementReport




MeasurementReport,


physicalChannelReconfigurationComplete











PhysicalChannelReconfigurationComplete,


physicalChannelReconfigurationFailure











PhysicalChannelReconfigurationFailure,


radioBearerReconfigurationComplete
RadioBearerReconfigurationComplete,


radioBearerReconfigurationFailure
RadioBearerReconfigurationFailure,


radioBearerReleaseComplete


RadioBearerReleaseComplete,


radioBearerReleaseFailure


RadioBearerReleaseFailure,


radioBearerSetupComplete


RadioBearerSetupComplete,


radioBearerSetupFailure



RadioBearerSetupFailure,


rntiReallocationComplete


RNTIReallocationComplete,


rntiReallocationFailure



RNTIReallocationFailure,


rrcConnectionReEstablishmentComplete











RRCConnectionReEstablishmentComplete,


rrcConnectionReleaseComplete

RRCConnectionReleaseComplete,


rrcConnectionSetupComplete


RRCConnectionSetupComplete,


rrcStatus






RRCStatus,


securityModeComplete



SecurityModeComplete,


securityModeFailure




SecurityModeFailure,


transportChannelReconfigurationComplete











TransportChannelReconfigurationComplete,


transportChannelReconfigurationFailure











TransportChannelReconfigurationFailure,


transportFormatCombinationControlFailure











TransportFormatCombinationControlFailure,


ueCapabilityInformation



UECapabilityInformation,


uplinkDirectTransfer



UplinkDirectTransfer,


extension






NULL

}

11.2
PDU definitions

--**************************************************************

--

-- TABULAR: The message type and integrity check info are not

-- visible in this module as they are defined in the class module. 

-- Also, all FDD/TDD specific choices have the FDD option first 

-- and TDD second, just for consistency.

--

--**************************************************************

PDU-definitions DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

--**************************************************************

--

-- IE parameter types from other modules

--

--**************************************************************

IMPORTS


PredefinedConfigIdentity,


RAB-Info,


RAB-InformationSetupList,


RB-ActivationTimeInfo,


RB-ActivationTimeInfoList,

RB-COUNT-C-InformationList,

RB-COUNT-C-MSB-InformationList,


RB-InformationAffectedList,


RB-InformationReconfigList,


RB-InformationReleaseList,


RB-InformationSetupList,


RB-WithPDCP-InfoList,


SRB-InformationSetupList,


SRB-InformationSetupList2

FROM RadioBearer-IEs

-- ***************************************************

--

-- COUNTER CHECK

--

-- ***************************************************
CounterCheck ::= SEQUENCE {


-- Radio bearer IEs



rb-COUNT-C-MSB-InformationList
RB-COUNT-C-MSB-InformationList,

-- Extension mechanism



non-Release99-Information

SEQUENCE {}






OPTIONAL

}
-- ***************************************************

--

-- COUNTER CHECK RESPONSE

--

-- ***************************************************

CounterCheckResponse ::= SEQUENCE {


-- Radio bearer IEs



rb-COUNT-C-InformationList

RB-COUNT-C-InformationList


OPTIONAL,


-- Extension mechanism



non-Release99-Information

SEQUENCE {}






OPTIONAL

}

11.3.4
Radio bearer information elements

IMPORTS


algorithmCount,


maxMuxOptionsCount,


maxOtherRBcount,


maxPredefConfigCount,


maxRABcount,


maxRB-WithPDCPcount,


maxRBallRABs,


maxRBcount,


maxReconRBcount,


maxReconRBs,


maxRelRBcount,


maxSetupRBcount,


maxSRBcount

FROM Constant-definitions;

-- Upper limit is 2^32 - 1
COUNT-C ::=






INTEGER (0..4294967295)
-- Upper limit is 2^25 - 1
COUNT-C-MSB ::=





INTEGER (0..33554431)
RB-COUNT-C-Information ::=


SEQUENCE {


rb-Identity






RB-Identity,


count-C-UL






COUNT-C,


count-C-DL






COUNT-C
}
RB-COUNT-C-InformationList ::=

SEQUENCE (SIZE (1..maxRBallRABs)) OF











RB-COUNT-C-Information

RB-COUNT-C-MSB-Information ::=

SEQUENCE {

rb-Identity






RB-Identity,


count-C-MSB-UL





COUNT-C-MSB,


count-C-MSB-DL





COUNT-C-MSB

}
RB-COUNT-C-MSB-InformationList ::=
SEQUENCE (SIZE (1..maxRBallRABs)) OF











RB-COUNT-C-MSB-Information
11.4
Constant definitions

maxRBallRABs



INTEGER ::= 28

3GPP


_997805625.doc
How to create a CR
Michael Sanders, 3GPP support team, (last updated 2/09/99)

1)
Open the CR cover sheet with MS Word 97. The lastest version of the CR coversheet can be found at:


ftp://ftp.3gpp.org/information/3gCRF-??.DOC


2)
Fill out all areas that are relevant on the CR cover sheet - only the areas that have yellow shading shall be filled out. See Annex A of these instructions for further detail. 


3)
Open the specification to which you wish to make a change. It is very IMPORTANT  to ensure that you are using the latest version of the specification to make the change. The latest versions of all approved 3G specifications is located at:


for the 3GPP:  ftp://ftp.3gpp.org/specifications/      for SMG: http://docbox.etsi.org/tech-org/document/smg/specs

Do a "save as" using a file name related to the tdoc number (e.g. T3-99123.DOC).

4)
If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct document sheet in your MS Word style directory. All 3GPP specification use the style sheet 3GPP_70.DOT. This can be downloaded from:



ftp://ftp.3gpp.org/information/3gpp_70.dot

5)
Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.


6)
Switch to the window in MS word that contains your CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window with the specification to be changed and paste it in.


7)
Between group of changed pages in the CR, insert a section break (insert / break / next page/)


8)
When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.


The header:


a)
The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:


b)
The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG. For GSM specifications, it is prefixed with an "A"


c)
The 3G or GSM specification number (e.g. 21.111 for 3G or 12.05 for GSM).


d)
The TSG or SMG plenary meeting to which this CR will be submitted to if it gets agreed at the WG meeting. 


e)
for approval/for information: one box only shall be marked with an "X"


Proposed change affects:


f)
At least one box shall be marked with an "X"


Source:


g)
The company name of the author of the CR. If the CR has already been agreed at a Working groups or sub working group, meeting, the subgroup name ( and Tdoc number) should be used instead.


Subject:


h)
One line (only) of concise text that describes the subject of the CR. Details should be put under "reason for change"



good examples:
"Clarification to FETCH command"






"Alignment of operation and parameter names"



recently used



bad examples:
"correction"






"editorial correction"






"correction to TS xxx.yy"






"various improvements"


Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to O&M specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001" or "12.05-A123"


______________________________________


How to create a CR for 3G or SMG specifications.


File location: http://ftp.3gpp.org/information/3gCRF-??.doc





_1013142470.doc


UE







UTRAN











COUNTER CHECK







COUNTER CHECK RESPONSE
























