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1	Introduction
In the WID [1], the following objective is defined for inter-CU LTM:
	· Specify support for inter-CU Layer1/Layer 2 Triggered Mobility (LTM) [RAN2, RAN3]
· Prioritize the case when CU is acting as MN when DC is not configured
· As secondary priority, support the case when NR-DC is configured and CU is acting as SN and MCG is unchanged
· As secondary priority, support the case when NR-DC is configured, CU is acting as MN and SCG is unchanged or SCG is released
· Note: The case that LTM is configured in both MCG and SCG is excluded 
· Specify support for subsequent LTM mobility procedures aiming to avoid RRC configuration between cell switches as per Rel-18 LTM
· Coordination with SA3 needed with respect to security key handling 
· Note: Rel. 18 intra-CU LTM procedure is considered as baseline for adding inter-CU support




The WID objective for inter-CU LTM mentions in a note highlighted above, that Rel-18 intra-CU LTM is the baseline. This also means that any enhancements done to support the inter-CU use cases for LTM are made because the Rel-18 LTM does not support these (or may simply not work for inter-CU) and they need to be motivated in light of this. 
In this contribution, we identify the main considerations we need to do for enhancing LTM to support inter-CU. We also propose a way forward for some of these and try to identify “easy agreements” for the first RAN2 meeting on the topic.
[bookmark: _Ref178064866]2	Discussion
As also stated in the WID, we think it should be agreed that all procedures related to intra-CU LTM are also re-used as a baseline for the inter-CU LTM cases. This will not only speed up the work in RAN2 but also ensure a consistency in the specifications.
[bookmark: _Toc162961441][bookmark: _Toc163162004]RAN2 to confirm that all the related intra-CU LTM procedures (configuration, early synchronizations, and execution) are re-used also for inter-CU LTM.
2.1	Security handling for inter-CU LTM
A UE that moves through the network needs to maintain security keys and usually a refresh of these keys is needed at inter-gNB mobility. This means that inter-CU LTM need to support the security key refresh. 
Key refresh is needed for inter-gNB, but not always for intra-gNB.
In order to support subsequent LTM, this means that the LTM candidate configurations need to be kept, and a given LTM candidate cell configuration may be used for inter-CU or intra-CU LTM cell switch. This leads to that a control mechanism for whether key change is performed or not is needed. In Rel-18 subsequent CPAC, a solution was specified based on a securityCellSetId identifier to indicate between which candidate cells a security key change is required. We think this can be a baseline for controlling the security key change also during subsequent inter-CU or intra-CU LTM.
[bookmark: _Toc163162005]A solution based on the securityCellSetId (specified in Rel-18) is the baseline for the security key change during inter-CU LTM.
It can also be noted that since a vertical key derivation should be performed if the gNB has access to a new NH value from the core network, an LTM cell switch might rely on either horizontal or vertical key derivation see Figure 1 [2].


[bookmark: _Ref163081080]Figure 1; Horizontal and vertical key derivation
For this reason, for an MCG LTM, both horizontal and vertical key derivation are needed. An alternative could be to use the legacy L3 handover procedure if vertical key derivation is needed, but it is our view that this would not be a good alternative, since it would increase handover interruption time.
The masterKeyUpdate field in RRCReconfiguration is used to control the security key refresh procedure, see below. The field keySetChangeIndicator indicates whether the UE shall derive a new KgNB from a Kamf key received from the CN. If the field is set to false, it means the UE shall perform either horizontal or vertical key derivation based on the value of the nextHopChainingCount field, see figure 1.
MasterKeyUpdate ::=                 SEQUENCE {
    keySetChangeIndicator           BOOLEAN,
    nextHopChainingCount            NextHopChainingCount,
    nas-Container                   OCTET STRING                                                     OPTIONAL,    -- Cond securityNASC
    ...
}

Based on this discussion, we would like to raise the following proposal:
[bookmark: _Toc163162006]RAN2 to strive to support both horizontal and vertical key derivation during an LTM cell switch.
The horizontal key derivation only needs PCI and DL frequency as input, and there is no need to update the contents of the masterKeyUpdate field, since NCC remains the same. Therefore, no RRC reconfiguration is required between subsequent LTM cell changes.
[bookmark: _Toc163162007]Horizontal key derivation can be supported for LTM and subsequent LTM without RRC reconfiguration of the UE between LTM cell changes.
For the vertical key derivation, since the UE needs the NH and the NCC, there is a need to provide the UE with an updated masterKeyUpdate field including this information. This case is for further discussion.
[bookmark: _Toc163162008]For the vertical key derivation, RAN2 to discuss how to provide the NCC to the UE for subsequent LTM.
For refresh of the SN key (S-KgNB), in Rel-18 subsequent CPAC a solution was specified where the UE receives a SK-Counter list per SN and selects a new sk-counter value at each execution of a subsequent CPAC configuration that involves an SN change. It is ensured that the UE does not use the same secondary key more than once. We think that the subsequent CPAC solution can be the baseline also for secondary key derivation in inter-CU LTM when the UE is in NR-DC.
[bookmark: _Toc163162009]For the security key change at the SCG, the solution standardized for subsequent CPAC is the baseline for LTM. FFS whether further enhancements are needed.
Since security keys need to be distributed for candidate CUs, there is a security risk that needs to be evaluated and possibly mitigated, hence early involvement of SA3 is considered necessary from our view.
[bookmark: _Toc163162010]RAN2 to send an LS to SA3 about the security key handling for LTM at the MCG and SCG.

2.2	Supported scenarios for inter-CU LTM
There is a note in the WID about MCG and SCG for LTM:
· Note: The case that LTM is configured in both MCG and SCG is excluded 

This note could be interpreted in different ways. In our understanding this note says that the UE would receive a configuration which includes inter-CU LTM candidate either by the MN or by the SN. Therefore, there are no scenarios where inter-CU LTM candidate cells are configured for both the MCG and SCG. However, how to ensure this is a network responsibility as the UE is not able to distinguish whether an LTM candidate configuration is intra-CU or inter-CU. According to this, we propose:
[bookmark: _Toc163162011]An LTM configuration with inter-CU LTM candidate cells shall be configured either for the MCG or for the SCG (but not both simultaneously) and it is up to the network to handle this (further details up to RAN3).
2.2.1	Inter-CU LTM cell switch at the MCG
Furthermore, in Rel-18 in the context of intra-CU LTM it was agreed that when an LTM happens on the MCG, the SCG can be either kept or released, and this is up to a network decision. However, since in Rel-19 we need to also handle the security key change, it is not totally clear whether the SCG can be kept as it is. Therefore, it would be good for RAN2 to investigate the feasibility of this before coming to a conclusion. Thus, we propose the following:
[bookmark: _Toc163162012]When an inter-CU LTM cell switch happens at the MCG, RAN2 to study whether it is feasible to keep the SCG (SCG released is supported without any issues).
Also, if the MCG is undergoing an inter-CU LTM cell switch it is still not clear what it really means that the SCG can remain unchanged. Our understanding is that even the SCG RRC configuration does not change at the UE, due to the change of security at the MCG and maybe some change of bearer termination during the inter-CU LTM cell switch, the reconfiguration with sync would need to be signaled anyway on the SCG since the UE needs to derive new S-KgNB, reset MAC, and reestablish RLC and PDCP. Therefore, before taking any conclusion RAN2 should clarify what “SCG is unchanged” means in this context. Therefore, we make the following observation and proposal:
[bookmark: _Ref163035758]Due to the change of security at the MCG and possible change of bearer termination during the inter-CU LTM cell switch, the reconfiguration with sync would need to be signaled on the SCG since the UE needs to derive new S-KgNB, reset MAC, and re-establish RLC and PDCP.
[bookmark: _Toc163162013]RAN2 to clarify, upon an inter-CU LTM cell switch at the MCG, what is the meaning in terms of UE configuration and RRC procedures that the "SCG is unchanged".
2.2.2	Inter-CU LTM cell switch at the SCG
Similarly to the discussion for the inter-CU LTM cell switch at the MCG, also when focusing at the SCG similar principles should apply. However, as now we are allowing LTM cell switch between CU, it should be clarified that at the SCG an inter-SN LTM cell switch is now supported (which is different from what was agreed during Rel-18). Further, same as discussed for the MCG, it is not crystal clear what is the meaning of “MCG is unchanged” as described in the WID in terms of what happen to the UE configuration and, in general, to the related RRC procedure.
[bookmark: _Toc163162014]RAN2 to clarify, upon an inter-CU LTM cell switch at the SCG, what is the meaning in terms of UE configuration and RRC procedures that the "MCG is unchanged".
[bookmark: _Ref163036774]2.3	Support of subsequent LTM
As is the case for intra-CU LTM in Rel-18, the WID states that subsequent cell switch is to be supported. For the subsequent LTM there exists a number of cases that introduces additional considerations, like when vertical key derivation is needed. For these reasons, is should be fine to have subsequent LTM supported as baseline, but we should also check for possible cases where subsequent LTM is not feasible. Thus, we propose: 
[bookmark: _Toc163162015]Subsequent LTM is supported as baseline also for inter-CU LTM (FFS if subsequent LTM can be supported for certain use cases, e.g., vertical key derivation).


3	Conclusion
Based on the discussion in the previous sections we propose the following:
Proposal 1	RAN2 to confirm that all the related intra-CU LTM procedures (configuration, early synchronizations, and execution) are re-used also for inter-CU LTM.
Proposal 2	A solution based on the securityCellSetId (specified in Rel-18) is the baseline for the security key change during inter-CU LTM.
Proposal 3	RAN2 to strive to support both horizontal and vertical key derivation during an LTM cell switch.
Proposal 4	Horizontal key derivation can be supported for LTM and subsequent LTM without RRC reconfiguration of the UE between LTM cell changes.
Proposal 5	For the vertical key derivation, RAN2 to discuss how to provide the NCC to the UE for subsequent LTM.
Proposal 6	For the security key change at the SCG, the solution standardized for subsequent CPAC is the baseline for LTM. FFS whether further enhancements are needed.
Proposal 7	RAN2 to send an LS to SA3 about the security key handling for LTM at the MCG and SCG.
Proposal 8	An LTM configuration with inter-CU LTM candidate cells shall be configured either for the MCG or for the SCG (but not both simultaneously) and it is up to the network to handle this (further details up to RAN3).
Proposal 9	When an inter-CU LTM cell switch happens at the MCG, RAN2 to study whether it is feasible to keep the SCG (SCG released is supported without any issues).
Proposal 10	RAN2 to clarify, upon an inter-CU LTM cell switch at the MCG, what is the meaning in terms of UE configuration and RRC procedures that the "SCG is unchanged".
Proposal 11	RAN2 to clarify, upon an inter-CU LTM cell switch at the SCG, what is the meaning in terms of UE configuration and RRC procedures that the "MCG is unchanged".
Proposal 12	Subsequent LTM is supported as baseline also for inter-CU LTM (FFS if subsequent LTM can be supported for certain use cases, e.g., vertical key derivation).
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