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1	Introduction
[bookmark: _Ref178064866]In the SID [1], the following general scope has been defined:
General Scope
The definitions provided in TR 38.848 are taken into this SI, and the following are the exclusive general scope:
A. The overall objective shall be to study a harmonized air interface design with minimized differences (where necessary) for Ambient IoT to enable the following devices:
i. ~1 µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, neither DL nor UL amplification in the device. The device’s UL transmission is backscattered on a carrier wave provided externally.
ii. ≤ a few hundred µW peak power consumption1, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, both DL and/or UL amplification in the device. The device’s UL transmission may be generated internally by the device, or be backscattered on a carrier wave provided externally.
· X  is to be decided in WGs.
· Coverage design target: Maximum distance of 10-50 m with device indoors as per TR 38.848: “…a range that WGs can sub-select within”.
· For Topologies 1 & 2 (UE as intermediate node under NW control) per TR 38.848, with no RRC states, no mobility (i.e. at least no cell selection/re-selection -like function), no HARQ, no ARQ. 
NOTE 1: It is to be understood that “≤ a few hundred µW” means WGs are not tasked with setting a particular value, and that it will be for WG discussions to determine if a presented design with corresponding power consumption satisfies the “≤ a few hundred µW” requirement.

B. Deployment Scenarios with the following characteristics, referenced to the tables in Clause 4.2.2 of TR 38.848:
· Deployment scenario 1 with Topology 1
· Basestation and coexistence characteristics: Micro-cell, co-site
·   Deployment scenario 2 with Topology 2 and UE as intermediate node, under network control
· Basestation and coexistence characteristics: Macro-cell, co-site
· The location of intermediate node is indoor
C.  FR1 licensed spectrum in FDD.
D. Spectrum deployment in-band to NR, in guard-band to LTE/NR, in standalone band(s).
E. Traffic types DO-DTT, DT, with focus on rUC1 (indoor inventory) and rUC4 (indoor command). 
· From RAN#104, the study will assess whether the harmonized air interface design (per bullet ‘A’ above) can address the DO-A (Device-originated autonomous) use case, only to identify which part(s) of the harmonized air interface design (per bullet ‘A’ above) is/are not sufficient for the DO-A use case.
Transmission from Ambient IoT device (including backscattering when used) can occur at least in UL spectrum.
Below aspects are discussed in this paper
· Stage 2 overall procedure/message flow 
· baseline assumptions on security
· Use cases
· Mobility aspects
· Deploy scenarios and connection topologies.
· Harmonized design
2	Discussion
2.1	Use cases and requirements
According to the SID, the study focuses on two use cases including indoor inventory and indoor command.  RAN2 should study protocol procedures to support inventory use case and command use case. In our understanding, inventory procedure is about reporting device ID (identifier of a good the A-IoT device is attached to) and command procedure is for read/write/modify information associated with the good/product the A-IoT device is attached to (i.e., DO-DTT, DT traffic types).

[bookmark: _Toc163201863][bookmark: _Toc162511403]The Inventory use case is about reporting an identifier of physical goods/products to which an A-IoT device is attached, possibly supplemented with other information, as described in TS 22.369.
[bookmark: _Toc163201864]The Command use case is about reading, writing, or modifying information related to physical goods or a product to which an A-IoT device is attached.

[bookmark: _Toc163202158]Study inventory procedures and command procedures to support indoor inventory and indoor command use cases.

We think an inventory procedure should also target newly joined devices (not yet inventoried) and already inventoried devices given that network may not know which devices are in the area as well as location of already inventoried devices at a level of, e.g., which gNB the device is with.

[bookmark: _Toc163202159]Inventory procedure targets both devices not yet inventoried and already inventoried devices.
  
In addition, the study will assess whether the harmonized air interface can also address the DO-A use case from RAN#104. We think the study on inventory and command use cases in RAN2 before RAN#104 shall not preclude extension to DO-A,.
In DO-A use case, a device can trigger an UL transmission autonomously. While for the inventory and command use cases, for any UL transmission of devices, the reader needs to send a query/scheduling signalling beforehand which may comprise resource assignment information (e.g., MCS, resource assignment, time occasion etc), based on which the devices can perform UL transmissions either in a backscatter manner or actively generated by devices. Such reader-initiated transmission framework may be insufficient for DO-A since the reader may not know when and how often a device may trigger an UL transmission.
[bookmark: _Toc163201865]The study will assess whether the harmonized air interface can also address the DO-A use case from RAN#104.
[bookmark: _Toc163201866]Reader-initiated transmission framework may be insufficient for DO-A since the reader may not know when and how often a device may trigger an UL transmission.
[bookmark: _Toc163201867]The study on inventory and command use cases in RAN2 before RAN#104 shall not preclude extension to DO-A.

2.2	Overall procedures
The overall procedures for different cases are described in this clause.

 [image: ]
Figure 1. Message flow for inventory procedure (contention based 4-step random access)
For an inventory only case, the inventory procedure is performed towards devices following the below steps (as shown in Figure 1).
Step 1: the CN sends the inventory request message to the reader (i.e., the gNB or the intermediate UE)
Step 2: the reader triggers a query/scheduling round towards devices. 
The reader may transmit multiple messages in this step including select command, DL signalling carrying radio resource assignment (e.g., number of occasions/devices to be scheduled in this scheduling round, frequency and time resources etc), and the inventory request message.
Step 3: the device initiates a contention based random access and obtains an occasion. After that, the device sends its random ID (for contention resolution purpose) in the first message.
Step 4: the reader replies with the device random ID if the reader successfully reads the device’s random ID.
Step 5: the device sends the inventory response plus the random ID in the second message to the reader.
Step 6: the reader forwards the inventory response to the CN.

[bookmark: _Toc163202160]Agree the above message flow (in Figure 1) for the inventory procedure and capture it in the TR.

[image: ]
Figure 2. Message flow for inventory + command procedure (contention based 4-step random access)

For an inventory plus command case, the procedure is performed towards devices following the below steps (as shown in Figure 2).
Step 1: the CN sends the inventory request message to the reader (i.e., the gNB or the intermediate UE)
Step 2: the reader triggers a query/scheduling round towards devices. 
The reader may transmit multiple messages in this step including select command, DL signalling carrying radio resource assignment (e.g., number of occasions/devices to be scheduled in this scheduling round, frequency and time resources etc), and the inventory request message.
Step 3: the device initiates a contention based random access and obtains an occasion. After that, the device sends its random ID (for contention resolution purpose) in the first message.
Step 4: the reader replies with the device random ID if the reader successfully reads the device’s random ID.
Step 5: the device sends the inventory response in the second message, which is addressed to the random ID.
Step 6: the reader sends the inventory response to the CN.
Step 7: the CN sends the command request to the reader. 
Step 8: the reader forwards the command request (plus the random ID) to the device.
Step 9: the device replies with the command response message to the reader.
Step 10: the reader forwards the command response message to CN.

[bookmark: _Toc163202161]Agree the above message flow (in Figure 2) for the inventory combined with command procedure and capture it in the TR.

[image: ]
Figure 3. Message flow for command only procedure (contention free access)
For a command only case, the reader has already stored the device context information (e.g., the reader already allocated an AS device ID to the device) and the device has also stored the AS device ID. In this case, the device can base on contention free random access to communicate with the reader. The procedure is performed towards devices following the below steps (as shown in Figure 3).
Step 1: the CN sends the command request message to the reader (i.e., the gNB or the intermediate UE).
Step 2: the reader finds the corresponding AS device ID upon reception of the command request. After that, the reader forwards the command request plus the AS device ID to the device.
Step 3: the device replies with the command response message and the AS device ID.
Step 4: the reader forwards the command response to the CN.

[bookmark: _Toc163202162]Agree the above message flow (in Figure 3) for the command procedure (based on contention free random access) and capture it in the TR.
[image: ]
Figure 4. Message flow for command only procedure (contention based random access)
For a command only case, the reader doesn’t store the device context information. In this case, the device can base on contention based random access to communicate with the reader. The procedure is performed towards devices following the below steps (as shown in Figure 4).
Step 1: the CN sends the command request message to the reader (i.e., the gNB or the intermediate UE)
Step 2: the reader cannot find the corresponding AS device ID upon reception of the command request. Therefore, the reader triggers a query/scheduling round towards the device. 
The reader may transmit multiple messages in this step including select command, DL signalling carrying radio resource assignment (e.g., number of occasions/devices to be scheduled in this scheduling round, frequency and time resources etc), and the inventory request message (which is transmitted as a container).
Step 3: the device initiates a contention based random access and obtains an occasion. After that, the device sends its random ID (for contention resolution purpose) in the first message.
Step 4: the reader replies with the device random ID if the reader successfully reads the device’s random ID.
Step 5: the device sends the command response plus the random ID in the second message to the reader.
Step 6: the reader forwards the command response to the CN.
[bookmark: _Toc163202163]Agree the above message flow (in Figure 4) for the command procedure (based on contention based random access) and capture it in the TR.
2.3	Security aspects
Security and privacy are clearly required from 5GS in TS 22.369 (clause 5.2.6). Therefore, studies in TSG RAN can assume availability of mechanisms to protect the privacy of information (e.g., location and identity) and as well as mechanisms to protect unauthorized access of 5GS (resources). Therefore, we can assume privacy protection for both user data and control signaling related to or associated with a data session within the 5G NR system.

We could start RAN WG studies by assuming existence of “NAS security”, i.e., means to authenticate an A-IoT device and to establish a secured communication between the A-IoT device and the 5G network. By that both network and devices are protected from misbehaving devices and attackers. Whether AS security is needed is dependent on mechanisms available for protecting user data (e.g., for command use case), e.g., whether user data is delivered via a user plane path (UP solution) or as part of a control signaling (CP solution). 

NOTE:	Usage of terms like “NAS security”, “AS security”, “UP” and “CP” may need to be (re-)discussed in the context of A-IoT.
As an additional aspect, it needs to be considered that an A-IoT device is limited in capability and thus applicable security mechanisms and 5GS architecture might need to be revisited.
RAN2 should consult SA3 about the basic assumption on security, i.e., whether A-IoT devices of different types are capable of authentication, NAS security, AS security.

[bookmark: _Toc163201868]Security requirements as of TS 22.369 are quite explicit and represent a major advantage of a 3GPP based A-IoT system as compared to its counterparts (e.g., RFID), and therefore RAN2 can assume availability of security protection for both user data and associated control signalling for A-IoT. Coordination with SA3 is necessary.
[bookmark: _Toc163202164]As a starting point, RAN2 assumes existence of “NAS security” catering for A-IoT security requirements and studies whether “AS security” is necessary. 
[bookmark: _Toc163202165]Send a LS to SA3 asking for feedback while indicating the above statement captured in P7.
2.4	The registration procedure
In NR, the purpose of the registration procedure is to allow UEs to register for specific service access rights. After the registration to the network, a UE can perform authorization and authentication procedures. For A-IoT devices, at least for some command use cases (e.g., read or write device’s memory), it is beneficial to perform authorization and authentication for the target devices.
[bookmark: _Toc163201869]With the registration procedure, devices can exploit benefits from the authentication and authorization processes especially for some command use cases.
It is assumed that A-IoT devices need to register to network to get authorized to receive services associated with considered use cases. It is to study relation between registration and inventory, command procedures. Before executing studies in RAN2, it is necessary to send a LS to other work groups (i.e., SA2, SA3 and CT1) to consult whether the registration procedure needs to be studied. 

[bookmark: _Toc163202166]As a starting point, RAN2 assumes existence of “registration procedure (i.e., authorization and authentication)” catering for A-IoT requirements on authroization and authentication. 
[bookmark: _Toc163202167]Send a LS to SA2, SA3 and CT1 asking for feedback while indicating the above statement captured in P9.
2.5	Mobility related aspects
In NR, a UE in the RRC_INACTIVE state can be configured by the last serving NG-RAN node with an RNA, where:
-	the RNA can cover a single or multiple cells, and shall be contained within the CN registration area; in this release Xn connectivity should be available within the RNA;
-	a RAN-based notification area update (RNAU) is periodically sent by the UE and is also sent when the cell reselection procedure of the UE selects a cell that does not belong to the configured RNA.
Via the RNAU message, the UE’s mobility can be traced in RAN. In addition, mobility registration and periodic registration can enable the network to trace the device’s tracking area information. with such knowledge, it is beneficial for the CN and RAN to avoid triggering inventory procedures towards RAN nodes/areas in which the target devices are not located, and thus reduces signaling overhead in the network. 
[bookmark: _Toc163201870]Unnecessary inventory procedures in the RAN nodes/areas in which the target devices are not located may cause high signalling overhead/burden to the RAN nodes. 
[bookmark: _Toc163201871]With the area/location knowledge of devices, the CN and the RAN can avoid triggering inventory procedures towards RAN nodes/areas in which the target devices are not located.
It is worth noting that periodical mobility reporting may be insufficient. In one way, too frequent periodical mobility reporting would cause high signalling overhead to the network. In another way, too few periodical mobility reporting is not helpful for the network to determine the device’s location.
Therefore, it is beneficial to study device-initiated mobility reporting mechanism which may involve multiple working groups including RAN2, RAN3 and SA2.
[bookmark: _Toc163202168]Study device-initiated mobility report mechanism aiming for reducing network signalling overhead.
2.6	Deployment scenarios and connection topologies
According to the SID, both the deployment scenario 1 with Topology 1 and deployment scenario 2 with Topology 2 and UE as intermediate node need to be studied. The study needs to ensure the common air interface between devices and readers in both deployment scenarios and connection topologies.
[bookmark: _Toc163201872]The deployment scenario 1 with Topology 1 and deployment scenario 2 with Topology 2 and UE as intermediate node need to be studied.
[bookmark: _Toc163201873]The study needs to ensure the common air interface between devices and readers in both deployment scenarios and connection topologies.
[bookmark: _Toc162562992][bookmark: _Toc162563025][bookmark: _Toc162563067][bookmark: _Toc162562993][bookmark: _Toc162563026][bookmark: _Toc162563068][bookmark: _Toc162562994][bookmark: _Toc162563027][bookmark: _Toc162563069][bookmark: _Toc162563029][bookmark: _Toc162563071]
 2.7	Harmonized design
According to the SID, the overall objective shall be to study a harmonized air interface design with minimized differences (where necessary) for different kinds of Ambient IoT devices. For this design aspect, we understand that any feature designed shall allow current and future use case and device type extension. .
[bookmark: _Toc163202169]Any studied feature to be designed shall allow easy extension to cover future use cases and future device types.
[bookmark: _Toc70424553][bookmark: _Ref189046994]3	Conclusion
In the previous sections we made the following observations: 
Observation 1	The Inventory use case is about reporting an identifier of physical goods/products to which an A-IoT device is attached, possibly supplemented with other information, as described in TS 22.369.
Observation 2	The Command use case is about reading, writing, or modifying information related to physical goods or a product to which an A-IoT device is attached.
Observation 3	The study will assess whether the harmonized air interface can also address the DO-A use case from RAN#104.
Observation 4	Reader-initiated transmission framework may be insufficient for DO-A since the reader may not know when and how often a device may trigger an UL transmission.
Observation 5	The study on inventory and command use cases in RAN2 before RAN#104 shall not preclude extension to DO-A.
Observation 6	Security requirements as of TS 22.369 are quite explicit and represent a major advantage of a 3GPP based A-IoT system as compared to its counterparts (e.g., RFID), and therefore RAN2 can assume availability of security protection for both user data and associated control signalling for A-IoT. Coordination with SA3 is necessary.
Observation 7	With the registration procedure, devices can exploit benefits from the authentication and authorization processes especially for some command use cases.
Observation 8	Unnecessary inventory procedures in the RAN nodes/areas in which the target devices are not located may cause high signalling overhead/burden to the RAN nodes.
Observation 9	With the area/location knowledge of devices, the CN and the RAN can avoid triggering inventory procedures towards RAN nodes/areas in which the target devices are not located.
Observation 10	The deployment scenario 1 with Topology 1 and deployment scenario 2 with Topology 2 and UE as intermediate node need to be studied.
Observation 11	The study needs to ensure the common air interface between devices and readers in both deployment scenarios and connection topologies.

Based on the discussion in the previous sections we propose the following:
Proposal 1	Study inventory procedures and command procedures to support indoor inventory and indoor command use cases.
Proposal 2	Inventory procedure targets both devices not yet inventoried and already inventoried devices.
Proposal 3	Agree the above message flow (in Figure 1) for the inventory procedure and capture it in the TR.
Proposal 4	Agree the above message flow (in Figure 2) for the inventory combined with command procedure and capture it in the TR.
Proposal 5	Agree the above message flow (in Figure 3) for the command procedure (based on contention free random access) and capture it in the TR.
Proposal 6	Agree the above message flow (in Figure 4) for the command procedure (based on contention based random access) and capture it in the TR.
Proposal 7	As a starting point, RAN2 assumes existence of “NAS security” catering for A-IoT security requirements and studies whether “AS security” is necessary.
Proposal 8	Send a LS to SA3 asking for feedback while indicating the above statement captured in P7.
Proposal 9	As a starting point, RAN2 assumes existence of “registration procedure (i.e., authorization and authentication)” catering for A-IoT requirements on authroization and authentication.
Proposal 10	Send a LS to SA2, SA3 and CT1 asking for feedback while indicating the above statement captured in P9.
Proposal 11	Study device-initiated mobility report mechanism aiming for reducing network signalling overhead.
Proposal 12	Any studied feature to be designed shall allow easy extension to cover future use cases and future device types.
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