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[bookmark: OLE_LINK39][bookmark: OLE_LINK38][bookmark: OLE_LINK37]Introduction
[bookmark: OLE_LINK49][bookmark: OLE_LINK48]In RAN#125, we discussed the RIL [E068], which addressed the fact that a radio bearer can be added in LTM configuration even if the security does not change. It was proposed in related CR [1] to clarify that when a RadioBearerConfig is provided within an LTM-Candidate, the securityAlgorithmConfig and keyToUse should be optionally included, even this may be considered as a first radio bearer setup.
RAN2 decided to postpone the decision.
	· P3 Postpone RIL [E068] to the next meeting


In this contribution, we provide more detailed analysis and way forwards for RIL [E068].
Discussion
[bookmark: OLE_LINK8][bookmark: OLE_LINK30][bookmark: OLE_LINK10][bookmark: OLE_LINK19][bookmark: OLE_LINK43]In current RRC behavior, SecurityConfig (including keyToUse and securityAlgorithmConfig) is mandatory present when adding a radio bearer or changing the termination point of a radio bearer between MN and SN. However, if SecurityConfig is provided in LTM candidate config, the security may need to be refreshed, which is not supported in LTM.
[bookmark: OLE_LINK47]The field keyToUse is used to indicate if the bearers configured with the list in this RadioBearerConfig are using the master key or the secondary key for deriving ciphering and/or integrity protection keys. The choice of key depends on the termination point of radio bearer. For SCG LTM, since it has no MN involvement, the SCG bearers should always be SN-terminated, and secondary key is used. For MCG LTM, however, the MCG bearers can be MN or SN-terminated, and thus keyToUse needs to be provided, but securityAlgorithmConfig is absent. Alternatively, we may introduce a rule that MCG LTM can add only MN-terminated bearer, and then securityConfig is absent in the corresponding configurations.
[bookmark: OLE_LINK56]Proposal 1: RAN2 to discuss the following options for SecurityConfig:
· [bookmark: OLE_LINK3][bookmark: OLE_LINK1]Opt. 1: When there is radio bearer addition in LTM candidate configuration, the field keyToUse is mandatory, but securityAlgorithmConfig is absent.
· [bookmark: OLE_LINK2]Opt. 2: Introduce a rule that MCG LTM can add only MN-terminated bearer, and securityConfig is absent in the corresponding configurations.
Conclusion
[bookmark: OLE_LINK40][bookmark: OLE_LINK11]It is proposed to discuss and decide on the following proposals:
Proposal 1: RAN2 to discuss the following options for SecurityConfig:
· Opt. 1: When there is radio bearer addition in LTM candidate configuration, the field keyToUse is mandatory, but securityAlgorithmConfig is absent.
· Opt. 2: Introduce a rule that MCG LTM can add only MN-terminated bearer, and securityConfig is absent in the corresponding configurations.
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