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[bookmark: _Ref488331639]Introduction 
In this contribution, we would like to further discuss LTM RRC issues. 
[bookmark: _Ref178064866]Discussion
LTM execution upon MCG failure recovery[O202][B100]
In previous meeting, RAN2 confirmed that an LTM cell switch procedure should not be triggered while an MCG failure recovery procedure is ongoing.
RAN2 confirm that an LTM cell switch procedure should not be triggered while an MCG failure recovery procedure is ongoing.
According to current RRC or MAC specification, the LTM procedure is triggered without checking if there is an ongoing MCG failure recovery procedure. The MCG failure recovery procedure is controlled by T316 in RRC. To implement the agreement, the RRC shall check if T316 is running before LTM execution to prohibit the trigger of LTM while an MCG failure recovery procedure is ongoing.
While during the offline discussion for RIL B100, it seems companies have different views on whether the SCG LTM can be triggered if there is ongoing MCG failure recovery procedure. In our understanding, there are mainly two ways to resolve the issue:
· Option 1: keep current agreement on restricting SCG LTM during MCG failure recovery procedure, i.e., LTM cell switch execution is performed if T316 is not running. And to implement the agreement, either prohibit the SCG LTM from UE side or NW side can work.
· UE side solution(RIL O202): SCG LTM can be avoided from UE perspective, i.e. UE only perform LTM execution while timer T316 is not running.
· NW side solution(option 1 in RIL B100): SN-DU should be aware that T316 is running since SCG LTM is triggered by SN-DU. Therefore, SN-CU needs to inform SN-DU once MCGFailureInformation is triggered which will impact RAN3 specification. To avoid cross-WG discussion, we think this solution is not preferred.
· Option2: revert the agreement and allow SCG LTM execution during MCG failure recovery procedure.(no spec impact)
· Another way is to revert the agreement and remove the restriction on triggering SCG LTM while ongoing MCG failure recovery procedure. Then we need no spec impact anymore.
Based on the discussion above, we think RAN2 can confirm one of the following two options for the issue of SCG LTM while an MCG failure recovery procedure is ongoing:
Option 1: keep current agreement on restricting SCG LTM during MCG failure recovery procedure from UE perspective, i.e., LTM cell switch execution is performed if T316 is not running. 
Option2: revert the agreement and allow SCG LTM execution during MCG failure recovery procedure.(no spec impact)
[bookmark: _Toc159246709]RAN2 confirm one of the following options for the issue of SCG LTM while an MCG failure recovery procedure is ongoing:
[bookmark: _Toc159246710]Option 1: keep current agreement on restricting SCG LTM during MCG failure recovery procedure, i.e., LTM cell switch execution is performed if T316 is not running. 
[bookmark: _Toc159246711]Option2: revert the agreement and allow SCG LTM execution during MCG failure recovery procedure.(no spec impact)
[bookmark: _Toc159246712]Adopt the TP provided in Section 4 if Option 1 is selected.
SCG LTM handling upon SCG release
We have defined the way on LTM configuration handling for different scenarios, e.g.
· UE autonomous release LTM config upon RRC release/re-establish;
· UE rely on NW indication to release/maintain LTM configuration upon PCell / PSCell change, MCG/SCG failure.
While for SCG release case, it is still unclear how UE handle the LTM configuration especially for SCG LTM config. In Rel-18, SCG LTM configuration is prepared by source/serving SN without MN involvement. Upon SCG release, the SCG LTM cannot be triggered as source SN has been released, thus, all the SCG configurations should be released including the configurations for SCG LTM. 
[bookmark: _Toc159246713]The SCG LTM configuration is released upon SCG release.
Key stream reuse 
In last RAN2 meeting, a key stream reuse issue caused by fast LTM failure recovery was confirmed and the agreements were made as follows: 
	· Key Stream reuse at LTM recovery seems to be an issue (at least a principal issue from req point of view)
· Assume that we stick with the agreement to support Fast LTM recovery, and attempt to resolve this issue (or investigate whether it could be tolerated). 



To resolve the key stream reuse issue, UE shall maintain the state variable for PDCP if an LTM candidate is selected for LTM failure recovery. In R16 DAPS handover, if HO failure is declared and radio link failure is not detected in the source PCell, UE can resume the connection with source cell. To avoid counter/key stream reuse, when UE resume the SRB of source cell, the state variable continuation is supported.
[image: ]
For LTM, similar way can be followed, UE keeps PDCP state variable if initial cell change procedure fails and the masterKeyUpdate was not received. And UE continue to use the state variable for LTM recovery attempt. 
Otherwise, UE can release/reset the stored PDCP state variables as no key stream reuse issue will occur.
[bookmark: _Toc159246714]UE maintains the state variable for PDCP if attemptLTM-Switch is configured and an masterKeyUpdate was not received.
[bookmark: _Toc159246715]Adopt the TP in Section 5.
Failure recovery
To handle the handover failure for LTM, LTM recovery mechanism is introduced and R16 CHO recovery mechanism is followed as baseline. According to current TS 38.331, the CHO configuration can be applied for handover failure recovery for a single occurrence, whereas the LTM configuration can be utilized for multiple handover recovery attempts.
If CHO and LTM can be supported simultaneously and more than one times of LTM failure recovery are allowed, the following 4 cases are possible by assuming that a second LTM failure recovery attempt is supported as the table below.
	
	LTM/CHO/normal PCell change
	First attempt for HO failure recovery
	Second attempt for failure recovery if the first attempt fails (if supported)

	Case1
	Cell change without key change (COUNT = X+1)
	LTM (COUNT = X+2)
	LTM (COUNT = X+3)

	Case2
	Cell change without key change (COUNT = X+1)
	CHO (COUNT = 0)
	LTM (COUNT = X+2)

	Case3
	Cell change with key change (COUNT = 0)
	LTM (COUNT = X+1)
	LTM (COUNT = X+2)

	Case4
	Cell change with key change (COUNT = 0)
	CHO (COUNT = 0)
	LTM (COUNT = X+1)

	Assume COUNT is X in source. Assume key update should be performed for CHO.



To avoid key stream reuse issue, the COUNT value applied for the second HO failure recovery may adhere to the following principle, which mainly depends on the security key update status in previous attempts:
· For case1/3, consecutive failure recovery procedures based on LTM configuration are performed and the security key of the second attempt is not changed compared to the first attempt, so the COUNT value shall be continued from the status of previous attempt.
· For case2, the security key applied for the second failure recovery attempt is the same as for the initial PCell change procedure, in which case the state variable of the second attempt needs to be continued based on the value of the initial PCell change.
· For case4, the security key applied for the second failure recovery attempt is the same as for the source cell, hence the UE is required to revert back to the source configuration.
[bookmark: OLE_LINK1]As can be observed, the state variable needs to be applied for the second LTM failure recovery attempt is not solely dependent on the most recent procedure, but also encompasses all previous attempts, which may introduce extra complexity to handle the key stream reuse issue.
While if CHO and LTM can be supported simultaneously, one may ask what is the maximal recovery attempt number. In our understanding, the basic principle for handover failure recovery mechanism should be followed, which is the number of both CHO recovery and LTM recovery attempt should be 1.
[bookmark: _Toc157948931][bookmark: _Toc159246716]If both CHO recovery and LTM recovery is configured, the total number for handover failure attempt is 1.
· [bookmark: _Toc157948932][bookmark: _Toc159246717]if the RRCReconfiguration is applied due to a conditional reconfiguration execution upon cell selection performed while timer T311 was running, UE remove LTM config;
· [bookmark: _Toc157948933][bookmark: _Toc159246718]if the RRCReconfiguration is applied due to a LTM execution upon cell selection performed while timer T311 was running, UE remove CHO config;
[bookmark: _Toc156750843][bookmark: _Toc156750877][bookmark: _Toc156750949][bookmark: _Toc156751123][bookmark: _Toc156760624][bookmark: _Toc156750847][bookmark: _Toc156750881][bookmark: _Toc156750953][bookmark: _Toc156751127][bookmark: _Toc156760628][bookmark: _Toc149917905][bookmark: _Toc149917915][bookmark: _Toc149917948][bookmark: _Toc156750848][bookmark: _Toc156750882][bookmark: _Toc156750954][bookmark: _Toc156751128][bookmark: _Toc156760629][bookmark: _Toc133575977][bookmark: _Toc133575996]Conclusion
Based on the discussion in section 2 we have following observations:
Proposal 1	RAN2 confirm one of the following options for the issue of SCG LTM while an MCG failure recovery procedure is ongoing:
Option 1: keep current agreement on restricting SCG LTM during MCG failure recovery procedure, i.e., LTM cell switch execution is performed if T316 is not running.
Option2: revert the agreement and allow SCG LTM execution during MCG failure recovery procedure.(no spec impact)
Proposal 2	Adopt the TP provided in Section 4 if Option 1 is selected.
Proposal 3	The SCG LTM configuration is released upon SCG release.
[bookmark: _GoBack]Proposal 4	UE maintains the state variable for PDCP if attemptLTM-Switch is configured and an masterKeyUpdate was not received.
Proposal 5	Adopt the TP in Section 5.
Proposal 6	If both CHO recovery and LTM recovery is configured, the total number for handover failure attempt is 1.
	if the RRCReconfiguration is applied due to a conditional reconfiguration execution upon cell selection performed while timer T311 was running, UE remove LTM config;
	if the RRCReconfiguration is applied due to a LTM execution upon cell selection performed while timer T311 was running, UE remove CHO config;
Text Proposal 1

[bookmark: _Toc156129774]5.3.5.18.6	LTM cell switch execution
Upon the indication by lower layers that an LTM cell switch procedure is triggered while timer T316 is not running, or upon performing LTM cell switch following cell selection performed while timer T311 was running, as specified in 5.3.7.3, the UE shall:
1>	release/clear all current dedicated radio configuration associated with the cell group for which the LTM cell switch procedure is triggered except for the following:
-	the logicalChannelIdentity and logicalChannelIdentityExt of RLC bearers configured in RLC-BearerConfig and the associated RLC entities, their state variables, buffers, and timers;
-	the UE variables VarLTM-Config, VarLTM-ServingCellNoResetID, and VarLTM-ServingCellUE-MeasuredTA-ID.
2>	if the LTM cell switch is triggered on the MCG:
-	the MCG C-RNTI;
-	the AS security configurations associated with the master key;
-	for each SRB/DRB in current UE configuration which is using the master key:
-	keep the associated PDCP and SDAP entities, their state variables, buffers and timers;
-	release all fields related to the SRB/DRB configuration except for srb-Identity and drb-Identity;

[bookmark: _In-sequence_SDU_delivery]Text Proposal 2

[bookmark: _Toc60776784][bookmark: _Toc156129722]5.3.5.8.3	T304 expiry (Reconfiguration with sync Failure) or T420 expiry (Path switch failure)
The UE shall:
1>	if T304 of the MCG expires; or
1> if T420 expires; or,
1> if the target L2 U2N Relay UE (i.e., the UE indicated by targetRelayUE-Identity in the received RRCReconfiguration message containing reconfigurationWithSync indicating path switch as specified in 5.3.5.5.2) changes its serving PCell before path switch:
2>	release dedicated preambles provided in rach-ConfigDedicated if configured;
2>	release dedicated msgA PUSCH resources provided in rach-ConfigDedicated if configured;
[bookmark: _Hlk157956072]2>	if any DAPS bearer is configured, and radio link failure is not detected in the source PCell, according to clause 5.3.10.3:
3>	reset MAC for the target PCell and release the MAC configuration for the target PCell;
3>	for each DAPS bearer:
4>	release the RLC entity or entities as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the target PCell;
4>	reconfigure the PDCP entity to release DAPS as specified in TS 38.323 [5];
3>	for each SRB:
4>	if the masterKeyUpdate was not received:
5>	configure the PDCP entity for the source PCell with state variables continuation as specified in TS 38.323 [5];
4>	release the PDCP entity for the target PCell;
4>	release the RLC entity as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the target PCell;
4>	trigger the PDCP entity for the source PCell to perform SDU discard as specified in TS 38.323 [5];
4>	re-establish the RLC entity for the source PCell;
3>	release the physical channel configuration for the target PCell;
3>	discard the keys used in target PCell (the KgNB key, the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key), if any;
3>	resume suspended SRBs in the source PCell;
3>	for each non-DAPS bearer:
4>	revert back to the UE configuration used for the DRB or multicast MRB in the source PCell, includes PDCP, RLC states variables, the security configuration and the data stored in transmission and reception buffers in PDCP and RLC entities ;
3>	revert back to the UE measurement configuration used in the source PCell;
3>	store the handover failure information in VarRLF-Report as described in the clause 5.3.10.5;
3>	initiate the failure information procedure as specified in clause 5.7.5 to report DAPS handover failure.
2>	else:
3> if attemptLTM-Switch is configured and the RRCReconfiguration message containing reconfigurationWithSync includes masterKeyUpdate:
4>	revert back to the UE configuration used in the source PCell and configure PDCP entity with state variables continuation as specified in TS 38.323 [5]; 
3>else:	
4> revert back to the UE configuration used in the source PCell;
3>	if the associated T304 was not initiated upon cell selection performed while timer T311 was running, as defined in clause 5.3.7.3:
4>	store the handover failure information in VarRLF-Report as described in the clause 5.3.10.5;
3>	initiate the connection re-establishment procedure as specified in clause 5.3.7.
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2>   if any DAPS bearer is configured,  an d  radio link failure is not detected in the source PCell, according to  clause  5.3.10.3 :   3>   reset MAC for the target PCell and release the MAC configuration for the target PCell;   3>   for each DAPS bearer:   4>   release the RLC entity or entities as specified in   TS 38.322 [4], clause 5.1.3, and the associated logical channel for the target PCell;   4>   reconfigure the PDCP entity to release DAPS as specified in TS 38.323 [5];   3>   for each SRB:   4>   if the  masterKeyUpdate   was not received:   5>   configure the PDCP entity f or the source PCell with  state variables continuation   as specified in TS 38.323 [5];  


