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Introduction
As per RAN#124 meeting discussions, the following open issue is identified related to LTM fast cell recovery operations.
Key Stream reuse at LTM recovery seems to be an issue (at least a principal issue from req point of view)
Assume that we stick with the agreement to support Fast LTM recovery, and attempt to resolve this issue (or investigate whether it could be tolerated).
This document discusses a simple method to address this issue when LTM fast recovery is supported.
Discussion
The fundamental principle of cell switch (or cell recovery) executed within intra-CU candidate cells, when the peer PDCP entity at the gNB is commonly located at the central unit (gNB-CU), allows reusing the set of ciphering keys that were generated once during RRC setup procedure with the current gNB while moving from source cell to the target cell. This eventually contributes to the lower latency during UE mobility. 
Observation 1: Reusing the available ciphering key set for intra-CU LTM cell switch or recovery contributes to reduction in mobility latency at UE.
A set of ciphering keys along with the internal state variables maintained by the PDCP entity such as COUNT, BEARER ID, DIRECTION and LENGTH, are used to generate a unique keystream block and applied for encryption procedure. For example, when new message, like ‘RRCReconfiguration complete’, is processed on SRB-1 for transmission in UL direction, then a unique keystream block with a fixed message length is generated with the help of incremented COUNT values. And it should be always ensured not to repeat the same COUNT value on two message blocks for a given set of cipher keys, as specified in TS38.331 section 5.3.1.2. 
	However, the keystream reuse scenario during LTM cell recovery after cell switch operation may occur due to the generic PDCP entity re-configuration procedure of cell handover. This generic procedure is illustrated in Figure 1. Accordingly, when ‘RRCReconfiguration complete’ message is transmitted by re-configuring the SRB-1 entity from the source cell parameters for the second time in UL, then it is observed to cause the discussed keystream issue.
Also, since UE is intended to perform fast cell recovery using RACH-based LTM execution and hence the first UL data transmitted towards the selected candidate cell would be ‘RRCReconfiguration complete’ message, just like the case of first UL data defined for the cell switch operation. Conventionally, this assumption must be agreed before moving ahead with the actual solution to the problem statement.
Proposal 1: ‘RRCReconfiguration complete’ message is transmitted as the first UL data towards the recovery candidate cell when UE attempts LTM fast cell recovery.
Observation 2: RRCReconfiguration complete massage sent on SRB-1 for transmission towards recovery candidate cell undergoes encryption for the second time at the PDCP entity.


[bookmark: _Ref158796366]Figure 1: keystream reuse issue illustration.
	Furthermore, the PDCP entity used towards the target cell and its first UL data transmission for cell switch is conventionally discarded at UE after handover failure is detected, which mainly causes the PDCP parameters to get restored as per the source cell entity. 
Referring to PDCP transmit procedure, TS38.323v17.5 section 5.2.1, when the RRC message at SRB-1 is processed for transmission (encryption, PDCP header, etc) the TX_NEXT associated COUNT value is alongside incremented to prepare the entity for the next SDU, accordingly SRB-1 PDCP entity re-configured for cell switch can be continued to be used for the cell recovery rather than re-configuring from source cell SRB-1 PDCP entity, which eventually generates the unique keystream value as expected.
Observation 3: The target cell SRB-1 PDCP entity used for first UL data transmission also increments the TX_NEXT associated COUNT value for the new transmission while completing cell switch operation. If this PDCP entity is used for cell recovery operation, it will not result in keystream reuse issue.
	The SRB-1 entity need not be re-configured either during cell switch operation or cell recovery operation, and the PDCP entity handling for cell switch or cell recovery executed towards intra-CU candidate cells could be managed using RRCReconfiguration message structure placed within the LTM candidate config. For example, if SRB-1 re-config information is conditionally not configured for the corresponding cell, then UE could continue to use the same PDCP entity till the end of LTM procedure (cell switch or cell recovery) and later trigger RRC re-establishment.


	Figure 2 illustrates the cell switch and cell recovery operation without SRB-1 reconfiguration, which eventually updates the TX_NEXT associated COUNT state variable to its next incremented value.


[bookmark: _Ref158818746]Figure 2: SRB-1 conditional configuration illustration.
Finally, the proposed solution as follows.
Proposal 2: LTM config sent to UE which includes RRCReconfiguration structure of the intra-CU candidate cells is conditionally not configured for SRB-1.
Proposal 3: UE uses the same PDCP entity to attempt LTM execution either for cell switch or cell recovery when SRB-1 is not re-configured in RRCReconfiguration of the selected candidate cell in LTM config.
Conclusions
Observation 1: Reusing the available ciphering key set for intra-CU LTM cell switch or recovery contributes to reduction in mobility latency at UE.
Proposal 1: ‘RRCReconfiguration complete’ message is transmitted as the first UL data towards the recovery candidate cell when UE attempts LTM fast cell recovery.
Observation 2: RRCReconfiguration complete massage sent on SRB-1 for transmission towards recovery candidate cell undergoes encryption for the second time at the PDCP entity.
Observation 3: The target cell SRB-1 PDCP entity used for first UL data transmission also increments the TX_NEXT associated COUNT value for the new transmission while completing cell switch operation. If this PDCP entity is used for cell recovery operation, it will not result in keystream reuse issue.
Proposal 2: LTM config sent to UE which includes RRCReconfiguration structure of the intra-CU candidate cells is conditionally not configured for SRB-1.
Proposal 3: UE uses the same PDCP entity to attempt LTM execution either for cell switch or cell recovery when SRB-1 is not re-configured in RRCReconfiguration of the selected candidate cell in LTM config.
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