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	Reason for change:
	This draftCR aims to draft the potential of Selective SCG Activation.

According to R2-2311607, RAN2 has agreed on the following principles for the Selective SCG activation procedure:
1. There's an element of "Rel-18 Conditional-Reconfiguration Information" that includes a List of Group-ID (potentially mapping to SN) and associated SN-counter values.
1. The UE includes the selected SN-counter value in the MN RRC Reconfiguration Complete message when it selects a new SN-counter value. There's an assumption that both the target PSCell or SN and UE use the same key under typical circumstances, but RAN2 noted that the UE cannot identify a key mismatch.
1.  If there's no key mismatch scenario, the network will use the received SN-counter value in the event of a failure.
1. For specific scenarios like Pcell-change/PSCell-change/SCG Release, if the SCPAC configuration is kept, the UE maintains the unused SN-counter values.
1. There's a distinction between SN-counter lists for SCPAC configurations and SN-counter values for CPAC configurations.
1. No specification changes are needed for UE behavior for the Scenario where a free SN-Counter is unavailable at the time of execution. This scenario can be avoided by NW configuration

	
	

	Summary of change:
	Add the detailed security mechanism and procedures for subsequent CPAC (SCPAC).

	
	

	Consequences if not approved:
	The security protection for the subsequent CPAC (SCPAC) procedure is not supported.
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6.10.2.X.1		General
In subsequent CPAC (SCPAC), the MN may provide one or several candidate SCG configuration(s) for one or multiple candidate SN(s) to the UE. The UE may select and execute precisely one of these conditional reconfigurations to change PSCell based on the measurement results on candidate target PSCells. The conditional reconfiguration for the selected PScell remains valid after the UE selects the target and executes the target cell access procedure. Thus, the UE can connect to the same SN several times without any further reconfiguration by the network.


                      Figure 6.10.2.X.1-1: Security mechanism and procedures for SCPAC

6.10.2.X.2		Security context initialization for selective SCPAC
To prevent key-stream reuse when the UE switches back and forth to the same PSCell or the SN, the MN assigns the sequence of multiple distinct SN Counter values (maintained for dual connectivity) per candidate SN during the subsequent CPAC (SCPAC) procedure. Each SN Counter value is unique, and the sequences are non-overlapping. These SN Counter values per SN shall be provided to the UE by the MN. The UE shall store these values.
The MN derives the corresponding KSN keys as described in Annex A.16 based on the corresponding SN Counters values for each target SN. KSN keys and the corresponding SN counter values are sent to the SN from the MN in the SN Addition Request. The SN shall store the KSN keys and the corresponding SN counter values in its security context.
When a new AS root key, KNG-RAN, in the associated 5G AS security context is established, and the SN Counter is set to ‘0’, the MN assigns a new sequence of multiple distinct SN Counter values per candidate SN to the UE. The UE shall delete the stored SN Counter values and store the received new SN Counter values. Further, MN derives the corresponding KSN for each target SN, and the derived KSN keys and the corresponding SN counter values are sent to the SN from the MN.

6.10.2.X.3		Security mechanism for UE to access target PSCell or SN
When the UE accesses an SCG of a target PSCell or SN for the first time or a subsequent time based on the same conditional reconfiguration, the UE shall select the first unused SN counter value in order among the stored ones associated with the target PSCell or SN. Because all values are distinct, selecting the first unused one ensures that it is not previously used with the current KgNB. The UE then derives the corresponding KSN using the SN Counter as described in Annex A.16 of this document and initiates the access procedure. The SN chooses the first unused KSN key of the UE to establish the security association with the UE.
In parallel, UE informs the MN of the SN counter value utilized for KSN derivation in RRC Connection Reconfiguration Complete. The MN, in turn, relays the corresponding SN counter value to the SN in the SN Reconfiguration Complete message.
In case of a key mismatch, the SN, having stored the KSN keys and the corresponding SN counter values, selects the appropriate KSN based on the received SN counter values for subsequent data access under the same reconfiguration.
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This input string is used when the MN and UE derive KSN. The following input parameters shall be used:
-	FC =0x79,
-	P0 = Value of the SN Counter as a non-negative integer,
-	L0 = length of the SN Counter value (i.e. 0x00 0x02).
The input key KEY shall be KeNB when the MN is an ng-eNB and KgNB when the MN is a gNB.
Editor’s note: This Annex A.16 is for Derivation of Ksn for DC, SA3 to analyse and decide whether a new dedicated FC value to be defined for selective SCG.
* * * * End of changes * * * *
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