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1. Introduction
In the RAN2#123bis meeting, potential keystream reuse issue was discussed but not sufficiently understood. This document explains the details why keystream reuse issue may be caused after LTM cell switch failure and discuss how to solve the issue.
2. [bookmark: _Hlk110621979]Discussions
2.1	A scenario key stream reuse issue is caused by fast recovery after LTM cell switch.
In the RAN2#123 meeting, the following agreement on fast recovery was made [1]
Upon an LTM cell switch failure (i.e., supervision timer expiry) or RLF, fast recovery similar to CHO:
a)	UE performs cell selection.
b)	If selected cell is an LTM candidate cell, UE performs RACH-based LTM cell switch on the selected cell (network-controlled).
c)	If selected cell is not an LTM candidate cell, UE transmits RRC re-establishment request.
Also, appropriate procedures based on the agreement are captured in the RRC running CR.

However, the fast recovery is performed after LTM cell switch failure, keystream reuse issue may be caused under certain conditions. We explain a scenario by using Figure 1:

· First, the UE is configured with LTM candidate cells Cell_Y and Cell_Z. Also, the UE is configured with attemptLTM-Switch.
· Then the UE receives a cell switch command to Cell_Y. COUNT value 'N' is used for transmitting RRCReconfigurationComplete by SRB1, and COUNT value stored in SRB1 is incremented to 'N+1’.
· If CBRA or RACH-less is used, LTM cell switch failure may occur after transmitting the RRCReconfigurationComplete massage. 
· At cell switch failure, UE reverts back to the source configuration. As specified in NOTE 1 of 5.3.5.8.3, all state variables, i.e. including COUNT value, are reverted. This means COUNT value stored in SRB1 becomes 'N' again. Then the UE performs RRC re-establishment procedure.
· If the selected cell is the candidate Cell_Z, the UE initiates LTM to Cell_Z and the UE transmits RRCReconfigurationComplete massage with the same COUNT value ‘N’ by SRB1, which is keystream reuse.
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Figure 1: A scenario keystream reuse issue is caused after LTM cell switch failure

Proposal 1: RAN2 to confirm that keystream reuse issue may be caused by fast recovery after LTM cell switch.

2.2	How to avoid the keystream reuse issue caused after LTM cell switch failure
The best way to avoid such security issue may be the NW implements accordingly, if possible. However, we think NW implementation cannot avoid the issue.

RAN2 has discussed the same issue for Rel-16 CHO and concluded it would be left to NW implementation [2]. However, the same approach cannot be reused for LTM case. As shown in Figure 2, it means the NW always configures security update (i.e., masterKeyUpdate) to all candidate cells if fast recovery is applied (i.e., attemptCondReconfig is configured). As LTM does not support security key update, the same approach cannot be reused.

[image: ]
Figure 2: Conclusion of [Post112-e][254][R16 MOB] discussion
(R2-2101900 [2])

Other possibility to avoid keystream reuse by NW implementation may be configuring different radio bearer identities for each candidate configurations. However, this is also not applicable because radio bearer identity for SRB1 cannot be changed.

We propose that RAN2 should discuss whether NW implementation can solve keystream reuse issue caused by fast recovery after LTM cell switch.

Proposal 2: RAN2 to discuss whether NW implementation can solve keystream reuse issue caused by fast recovery after LTM cell switch.

[bookmark: _Hlk149679068]If the NW implementation cannot solve the issue, we propose that RAN2 should down select the solution from the following alternatives:
Alternative 1: Fast recovery after LTM cell switch or L3 handover failure is not supported in Rel-18 (revert the past agreement).
Alternative 2: Introduce “state variable continuation (used for DAPS HOF)” - like method, i.e., state variable for PDCP is kept at LTM cell switch failure.

Proposal 3: If NW implementation cannot solve the issue, RAN2 to down select the solution from the following alternatives:
Alternative 1: Fast recovery after LTM cell switch or L3 handover failure is not supported in Rel-18 (revert the past agreement).
Alternative 2: Introduce “state variable continuation (used for DAPS HOF)” –like method, i.e., state variable for PDCP is kept at LTM cell switch failure.

3. Conclusion
Proposal 1: RAN2 to confirm that keystream reuse issue may be caused by fast recovery after LTM cell switch.

Proposal 2: RAN2 to discuss whether NW implementation can solve keystream reuse issue caused by fast recovery after LTM cell switch.

Proposal 3: If NW implementation cannot solve the issue, RAN2 to down select the solution from the following alternatives:
Alternative 1: Fast recovery after LTM cell switch or L3 handover failure is not supported in Rel-18 (revert the past agreement).
Alternative 2: Introduce “state variable continuation (used for DAPS HOF)” –like method, i.e., state variable for PDCP is kept at LTM cell switch failure.
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:3 - Conclusion<

The followings are-observations-and proposals through Phase 1 -and Phase 2 discussions-in this email discussion:
Observation-1: It-was-confirmed-a-keystream reuse issue might-happen for-both-SRB-and DRB in the following"
case:<

The UE -configured-with-attemptCondReconfig performs -normal-handover-or CHO without masterKeyUpdate-
to-Cell X and-contention-based random -access-is-applied for-the-handover. After the-handover fails, during-

.,"CHO based recovery)-of"

RRC re-establishment-procedure, the UE select-one-of the-CHO candidate cell
which-configuration-doesn't include-masterKey 'pdale.—

such-as:<

proper network implementation

by

-‘The'network-always sets-masterKeyUpdate-in-condRRCReconfig:<

-The-network-never-sets attemptCondReconfig-in-ConditionalReconfiguration-ifany-of condRRCReconfig-
doesn'tinclude masterKeyUpdate.<

s-left-to network-implementation.< |

Proposal'1:-'RAN2-agrees-that-how to-avoid the-issue‘in-Observation

Proposal2: RAN2-agrees-to-add NOTE to-TS38.331 to-inform ‘proper-network-implementation is-necessary-for-
CHO based recovery.<





