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1. Introduction
In RAN2#123bis, security issues in the subsequent CPAC were discussed and the following agreements were reached [1]. The reply LS to SA3 is also sent in [2].

	Rel-18 Conditional-Reconfiguration Information element may include
-	List of Group-ID (mapping to SN) and associated SK-counter values outside the candidate conditional configurations.
-	The Group-ID parameter is included within each candidate conditional configuration(CondConfigAddMod) marked for subsequent CPAC.

Mod P3: UE include the selected SK-counter value in the MN RRC Reconfiguration Complete message when UE selects new SK-counter value as part of S-CPAC execution.
Mod P4: For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the unused SK-counter values.
RAN2 Understanding: The NW configuration ensures that The SK-counter lists assigned for SCPAC configurations and the SK-counter value assigned for CPAC configurations are uniquely different. No specification changes are needed in this regard.
No specification changes needed for UE behaviour for the Scenario where free SK-Counter not available at the time of execution. This scenario can be avoided by NW configuration.   
Send Reply LS to SA3 (can add additional context info in the LS if deemed needed for understanding the intentions)



During the post123bis email discussion [553], the running RRC CR has been endorsed [3], which still include some open issues on security aspects. In this contribution, we discuss those issues and provide our views.
2. Discussion
2.1	SK-counter list maintenance
As per the SA3 considerations, RAN2 has agreed to apply a concept of SK-counter list which is maintained by the UE and the network. Upon SCPAC execution, if the SN security update is necessary (i.e. inter-SN CPC case), the UE use the unused value in the SK-counter list to derive a new SN security. The remaining issue is whether to remove the selected SK-Counter upon security update. 
Editor note: whether to remove the slelcted SK-Counter upon security update.
For this issue, there are two options:
1) UE removes the used/selected value
2) UE keeps the used value with a status (either or both of “unused” and “used”)
We assume the option 1) is simpler. The UE removes the used/old values and keeps the unused values in the SK-counter list. The option 2) needs to define at least one status (either unused or used) or two statuses (unused and used). The option 2) also works and not too much complicated. The choice of these two options may be the design issue.
Looing at the running CR, if the SK-counter list is updated for a given Security Cell Set ID, the UE just replaces the stored values by the received value. There seems to be no need to keep remembering which counter values are used at UE side. Thus, the option 1) would be sufficient.
Proposal 1: RAN2 to agree that the UE removes the selected SK-counter value from the SK-counter list, upon security update.
The same way can be applied to the network side, while it can be left to network implementation.

If the P1 is agreeable, there is one thing to be confirmed on top of the previous agreement below:
No specification changes needed for UE behaviour for the Scenario where free SK-Counter not available at the time of execution. This scenario can be avoided by NW configuration.   

The simple solution (from network perspective) is to configure additional SK-counter values before the UE uses the last stored value. However, it may be possible for the network to configure additional SK-counter values upon (right after) the SCPAC execution using the last stored value. In this case, the UE should keep the blank SK-counter list without any specific action. Although we assume this is still aligned with the previous agreement, it should be confirmed whether this is allowed, or the network needs to ensure at least one free SK-counter value in the list stored by the UE.
Proposal 2: If the P1 is agreed, RAN2 to confirm which is the current intention: UE keeps the SK-counter list without free SK-counter value or network ensures at least one free SK-counter value in the SK-counter list stored by the UE.

2.2	Security Cell Set ID validity
In RAN2#123bis, it was agreed that “For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the unused SK-counter values”. Related to the PSCell change, there is one FFS in the running CR below. Note that sourceSecurityCellSetID would intend to say servingSecurityCellSetId.
Editor’s Note: FFS on how to guarantee the validity of sourceSecurityCellSetID after normal PSCell change, i.e. leave to NW implementation.
As per the explanation from the Rapporteur during the email discussions, it can be understood that the upon normal PSCell change, the new PSCell may have different servingSecurityCellSetId. In this case, the network ensures the proper ID is re-assigned by replacing the current value (if the UE stores it). And thus, the corresponding procedure text is also added for this purpose in 5.3.5.13.1. With this understanding, it would be good to clarify this aspect as the agreement in the Chair notes.
Proposal 3: RAN2 to confirm that the network ensures to provide a valid servingSecurityCellSetId upon normal PSCell change, if the SPAC configurations are maintained.

3. Conclusion
In this contribution we discussed some remaining issue on the SK-counter list of SCPAC and made the following proposals.
 
Proposal 1: RAN2 to agree that the UE removes the selected SK-counter value from the SK-counter list, upon security update.
Proposal 2: If P1 is agreed, RAN2 to confirm which is the current intention: UE keeps the SK-counter list without free SK-counter value or network ensures at least one free SK-counter value in the SK-counter list stored by the UE.
Proposal 3: RAN2 to confirm that the network ensures to provide a valid servingSecurityCellSetId upon normal PSCell change, if the SPAC configurations are maintained.
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Some related parts extracted from the running CR:

[bookmark: _Toc60776760][bookmark: _Toc146780717]5.3.5.3	Reception of an RRCReconfiguration by the UE
< … >
1>	if the RRCReconfiguration is applied due to a conditional reconfiguration execution in accordance with 5.3.5.13.5 and the securityCellSetId is included in the entry in VarConditionalReconfig containing the RRCReconfiguration message:
2> if servingSecurityCellSetId is not included within VarServingSecurityCellSetID, or
2> if the value of the securityCellSetId is not equal to the value of servingSecurityCellSetId within VarServingSecurityCellSetID: 
3> consider the first unused sk-Counter value in the sk-CounterList associated with the securityCellSetId within the VarConditionalReconfig as the selected sk-Counter value, and perform security key update procedure as specified in 5.3.5.7;
3>		if the current VarServingSecurityCellSetID includes servingSecurityCellSetId: 
4>	replace the value of servingSecurityCellSetId within VarServingSecurityCellSetID with the value of securityCellSetId associated with the selected cell; 
3>	else:
4>	store the servingSecurityCellSetId within VarServingSecurityCellSetID with the value of securityCellSetId associated with the selected cell;
Editor note: whether to remove the slelcted SK-Counter upon security update.

