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1. Introduction
In RAN2#123bis meeting, we discuss the LTM MAC related open issues and reach the following agreements on MAC reset [1]:
	Proposal 8a: In RACH-less LTM, the MAC reset operation is performed before applying the TA value of target cell.
P8b: LTM MAC reset is triggered by RRC layer (in Reconfiguration with sync procedure) and MAC layer applies the TA value only after MAC reset operation. 


[bookmark: _Hlk134459601]However, considering there is no security applied to LTM cell switch command MAC CE, we will further discuss the security concerns for LTM cell switch command MAC CE and the corresponding solutions.
2. Discussion
2.1. Security concerns for LTM cell switch command 
[bookmark: _Hlk148607856]Currently, security is not applied to MAC CE. To address the security concern for LTM cell switch command, it was agreed that target configuration ID instead of target cell id should be included in the LTM cell switch MAC CE. In this case, since the mapping relationship between target configuration ID and target cell id is configured to UE via RRC which is encrypted, the attacker couldn’t acquire the pre-configured RRC configurations of candidate cells, hence the target configuration ID in the fake LTM cell switch command MAC CE may be a unconfigured configuration ID. 
Observation 1: The target configuration ID in the cell switch command may be a unconfigured configuration ID when the attacker sends fake LTM cell switch command to UE.
According to the current MAC and RRC running CR, upon the reception of LTM cell switch command, MAC layer will indicate the target configuration ID in the MAC CE to RRC layer and RRC layer will perform LTM cell switch execution upon receiving the indication, i.e., the RRC layer will apply the LTM configuration related to the target configuration ID. And the MAC layer will wait for the requirement from RRC layer to perform MAC reset and process the measured or received TA. 
Observation 2: According to the current MAC running CR, upon the reception of LTM cell switch command, UE MAC will wait RRC indication to perform MAC reset and other process behaviour.
However, there is no handling of error/fake LTM cell switch command in current RRC or MAC CR, e.g. the target configuration ID in the LTM cell switch command MAC CE is unconfigured. In the MAC specification, handling of unknown, unforeseen and erroneous protocol data is specified. For example, if a received MAC PDU containing an LCID or eLCID value which is not configured, the MAC entity shall at least discard the received subPDU. In our understanding, similar handling can be adopted for the case unknown/unconfigured target configuration ID is included in the cell switch command MAC CE, in this case, UE’s RRC and MAC layer should discard/ignore the LTM cell switch command MAC CE. 
Proposal 1: LTM cell switch should not be executed if the received LTM cell switch command includes invalid information, e.g. unconfigured target configuration ID. 
Proposal 2: RAN2 to discuss how to handle LTM cell switch command including invalid information.
It was agreed in RAN2#123 that “the size of “Target Configuration ID” field in the LTM Command MAC CE is 3-bits, and the maximum number of LTM candidate cells in RRC configuration is 8”. However, in our understanding, 3-bits “Target Configuration ID” field makes an attacker to guess right about a valid target configuration ID with high probability, in this case UE couldn’t distinguish whether a received LTM cell switch command is from attacker or serving cell and it may perform LTM cell switch procedure according to the attacker’s indication. 
To resolve the issues, [2] and [3] propose a solution that using more bits for target configuration ID in LTM cell switch MAC CE, in this case, the candidate configuration ID in the LTM candidate cell configuration could be discontinuous and it becomes more challenging for attacker to guess a valid ID.
For example, a Candidate Cell ID of merely 3 bits may pose a 100% security risk even if indexing is used to hide the PCI/ frequency of target cell since an intruder just needs to use one of the values from 1 to 8 in the LTM Cell Switch Command MAC CE, and the UE would be led to believe it is from genuine network. We therefore propose that LTM-CandidateId-r18 contain a random number of higher integer values, this will make it difficult for an intruder to predict the LTM candidate IDs. For example, an 8 bits candidate cell index, allocated randomly, an intruder has only 3% chance to disrupt UE connection, and using a 16 bits candidate cell index this reduces down to 0.01% - much more acceptable shown as the following table.
Table 1: An example of the probabilities of attack success
	#Configured candidate cells
	Bit length used for LTM-CandidateId
	2^Bit length used for LTM-CandidateId
	Chances of success for an intruder

	8
	3
	8
	100,0000%

	8
	8
	256
	3,1250%

	8
	10
	1024
	0,7813%

	8
	16
	65536
	0,0122%


Proposal 3: The value range of target configuration ID in LTM cell switch command should be larger than 8 (i.e. maximum number of valid configuration IDs), to reduce the probability for an attacker to send an LTM cell switch command including valid target configuration ID. RAN2 to discuss appropriate bit-length for the target configuration ID in LTM cell switch command.
3. Conclusion
In this contribution, we discuss some issues on the security for LTM cell switch command MAC CE and the corresponding solutions. Based on the discussion, we have the following proposals:
Proposal 1: LTM cell switch should not be executed if the received LTM cell switch command includes invalid information, e.g. unconfigured target configuration ID. 
Proposal 2: RAN2 to discuss how to handle LTM cell switch command including invalid information.
Proposal 3: The value range of target configuration ID in LTM cell switch command should be larger than 8(i.e. maximum number of valid configuration IDs), to reduce the probability for an attacker to send an LTM cell switch command including valid target configuration ID. RAN2 to discuss appropriate bit-length for the target configuration ID in LTM cell switch command.
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