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Attachments:	TS 24.301 CR#3924 (C1-236303)

1	Overall description
CT1 thanks SA3 for their LS on the mitigation of downgrade attacks.
CT1 had the following action point:
· SA3 asks CT1 strengthen the text in TS 24.301 to make it clearer that it is mandatory to support the redir-policy bit in MMEs and UEs and extension the redir-policy solution to also prohibit insecure re-direct to 3G as per the request from GSMA.
Following the recommendations, CT1 discussed and agreed the CR#3924 to TS 24.301 (C1-236303) which:
· Makes madatory the support and the inclusion of the redir-policy bit in ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT messages. 
· Updates the definition of the redir-policy bit to indicate that the redirection policy applies to UTRAN as well.
During the discussion, it was highligthed that the UE behaviour in absence of the Network policy IE (containing the redir-policy bit) should be further discussed. As per the existing specification, the UE will set by default the redir-policy to "Unsecured redirection to GERAN or UTRAN allowed" if the IE is not included in the ATTACH ACCEPT or TRACKING AREA UPDATE ACCEPT message, which may happen if the UE is in contact with a pre-Rel-18 MME not supporting the network policy feature. It is understood that this default UE behaviour can still be exploited for insecure RRC re-direct attacks. Further discussions on this issue are required to develop a suitable solution.
2	Actions
To SA3 and RAN2:
ACTION:
· CT1 would like to ask SA3 and RAN2 to take these changes into account and perform any needed changes to related specifications accordingly.
· CT1 would like to ask SA3 to further discuss the issue identified regarding the default UE behaviour in absence of the Network Policy IE and provide any guidance.
3	Dates of next TSG CT WG 1 meetings
CT1#144	9th   – 13th October 2023		Xiamen, CN
CT1#145	13th   – 17th November 2023		Chicago, US
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