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1 Introduction
This document captures the outcome of the following offline discussion.
[AT123bis][503][feMob] subsequent CPAC security issues (NOkia)
	Scope: f2f offline, attempt further progress.
	Intended outcome: 
	                          Deadline: CB acc to Meeting schedule.
2 Discussion
Following are the agreements in RAN2 Main session related to security issues for S-CPAC.
Rel-18 Conditional-Reconfiguration Information element may include
-	List of Group-ID (mapping to SN) and associated SK-counter values outside the candidate conditional configurations.
-	The Group-ID parameter is included within each candidate conditional configuration(CondConfigAddMod) marked for subsequent CPAC.

R2 assumes that the UE need not include the selected SK-counter value in the RRC Reconfiguration Complete message as the selection of SK-counter for Inter-SN cell change follows the defined pattern according to SA3 solution. FFS if useful to still include this, to support some error/failure cases. 

For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the unused SK-counter list.
         
         We further discuss on the below open points in this offline discussion 

1. FFS related to scenarios for SK-counter mismatch. If such scenario exist what will be the UE and NW behaviour on the mismatch.

Modified Agreement related to SK-counter reporting based on the company views in the offline session.
 
UE include the selected SK-counter value in the MN RRC Reconfiguration Complete message when UE selects new SK-counter as part of S-CPAC execution.



2. How to capture UE behaviour related to maintaining SK-counter status if SCPAC configuration is maintained after specific scenarios (SCG Release/PCell-Change/PSCell-Change).

Modified P4
For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the unused SK-counter list.

3. Discussion on P5: Whether and How to capture RAN2 understanding in spec

RAN2 Understanding: The NW configuration ensures that the SK-counter lists assigned for SCPAC configurations and the SK-counter value assigned for CPAC configurations are uniquely different. No specification changes are needed in this regard. 

4. Discussion on P7

RAN2 to discuss the need for defining UE behaviour for the scenario where free SK-counter not available at the time of S-CPAC execution based on contributions in the next meeting.  
No specification changes needed for UE behaviour for the Scenario where free SK-Counter not available at the time of execution. This scenario can be avoided by NW configuration.     
3 Conclusion 
Based on the offline discussions, following are the modified agreements related to Security key change for SCPAC.
Modified P3 : UE include the selected SK-counter value in the MN RRC Reconfiguration Complete message when UE selects new SK-counter value as part of S-CPAC execution.
Modified P4: For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the unused SK-counter values.
Following are the conclusion related to P5 and P7.
RAN2 Understanding: The NW configuration ensures that The SK-counter lists assigned for SCPAC configurations and the SK-counter value assigned for CPAC configurations are uniquely different. No specification changes are needed in this regard.
No specification changes needed for UE behaviour for the Scenario where free SK-Counter not available at the time of execution. This scenario can be avoided by NW configuration.   
	

