3GPP TSG-RAN WG2 Meeting #123bis
 R2-2311163
Xiamen, China, 9th – 13th October 2023
Agenda Item:
7.4.3
Source:
NTT DOCOMO, INC.
Title:
Discussion on security issue for subsequent CPAC
Document for:
Discussion and Decision 
1. Introduction 
SA3 sent an LS to RAN2 regarding the security update for subsequent CPAC as shown below [1]. In the last meeting, the following agreements are achieved. This paper further discuss the related issues.
· Will support the SA3 solution, i.e. update of Sk-counter at inter-SN-mobility, based on pre-configured multiple Sk-counter. UE need to know when Sk counter need to change.

· Detailed solution discussed in long Post-meeting email discussion 
2. Discussion
2.1 Alignment of security key between UE and gNB
SA3’s solution is the MN provides to UE the SN counter values for each SN and the UE stores the values along with the CPC. And the UE derives the K_SN using the KgNB together with an unused SN counter value pre-provisioned by the MN. Since MN provides to UE multiple SN counter values for each SN, it is necessary to make sure that UE and gNB use the same counter to generate the security key. For instance, UE should use SN counter in an order that start from the lower number, or notify gNB of which SN counter that is used for key generation. Otherwise, there may exist misalignment of key between UE and gNB.
Proposal1: RAN2 to discuss how to align the security key between UE and gNB 
2.2 exhaust of security key

For subsequent CPAC, the MN provides to the UE multiple SN counter values, UE changes the SN counter upon every SN change. It is possible that UE has used up all the SN counter, and it is necessary to be reconfigured with a new set of SN counters. Since SN changes, it is difficult for SN to manage if UE has used up all the keys. For each SN change, UE notify MN that it has changes SN, so MN should take the responsibility to manage the exhaust of SN counter. Another method is UE tell MN that it has used up all the SN counter.
Proposal2: MN take the responsibility to reconfigure a new set of SN counters when the previous SN counters are used up by UE.
3. Conclusion 
Based on the discussion in the previous sections, we made the following proposals:
Proposal1: RAN2 to discuss how to avoid misalignment of the security key between UE and gNB 
Proposal2: MN take the responsibility to reconfigure a new set of SN counters when the previous SN counters are used up by UE.
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