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1	Introduction
Following post-e-mail discussion was approved in RAN2-123 to further progress on RAN2 aspects of security key management for subsequent CPAC.
[Post123][046][feMob] subsequent CPAC security (Nokia)
	Scope: Converge on detailed aspects of the security solution, Identify points for agreement and discussion (preferably such that we can have clear Stage-3 CR contents next meeting and can tell SA3 whether they need to capture anything in their security Stage-2). If further questions are needed towards SA3, identify those. 
	Intended outcome: Report, with agreeable proposals.
					    Deadline: long
In this discussion, we further analyze the required changes in the RAN2 signaling procedure and relevant UE behavior to implement the proposed SA3 solution. Any further clarifications needed from SA3 on specific scenarios that were not considered in the current SA3 solution are also discussed. 
2 Contact Information
	Company
	Email address

	OPPO
	youxin@oppo.com

	Lenovo
	pmallick@lenovo.com

	ZTE
	zhang.mengjie@zte.com.cn

	vivo
	liangjing@vivo.com

	Ericsson
	cecilia.eklof@ericsson.com

	MediaTek
	Chun-fan.tsai@mediatek.com

	Apple
	naveen.palle@apple.com

	Intel
	Sudeep.k.palat@intel.com

	Xiaomi
	xiongyi3@xiaomi.com

	Huawei, HiSilicon
	david.lecompte@huawei.com

	CATT
	zhourui@catt.cn

	Transsion Holdings
	Wen.wu5@transsion.com

	DENSO
	daiki.maemoto.j7w@jp.denso.com

	NEC
	hisashi.futaki @ nec.com

	Spreadtrum
	Ellen.xu@unisoc.com

	Sharp
	kyosuke_inoue@sharp.co.jp

	NTTDOCOMO
	tianyang.min.ex@nttdocomo.com

	LG Electronics
	hassium.kim@lge.com

	CMCC
	tanjiayao@chinamobile.com


3	Discussion
In current specifications, the security keys used for integrity protection and SCG bearers are generated from the master key (KgNB) and SK counter assigned by MN as part of the RRC Reconfiguration message. For every PSCell-change that involves a change of PDCP anchor point (Security anchor point), MN is expected to provide a new SK counter value.  In order to avoid security re-keying issues within active connection the MN needs to ensure that SK counter values are not re-used across successive PSCell changes.
As part of the Rel-18 subsequent CPAC feature, the UE is preconfigured with multiple candidate PSCell configurations along with execution conditions. With this pre-configuration, the UE can execute subsequent PSCell changes without any RRC Reconfiguration message after the cell change.  As the SK counter values for S-CPAC need to be pre-configured new solution is needed for SK counter change during PSCell-change that involves (security anchor point change (Inter-SN change).   In this regard, SA3 has proposed a solution for SK counter management for the S-CPAC scenario.   The solution proposes 
· Pre-configuration of the list of SK counters for each SN at UE.
· UE is expected to use unused SK counter values from this list during Inter-SN mobility.
RAN2 has agreed to support the above solution in RAN2 signaling procedures. 
3.1 	Basic Signalling Procedure 
K-SN (S-KgNB)  generation for Inter-SN S-CPAC
Following is the rapporteur's understanding of SK counter selection and K-SN generation during subsequent CPAC as per the proposed solution from SA3. (From UE perspective). This forms the basis for further questions related to defining the RRC signalling aspects.
· A list of SK counter values per security anchor point(i.e SN ) is provided toward the UE when subsequent CPAC is configured with candidate cells belonging to different security anchor points.
· To enable the UE to identify changes of the security anchor point, each candidate configuration is assigned with group ID that points to the specific security anchor point. In other words, the each SK-counter list configured to UE includes Group ID. This group ID is referred in each of the candidate cells that uses the same SK-counter-list.
· During subsequent CPAC, if the UE identifies that the target cell belongs to a different Group-ID than the serving cell , UE selects the first unused entry in the SK-counter list that corresponds to this group-ID. K-SN and subsequent security keys are generated based on this selected SK-counter. The SK-counter is marked as used within the list.

Q1 : Do companies agree to the above understanding on UE behaviour for SK-counter selection during subsequent CPAC?  If not indicate the difference for specific steps.
	Company
	Answer (Yes/No)
	Additional comments

	OPPO
	Yes 
	

	Lenovo
	Yes
	If the UE identifies that the target cell belongs to same (as serving) SCG (group id), then no security update is required. For DRBs using RLC AM mode PDCP data recovery applies, and for DRBs using RLC UM no action is performed in PDCP. These are done by the UE on its own i.e., without explicit signalling.

	ZTE
	Yes, but
	For the third bullet, we think the UE can remove the selected SK-counter from the corresponding SK-counter list after generation of K-SN and subsequent security keys, considering that the used SK-counter is invalid and shall not be used any more. Then the UE is not required to mark/record which SK-counter is used, and can always select the first SK-counter in the corresponding list upon subsequent CPAC execution.

	vivo
	Yes 
	

	Ericsson
	Yes
	Bullet 1:  Change “is” to “can be”, A list of SK counter values … can be provided …, as it may not always have to be provided.


	MediaTek
	Yes in principle
	We think in general this this approach is fine. How to capture this in SPEC could be further discussed in the CR.
On bullet 3, whether to remove used sk-counter or just mark the next sk-counter to be used is a stage-3 SPEC model issue. We could discuss based on the proposed TP. It should result in same behavior anyway.

	Apple
	Yes
	

	Intel
	Yes
	

	Xiaomi
	Yes, but
	For bullet 3, we only need to specify “UE selects the first unused entry in the SK-counter list that corresponds to this group-ID.” And how to select the first unused SK-counter in SK-counter list can be up to UE implementation.  

	Huawei, HiSilicon
	Yes
	but agree with ZTE. In addition, the "group ID" is just a pointer to a list of sk-counter values, no need to call this "group ID".

	CATT
	Yes
	

	Transsion Holdings
	Yes
	

	DENSO
	Yes
	

	NEC
	Yes
	Agree with MediaTek on the bullet 3 (can discuss along with TP or detail proposals)

	Spreadtrum
	Yes
	

	Sharp
	Yes
	

	NTTDOCOMO
	Yes
	

	LGE
	Yes
	We agree with the baseline procedure generally.

	CMCC
	Yes
	



	Rapporteur Summary
Most companies agreed to the procedure indicated in the question for UE behaviour on K-SN generation during subsequent CPAC. There are different views on realisation of the procedure at stage-3 specifications.  As this question is to have common understanding for the below proposals. No proposals are provided here.



Signaling Procedure changes for Inter-SN S-CPAC
For the above solution, the RRC Reconfiguration message that provides configuration for S-CPAC includes new information element that consists of multiple lists of SK-counters with each list assigned with Group ID. This information element is to be maintained across cell changes. So it is preferred to maintain this information outside the candidate configuration. Each candidate configuration also needs to have a new parameter to indicate its Group ID. As it is MN which is responsible for assigning SK-counter-list and group-ID, this parameter can be a parameter outside the RRC-configuration within the candidate-configuration. Based on the above we propose the following changes to RRC Reconfiguration message.
Q2. Do companies agree to introduce the following changes in RRC-Reconfiguration
1. List of Group-ID and associated SK-Counter list in the RRC Reconfiguration as parameter outside candidate configuration.
2. Each candidate configuration includes the Group ID outside the RRC Configuration.
3. UE maintains new variable for SCPAC-SK-Counter-list which includes list of counters and index to last used SK-counter value. This variable is maintained until all the S-CPAC configurations are maintained.
If not, companies can indicate alternative signaling solutions and the advantages of the same.
	Company
	Answer (Yes/No)
	Additional comments

	OPPO
	See comments
	1. For the first bullet, we agree the “List of Group-ID and associated SK-Counter list” is provided outside candidate configuration since it is provided per SN. While it should be contained in the same message that provides subsequent CPAC configuration, i.e.  within ConditionalReconfiguration.
2. Suggest to modify the second bullet as following to be more precise:
“Each candidate configuration includes the Group ID outside the condRRCReconfig includes RRCReconfiguration.” 
3. We see no need to introduce new UE variable for SCPAC-SK-Counter-list configuration maintenance. As the SK counters will always be maintained/released along with subsequent CPAC configuration, single UE variable(i.e. VarConditionalReconfig) is sufficient to maintain the SK counter configuration as well as other subsequent CPAC configuration.
Furthermore, we wonder what does ”index to last used SK-counter value” mean. Upon inter-SN PScell change, the used SK-counter should be considered as invalid with no additional spec impact. 

	Lenovo
	Yes and…
	1. The last-used-index is incremented monotonically by 1 for inter-SN cases only. The counters in the SK-Counter list for the same group may be contiguous (e.g., 5, 6, 7…) but need not be (e.g., 5, 12, 20…) up to the network. 
2. The counter values in two different SK-Counter lists for two different groups must be unique i.e., same counter values can’t be used in two SK-Counter lists.

	ZTE
	See comments
	For the first and second bullets, we share the same view with OPPO.
For the third bullet, we also think the existing UE variable VarConditionalReconfig can be used to maintain the subsequent CPAC configuration, including SCPAC-SK-Counter-list, i.e. no need to introduce separate UE variables.
Besides, it seems no need to introduce the index to last used SK-counter value, if the UE removes the selected SK-counter from the corresponding SK-counter list each time after generation of K-SN and subsequent security keys. Please see our comments in Q1.

	vivo
	See comments
	For the second bullet, we think it should be clarified whether each candidate configuration includes only the Group ID, or with the sk-counter list as well. It the sk-counter list is included in candidate configuration as well, then we are wondering whether it is possible that the sk-counter lists can be different for different PSCells, e.g.:
RRC reconfiguration:
{SN group ID-1, sk-counter 1,2,3,4,5,6}
Conditional reconfiguration: 
{PSCell-1, SN group ID-1, sk-counter 1,2,3,4,5}
{PSCell-3, SN group ID-1, sk-counter 6}
And for the last bullet, we share the same view with ZTE. It is doubtful that this kind of index is needed. The UE can just delete the used SK-counter value in its variable, as we understand the used sk-counter cannot be used again.

	Ericsson
	See comments
	We agree that it may not be needed introduce a new UE variable for this, the OPPO proposal seems to work. Also, an index to the last used counter value doesn’t seem to be needed. 
We also need to consider the co-existence with existing Sk-counter.

	MediaTek
	See comments
	On bullet 3, it is not clear to us whether reusing VarConditionalReconfig or a new UE variable will be result in better/simpler SPEC description. We are open for discussion.

	Apple
	Some comments (esp on bullet 3) 
	Bullet 3 : We do not want explicit procedures at the UE on handling used Sk counter. We could just say, UE uses the next un-used sk-counter and leave it to UE impl to ensure that, no need of extras variables etc.

	Intel
	Yes (with comments)
	As also discussed in the next question, SK-counter is provided by the MN today and we expect to continue with that approach.  Here, it will be the list of “Group ID and associated SK-Counter list” that will be provided by the MN.
The second bullet is not so clear to us – what is meant by “outside the RRC configuration”.  But we agree with the general concept that the candidate configuration includes the Group ID. 

	Xiaomi
	See comments
	Yes for Bullet 1 and 2, and OPPO’s changes for bullet 1 and 2 are fine for us.
For Bullet 3, we also think a new UE variable for SCPAC-SK-Counter-list is not needed. And similar to our comments for Q1, UE use the first unused SK-counter in SK-counter list can be up to UE implementation. 

	Huawei, HiSilicon
	This works but some details could be simplified.
	There is no need to signal an explicit group ID, each candidate configuration can indicate the position in the list of (sk-counter lists).
We don't need an "index to last used SK-counter value", the UE can use the first sk-counter value in the relevant list and remove it from the list in the variable.

	CATT
	See comments
	Yes for bullet 1 and 2 with OPPO’s changes.
For bullet 3, we also think the UE variable “VarConditionalReconfig” is sufficient to maintain SCPAC-SK-Counter-list which includes list of counters, no extra UE variable is needed. Also, “index to last used SK-counter value” is unused, the UE will always use the first sk-counter in a sk-counter list, and remove it from the list.

	Transsion Holdings
	See comments
	Yes for bullet 1 and 2 with OPPO’s changes.
For bullet 3, we also think there is no need to introduce a new UE variable for SCPAC-SK-Counter-list, and the index to last used SK-counter value is also no needed ,UE can just use a next unused value at inter-SN change.

	DENSO
	See comments
	We have same view as OPPO’s change for bullet 1 and 2.
For bullet 3, it is unclear whether UE maintain the used sk-counter value or not. If UE remove the used sk-counter, UE does not need to maintain the index to last used key. 

	NEC
	See comments
	For 1 and 2, we agree in general and in details OPPO suggestions look good.
For 3, we are also wondering if new UE variable is necessary. As some companies commented, this can/may be handled by UE with some high level text in the spec.

	Spreadtrum
	See comments
	Agree with OPPO’s changes for bullet 1 and 2.
For bullet 3, no need for introduction of new UE variable and an index of last used SK-counter value. UE will remove the used SK-counter after inter-SN change and use the first SK-counter in new group.

	Sharp
	See comments
	For bullets 1 and 2, we are fine with OPPO’s suggestion.
For bullet 3, 
· We think new UE variable for SCPAC-SK-Counter-list separate from the existing UE variable VarConditionalReconfig is not needed and SCPAC-SK-Counter-list can be included in the existing UE variable.
· We also think “index to last used SK-counter value” is not needed because the previous SK-counter value will be unavailable after PSCell is changed due to subsequent CPAC.

	NTTDOCOMO
	See comments
	Fine with bullet 1 and 2.
For the bullet 3, we wonder whether the index to last used sk-counter value is needed. UE may use the first sk-counter value in the list.

	LGE
	Yes
	We agree with the general concept but also need to discuss further for simplification.
For Bullet 3, we also think it seems no need to introduce the index to last used SK-counter value. 

	CMCC
	See comments
	For the first and second bullet, we share similar view with OPPO. 
For the third bullet, we agree with ZTE that the existing UE variable VarConditionalReconfig can be used for maintain the subsequent CPAC configuration, and there is no need to introduce a separate UE variable and index.




	Rapporteur Summary
Rapporteur Summary: 
Based on the company views, all the companies agreed to introduce List of SK-Counters for each SN in the RRC-Reconfiguration message that includes S-CPAC configurations. The list of counters to be referred by candidate cell during Inter-SN mobility can be configured using explicit group ID for each list. Use of Group-ID to identify the SK-counter-list and also for the UE to identify whether it needs to change SK counter or not is also agreeable to most of the companies.
For maintaining the list of un-used SK counter list, most companies prefer not to introduce new variable for this purpose. As part of UE behavior for selecting SK-counter from the list, it can also be indicated that the SK-counter list for further S-CPAC is modified to exclude the used counters. 
Proposal :
Rel-18 Conditional-Reconfiguration Information element optionally include
· List of Group-ID and associated SK-counter values outside the candidate conditional configurations.
· The Group-ID parameter is included within each candidate conditional configuration marked for subsequent-CPAC.
Common Understanding on SK-Counter maintenance: The Group-ID and SK-Counter-values configured by network is maintained at UE after S-CPAC executions and the SK-Counter-Values are also updated after CPAC execution depending on the usage of SK-counter. RAN2 to discuss further how the UE maintains the SK-counter list across cell changes.



As the UE is expected to select the next free available SK counter from the list of SK counters in orderly manner, the new SK counter value selected after the Inter-SN change can also be known to MN implicitly. In this case explicit signalling of selected SK counter to MN after the CPAC execution is not mandatory.  It may be needed in some specific scenarios where there may be chances for mis-synchronization of the selected counter.  There are different views expressed on the indication of selected SK counter value to MN on SCPAC execution.
Q3:  On execution of target configuration that changes SK counter value,  
A. Do companies see need for including the selected SK counter value in RRC-Reconfiguration-complete considering the possibility that NW is aware of the selected SK counter value based on the defined UE behaviour?
B. If yes, please indicate the scenarios where such indication will be required.
	Company
	Answer (Yes/No)
	Additional comments

	OPPO
	See comments
	In SA3 draftCR, they provide three options on the security info interaction among MN and SN as well as the corresponding interaction between UE and MN:
Option 1: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counter values. The KSN keys and the corresponding SN Counter values are sent to the SN from the MN. The SN shall store the KSN keys and the corresponding SN Counter values in its security context.
Option 2: After the derivation of sequence of multiple distinct SN Counter values for each candidate SN, the SN Counter values are sent to the UE from the MN. The MN does not need to store the SN Counter values for each SNs after sending them.
Option 3: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counters values. The KSN keys are sent to the SN from the MN. The SN shall store the KSN keys in its security context.
Corresponding to the Option 1 in 6.10.2.X.1: The UE shall inform the MN which SN Counter value it used for KSN derivation when accessing the SCG of the target SN. The MN signals the received SN Counter value to the SN. The SN decides the KSN based on the received SN Counter value.
Corresponding to the Option 2 in 6.10.2.X.1 [Alt 1]: When the UE accesses an SCG of a target SN, the MN receives the SN Counter value from the UE. The MN derives KSN using the received SN Counter value. The KSN is sent to the target SN from the MN.
Corresponding to the Option 2 in 6.10.2.X.1 [Alt 2]: When the UE accesses an SCG of a target SN, the target SN receives the SN Counter value from the UE. The target SN uses the SN Counter value to request the Ksn derivation from MN.
Corresponding to the Option 3 in 6.10.2.X.1: The SN chooses the first unused Ksn key for that UE to establish the security with the UE.
We understand whether UE shall indicate the selected SK counter rely on which option is selected by SA3. For option 1 and option2, including the selected SK counter in RRC reconfiguration complete message is required. While for option3, target SN may choose the unused Ksn with pre-defined order without the explicit indication from UE/MN. 

	Lenovo
	Both alternatives work
	Yes (including the selected SK counter value in RRC-Reconfiguration-complete): UE provides next unused SK-Counter in a secured RRC Reconfiguration complete message to the MN. MN generates S-KgNB and provides this to target SN, along with the SN Change complete from the UE. This does not require the MN or SN to remember the SK-Counter sequence/ list. 
No (not including the selected SK counter value in RRC-Reconfiguration-complete): Since when the execution condition of one (subsequent) candidate PSCell is satisfied, the UE applies RRCReconfiguration* message corresponding to the selected candidate PSCell, and sends an RRCReconfigurationComplete* message, including an RRCReconfigurationComplete** message for the selected candidate PSCell, and information enabling the MN to identify the SN of the selected candidate PSCell…MN can track UE’s movement and should be in a position to determine UE’s SK-Counter to be used for the target PSCell. Here, the MN need not remember the entire history but only the “last” occurrence of the UE in each candidate SN. 
We do not see any security issue or race condition/ de-Sync between the UE and the MN/ SN from this aspect.

	ZTE
	No
	In our understanding, the SK-counter list is provided by the MN, so the MN can maintain the SK-counter list corresponding to each candidate SN and perform the same handling for the SK-counter selection as the UE (i.e. select the first entry in the list and remove the used SK-counter after generation of the SN key) when knowing the target candidate SN selected by the UE. And then the MN can transfer the generated SN key to the target candidate SN.
Thus, the MN is only required to know which candidate SN is selected by the UE, which has been implemented by including the selected candidate PSCell information (i.e. condReconfigId) in the RRCReconfigurationComplete message to the MN upon CPAC execution. So there is no need to explicitly indicate the selected SK counter value to the NW. And no mis-synchronization will be caused if the MN and the UE handle the selected SK-counter with the same behaviour. 

	vivo
	No
	Our understanding is that the current multi-sk-counters mechanism can already work well and there is no misalignment between the UE and the NW about the sk-counter/ Ksn usage, which is, similar to the understanding of option-3 brought by SA3 as OPPO mentioned. 
Although it is true that it is workable to include the selected SK counter value in the RRC complete message, we don’t see a strong motivation to spend more time with more RAN2 specification impact on that.

	Ericsson
	Maybe
	We think both options 1 or 3 could work, but the UE sending the value in RRCReconfigurationComplete is more safe in case of misalignment between the UE and the network regarding number of executed procedures.

	MediaTek
	See comments
	We agree the comment from OPPO regarding to SA3 discussion.
We think either approach (inform NW or not) should be fine.

	Apple
	[bookmark: OLE_LINK1]Prefer UE reporting.
	As Oppo has shown, 2 of the SA3 options already involve UE reporting the  used sk_counter. 
Also in the case where the UE is configured with R17 CPAC and R18 S-CPAC, we do not see the need of a restriction on the NW to not have the same SN in both lists. In such a case, some form of indication is needed from the UE for the MN to know if SN changes is based on R17 or R18. We think we can run into situations like, esp with R17 and R18 mix of deployments, and it is better/safer for the UE to report.

	Intel
	No (see comments)
	For network configuration, network should ensure that same SN-counter value is not re-used.  The UE and SN selects the next available SK Counter value.  Then the main motivation for including this would be to handle failure cases (as is done in NAS signalling).  Such signalling can add additional delay to communicate the keys through the MN.  With the current agreement that UE performs re-establishment on failure, there does not seem to be a scenario where the network and UE can go out of sync.  If such a failure scenario is identified where a mismatch can happen, this can be considered.


	Xiaomi
	No
	Because all SK-counter lists and the association between SK-counter lists and SCPAC configurations are always provided by the MN and MN can always know which candidates SN is selected by the UE via the RRCReconfigurationComplete message. Hence, network can always know which SK-counter has been used and the probability of mis-synchronization of the selected counter is very low.  

	Huawei, HiSilicon
	No
	As long as the UE use the SK counter in order from the list, this is already aligned between the UE and the network.

	CATT
	No
	Agree with ZTE, the MN can maintain the SK-counter list and perform the same handling for the SK-counter selection and new SN key generation as the UE when knowing the target candidate SN selected by the UE which can be indicated by R17 IE selectedCondRRCReconfig, and then the MN can send the generated new SN key to the target candidate SN.

	Transsion Holdings
	Yes
	We also prefer UE reporting as it seems more safe than the NW decided based on the same principle.

	DENSO
	Prefer UE reporting.
	In SA 3 discussion as Oppo has shown, 2 of the SA3 options already involve UE reporting the used sk_counter. 
We also think the UE sending the value in RRCReconfigurationComplete is more safe in case of misalignment between the UE and the network. 

	NEC
	See comments
	We assume the MN can maintain and be aware of the applied SK counter from the list. It would be true that it is safer if the UE sends the selected/applied value of SK counter in the RRCReconfigurationComplete, while it is not sure if that way is really necessary. We are open for further discussion.

	Spreadtrum
	No
	Agree with ZTE that the MN maintains the SK-counter list and it knows whether inter-SN change happens, as the UE will report the selectedCondRRCReconfig to the MN, then it will send the SK-counter selected by the UE to the target SN.

	Sharp
	No
	Some companies who think the selected SK counter value in RRCReconfigurationComplete message is needed point out that there might be a misalignment between UE and NW, but we think this cannot happen because MN can always know the selected SK counter value by the indication which candidate SN is selected via the RRCReconfigurationComplete.

	NTTDOCOMO
	Yes
	We think it is safer for UE to report the sk counter it used. Otherwise, a predefined order is needed for UE to choose the next sk counter.

	LGE
	See comments
	According to the current running CR, misalignment seems not expected to occur for R18 CPAC. But, we are open to discuss for the reporting to prevent the misalignment if any.

	CMCC
	Prefer no
	As pointed out by OPPO, we also think whether UE reports the selected SK counter rely on which option is selected by SA3. But from our perspective, we understand that there is no strong motivation for UE to report the selected SK-counter, since UE and MN can be sync for the SK-counter selection if they use the first unused SK-counter in the list.



Depending on the usage of the SK-counter list for a given SN, MN can update the SK-counter list for specific SN via a dedicated RRC signaling message that can update the SK-counter list. It is possible to include additional counter entries via update operation or the complete list can be replaced whenever MN intends to update the list.
	Rapporteur Summary
Rapporteur Summary
As the UE and NW behaviour for selecting SK counter is well defined after S-CPAC execution in SA3 solution,  Explicit indication of selected SK-counter value is not needed in the RRC-Reconfiguration-complete message. 10/20 responses clearly indicate that selected SK-counter value is not included in the RRC-Reconfiguation message. Other companies thinks it is OK to include selected SK-counter value as it may needed for mis-alignment and specific scenarios. Based on the above we propose the following.
Proposal :
UE need not include the selected SK-counter value in the RRC Reconfiguration message as the selection of SK-counter for Inter-SN cell change follows the defined pattern from SA3. RAN2 to discuss the scenarios where RRC-Reconfiguration message needs to include selected SK-counter value. In this case, RAN2 also discusses the NW behaviour if the reported SK-counter is a mismatch.




3.2	Additional Scenarios
RAN2 has agreed that the SCPAC configurations are maintained at UE during Pcell-change /PSCell change and SCG release scenarios unless explicitly specified by NW to release the SK-Counter list. In such scenarios, the SK-counter list along with the current information of unused counters per SN also needs to be maintained UE in similar manner. However, in this case there could be some security concerns for each of the scenarios. Hence RAN2 needs to conclude on the UE behaviour on these scenarios.
Q4. For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained what is the expected UE behavior on maintaining the SK-counter list.
A. UE maintains the current status of the SK-counter list along with used counter status corresponding to the maintained configuration.
B. UE releases the SK-counter list by default. If the SCPAC is maintained, NW is expected to provide new SK-counter list to be used after the RRC Reconfiguration in these scenarios.
C. Indicate the scenario to SA3 and ask SA3 opinion for any preferred UE action.
D. Other Means.
	Company
	Option 
	Additional comments

	OPPO
	Option A
	The SK-counter list should follow the same behaviour as SCPAC configuration, i.e. rely on NW on release/maintenance/modification.

	Lenovo
	Option A
	Seems to work.

	ZTE
	Option A, but
	For option A, we think the UE just needs to maintain the current status of the SK-counter list, no need to record the used counter status (see our comments in Q1/2).

	vivo
	A
	B is not preferable as it requires more signalling between NW and UE, which is not aligned with the spirit to introduce subsequent CPAC.
We think A would be enough. We are also fine if the majority thinks it should be informed to SA3.

	Ericsson
	A
	The same behaviour as for S-CPAC should be applied.

	MediaTek
	Option A
	We assume maintain the SK counter list is okay and NW could reconfigure it explicitly if needed.

	Apple
	A
	But, we assume that ASN.1 need codes can ensure this.

	Intel
	A with comments
	We suggest to split the discussion into the functionality and signalling aspects.  In terms of signalling, we prefer to keep to the general principle that network should signal the release of a configuration explicitly where possible rather than implicit release in the procedural section.  That is, option A.
In terms of functionality, the discussion is on whether the previously signalled SK-counter will be valid for the scenarios.  The different scenarios have to discussed separately.  For PCell change, there could be a change of KgNB and that can invalidate the SK counter values sent with the previous KgNB.  Hence it is safer to release them.  For SCG release, we don’t normally leave hanging configurations in the UE and it is also cleaner to release them explictly.  The PSCell change scenario mentioned here is not clear to us – what exactly this is addressing where there is a need to release the SK counter?  In any case, as mentioned in the previous para, we prefer network to explicitly release the SK counter when it should not be maintained.  

	Xiaomi
	Option A
	Based on network configuration, network can update SK-counter list when Pcell-change /PSCell-change /SCG Release, if needed. (similar to maintain SCAPC configuration)

	Huawei, HiSilicon
	Option A
	

	CATT
	Option A
	We also think the SK-counter list should follow the same behaviour as SCPAC configuration.

	Transsion Holdings
	Option A
	

	DENSO
	Option A
	We think he same behaviour as for S-CPAC should be applied.

	NEC
	Option A
	

	Spreadtrum
	Option A
	

	Sharp
	Option A
	UE can keep the SK-counter list as SCPAC configuration unless NW explicit indication to release

	NTTDOCOMO
	Option A
	

	LGE 
	Option A
	

	CMCC
	Option A
	We prefer to follow the same behaviour as S-CPAC configuration.



	Rapporteur Summary
Majority of the response indicate that UE maintains the SK-counter-list along with the unused SK-counter values in the cell-change scenarios where SCPAC configurations are maintained. The details
For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained , UE also maintains the current status of the SK-counter list along with used counter status corresponding to the maintained configuration.




------------------------------------------------------------------------------------------------------------------------------------------------
It is possible that conditional configurations provided to UE may include some configurations which are not to be maintained for SCPAC.  For these candidate configurations when MN provides explicit SK counter value, it is possible to assign uniquely different value from the SK-counter-list given to SCPAC OR it can be one of values assigned for SCPAC.  Because the UE is expected to release SCPAC when UE execute these normal CPAC or CHO configurations.  To decide on specific NW and UE behaviour for this scenario following discussion will be beneficial.
Q5. Should the SK-counter lists configured for SCPAC purpose and explicit SK-counter configured for Rel-17 CPAC be uniquely different?
	Company
	Answer (Yes/No)
	Additional comments

	OPPO
	Yes 
	According to current agreements, the SCPAC configuration may be maintained if NW does not explicitly indicate UE to release upon the execution of normal CPAC or CHO. To avoid frequently RRC reconfiguration of SK counter list after CPAC or CHO, uniquely different values should be assigned for the SK-counter-list given to SCPAC.

	Lenovo
	Yes
	This is anyway in network’s implementation and unique values (like a SK-counter value not included in any SK-counter-list) can save any potential rekeying issues. This way UE implementation can be simplified.

	ZTE
	Yes
	We think it can be up to the NW implementation to ensure unique SK-counter value(s) is provided for each conditional configuration. 

	vivo
	Yes
	It is up to NW implementation to ensure that. 
Otherwise, if a same SK-counter is provided to UE for Rel-17 CPAC (compared to R18 S-CPAC), it must need to be deleted from UE’s variable as the same sk-counter cannot be used more than once, thus introducing more spec impact.

	Ericsson
	Yes
	This can be up to network implementation, no need to specify anything.

	MediaTek
	Yes
	We understand each sk-counter value should be unique in the R18 S-CPAC sk-counter list or in R17 explicit IE contained in candidate configuration (i.e. RRCReconfiguration in condRRCReconfig-r16.)
BTW, we expect explicit SK-counter (the one in RRCReconfiguration within container condRRCReconfig-r16) should NOT be used for Rel-18 S-CPAC candidates. Otherwise, it would be confusing. 

	Apple
	Yes
	

	Intel
	Yes with comments
	Agree in principle, but this can be left to network implementation.  The basic security requirement is clear that the same SK counter value should not be reused.  Whether we capture any network requirements as a guidance can be discussed later.

	Xiaomi
	Yes
	It can be up to network implementation to ensure that.

	Huawei, HiSilicon
	Maybe but
	we don't need to specify anything for this in RAN2 so no need to even discuss that

	CATT
	Yes
	Network implementation to ensure that.

	Transsion Holdings
	Yes
	It can be up to network implementation to ensure that and maybe a note is needed.

	DENSO
	Yes
	It can be up to network implementation to ensure that.

	NEC
	Yes
	This is important to avoid any confusion or complicated maintenance, while this can be ensured by the network implementation. We prefer to have a very simple text in the spec.

	Spreadtrum
	Yes
	Up to network implementation.

	Sharp
	Yes
	We also think it can be up to NW implementation to ensure that.

	NTTDOCOMO
	Yes
	Up to network implementation.

	LGE 
	Yes
	

	CMCC
	Yes
	This can be up to NW implementation.



	Rapporteur Summary
This question is to understand company views on the SK-counter values the NW is expected to configure in scenario where some candidate configurations are marked for-SCPAC and others not. In such cases the uniqueness across all the candidates are needed are not is to be decided. Most of the companies pointed out that it has to be maintained uniquely across all candidate configurations and it is upto Network implementation.
Proposal 
RAN2 Understanding : The NW configuration ensures that The SK-counter lists assigned for SCPAC configurations and SK-counter value assigned for CPAC configurations are uniquely different. No specification changes needed in this regard.




------------------------------------------------------------------------------------------------------------------------------------------------
RAN2 is yet to conclude on the failure scenarios related to subsequent CPAC changes as PS-Cell change failure and S-RLF scenario. In such cases depending on the specified UE behaviour there can be additional impacts related to SK-counter management. In the rapporteur view impact to SK-counter management for failure scenario can be revisited once RAN2 concludes on the same.  If companies think some failure scenarios require early attention for SK-counter management, it can be indicated here.
Q6. Do companies think some additional changes or issues to be addressed related to SK-counter management for failure scenarios (S-RLF and SCG-change failure) ? If yes, the issues can be captured here.
	Company
	Answer (Yes/No)
	Additional comments

	OPPO
	
	This can be discussed after we have progress on failure cases.

	ZTE
	
	This can be discussed later after we conclude on failure cases.

	vivo
	No 
	We can wait for more progress on failure scenarios for general S-CPAC configurations.

	Ericsson
	
	Agree that it can be discussed later.

	MediaTek
	
	We expect S-CPAC evaluation is stopped after SCG failure, in this case, there should be no issue. 

	Apple
	
	As the case with others, UE will release the counter list at RLF/SCG failure.

	Intel
	See comments
	Agree with the rapporteur that failure scenario handling for SK-counter can be revisited once RAN2 concludes the details of failure handling itself.

	Xiaomi
	
	We also prefer to discuss the issue later after we conclude on failure cases.

	Huawei, HiSilicon
	No
	In Rel-17, SCG RLF or SCG T304 expiry result in executing the SCG failure information procedure, which does not affect any stored conditional reconfiguration. We see no need to change anything in Rel-18.

	CATT
	
	We also think SK-counter management for failure scenarios can be discussed later.

	DENSO
	
	We also think this can be discussed later after we conclude on failure cases.

	NEC
	
	This can be discussed later.

	Spreadtrum
	
	We can discuss it after we conclude on failure scenarios.

	Sharp
	
	We also agree that this can be discussed later after some progress on failure cases is made.

	NTTDOCOMO
	
	Can be revisited later.

	LGE
	
	Agree that it can be discussed later.

	CMCC
	
	Agree to discuss later.



	Rapporteur Summary.
All the response indicates that the SK-counter management for failure scenario can be revisited after conclusion for S-CPAC failure scenarios.
Proposal
RAN2 to revisit SK-counter selection and SK-Counter-list maintenance for SCPAC Failure scenarios after RAN2 concludes on SCPAC Failure scenarios (S-RLF, S-CPAC Execution Failures).




------------------------------------------------------------------------------------------------------------------------------------------------
If any specific scenario /issue not handled in the above list of questions can be provided as part of the below question.
Q7. Any additional issues /scenarios impacted due to subsequent CPAC for security key management and specific comments for the same.
	Company
	Answer (Yes/No)
	Additional comments

	MediaTek
	
	What is the UE behavior if all the configured sk-counters has been used out?  We assume that the UE simply stop S-CPAC evaluation for the corresponding SN. Not sure if any different understanding.

	Apple
	
	For the MediaTek situation, we assume the NW configuration does not result in such scenario.

	Intel
	
	We also have the same view as Apple that this should not happen with proper network implementation.  We don’t think it is necessary to specify a UE behaviour for this case.  W 

	Xiaomi
	
	For the MediaTek situation, we share the same view with Apple and Intel.

	Huawei, HiSilicon
	
	How to (re)configure sk-counter lists normally?
To minimize specifications, it could be:
- the network can signal a complete list of (list of sk-counter values)
- upon receiving such a field, the UE replaces the complete list it has stored in its variable.
Nothing else (it is up to the network to ensure that the UE has something consistent with the stored configurations).
Note: this is small, using IDs or ToAddModList would be overkill.
On the above discussion, we agree with Apple.

	Sharp
	
	We also think MTK’s situation can be avoided by NW implementation (same view as Apple).

	NTTDOCOMO
	
	Agree with MediaTek that we need to discuss UE behaviour if all the configured sk-counter has been used up.



	Discussion Summary (Rapporteur)
The scenario where UE does not have SK-counter to use at the time of S-CPAC execution was raised by some companies. It is possible to avoid this scenario with proper network configuration in typical scenarios. Whether RAN2 need to further discuss UE behaviour for the specific scenario require further discussion with details on the scenario. Hence we propose that this issue to be discussed based on contributions in next meeting.
Proposal : RAN2 to discuss the need for defining UE behaviour for the scenario where free SK-counter not available at the time of S-CPAC execution based on contributions in the next meeting.




4	Conclusion
Based on the analysis of responses provided to the questions in section 3, we make the following proposals. Highlighted proposals in green are potential agreement for further stage-3 work. The open issues to be concluded
Proposal 1: Rel-18 Conditional-Reconfiguration Information element include
· List of Group-ID and associated SK-counter values outside the candidate conditional configurations.
· The Group-ID parameter is included within each candidate conditional configuration(CondConfigAddMod) marked for subsequent CPAC.
Proposal 2: Common Understanding on SK-Counter maintenance: The List of Group-ID and SK-Counter-values configured by network is maintained at UE after S-CPAC executions and the SK-Counter-Values are also updated after CPAC execution depending on the usage of SK-counter. RAN2 to discuss further how the UE maintains the SK-counter list across cell changes.
Proposal 3 : 
· UE need not include the selected SK-counter value in the RRC Reconfiguration message as the selection of SK-counter for Inter-SN cell change follows the defined pattern according to  SA3 solution. 
· RAN2 to discuss the scenarios where the RRC-Reconfiguration message needs to include selected SK-counter value (i.e. mismatch of SK counter at UE and NW). In this case, RAN2 also discusses the NW behavior if the reported SK-counter is a mismatch.
Proposal 4:
For Pcell-change /PSCell-change /SCG Release scenarios, if the SCPAC configuration is maintained, UE also maintains the current status of the SK-counter list.
Proposal 5:
RAN2 Understanding: The NW configuration ensures that The SK-counter lists assigned for SCPAC configurations and the SK-counter value assigned for CPAC configurations are uniquely different. No specification changes are needed in this regard.
Proposal 6:
RAN2 to revisit SK-counter selection and SK-counter-list maintenance for SCPAC Failure scenarios after RAN2 concludes on these scenarios (S-RLF, S-CPAC Execution Failures).
Proposal 7 : 
RAN2 to discuss the need for defining UE behaviour for the scenario where free SK-counter not available at the time of S-CPAC execution based on contributions in the next meeting.



