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During the RAN WG2 meeting 123, RAN WG2 received an LS from SA3 in R2-2308269 asking:
SA3 asks RAN WG2
· Apply changes to relevant RAN2 specifications to prohibit insecure re-direct to 3G (UTRA) as per the request from GSMA (if needed in coordination with CT1)
· Review potential downgrade to 2G (GERAN) attacks that can occur in LTE idle mode and mitigate these accordingly
Re-direct to 3G: RAN WG2 received now the LS from CT1 in R2-2309405/ C1-236517 asking RAN2 to take these changes (updates to the definition of the redir-policy bit) into account and perform any needed changes to related specifications accordingly. Those changes are provided in R2-2310617 which is ready to be agreed.
Review potential downgrade to 2G (GERAN) attacks that can occur in LTE idle mode and mitigate these accordingly.
Several companies have started the work to evaluate potential issues and possible solutions. It should be highlighted that the aim of this work is the evaluation of all potential issues as highlighted in the SA3 LS and not solving one particular issue while leaving other potential issues unsolved. This also means that more time is needed to come with a complete proposal. The current intention is that this work will result in proposals for the next RAN WG2 meeting.
The annex below highlights the current status of offline discussions and additional input (e.g. if any additional parameters need to be considered) to the annex below is requested. As part of this input, it is also proposed to cover any other related issues if any.
Proposal: It is proposed to postpone the discussion on IDLE mode reselections to the next meeting with the intention to have a CR set supported by many operators for the RAN WG2 #124.
The proposals in Annex A are NOT intended to be agreed at this RAN 2 #123bis meeting.


ANNEX A: Current state of investigations
Introduction
3GPP in general and RAN WG2 in particular took several actions in the past to increase the system security and reduce the risk of bidding down attacks where the UE is forced into the older/less secure technology. 
In the light of recent GSMA-CVD-2022-0064 paper and the incoming LS from SA3 in S3-233321, we would like to discuss which parameter settings/ranges can be regarded as “reasonable” and which are “hard to explain”. 
For an operator it is important to understand which “allowed/standardised” parameter values would not be normally used as it could avoid those setting in the real network and for the entire community, it is important to understand those ranges, as they might open the door to similar issues as described in GSMA-CVD-2022-0064.
Discussion
Before starting the discussion about LTE SIB7, it is important to highlight that different operators might have different frequencies band allocated and give those bands different priorities depending on particular deployment scenario and the wish to keep longer or not the UEs on a particular frequency layer. Below there is one example of how it can be done:
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Example of Frequency Priorities 

The SIB 7 was introduced in LTE in release 8 (R2-080949 February 2008) and allows the operator to set the cell reselection priority in GSM higher compared to LTE. Historically SIB7 was a split of original SIB 4 (please see R2-080241).  

Today LTE is largely deployed in most countries in the world and some network operators have already stopped using GSM networks or thinking to do so. It can also be noted that in Rel 8, LTE has not provided voice functionalities as VoLTE was introduced in Release 9. Therefore it was reasonable to give GSM a higher priority at that time to guarantee Voice coverage. Today it is questionable why in a real deployment GSM network should be prioritised over LTE.
Observation 1: Nowadays, it is “hard to explain” why GSM network should be prioritised over LTE network.
Proposal 1: Starting from release 18 the UEs receiving GSM cell priority higher than LTE should ignore it and treat GSM cell as if it had lower reselection priority. 



Example and some considerations about “hard to explain” value ranges
Consider 2 networks: 
· normal operator which has at least LTE network 
· “spider” network (not authorised network able at least to install “fake” base stations) aiming to bring as many UEs into “their” GSM cells as possible.
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SIB7

STEP 1: The “spider network” transmits a 4G cell on the same frequency as the real LTE cell. For example, by the fake 4G cell coming close to the UE, the signal level of “LTE fake” becomes stronger than that of the real LTE cell. The criteria for Intra Frequency Reselections with the same priority are described in 5.2.4.6 of 36.304:



Simplified it could be seen that if the received signal strength  from the “spider network” is more than a few dB above the strength of the operator’s cell, the UEs would move to spider LTE NW: 

RSRP Serving Cell + Qhyst< RSRP Neighbour cell -Qoffset during Treselection  
· Q-Hyst is set in SIB3: Typically, a few dB (e.g. 3-4dB) 
· Qoffset is set in SIB4 for Intra Frequency: Typically, a few dB (e.g. 0-2 dB) 

For Intra Frequency LTE Reselection: The coverage of the spider network needs to be at least few dB better (e.g. 3-6 dB) compared the operator network to get UEs reselecting into the spider LTE network.
STEP 2: The UE is now under the cell of “spider” network. Assuming GSM cell cannot be of higher priority compared to LTE (proposal 1 above), then there are still mechanisms to move the UE to 2G. 
Reselection from 4G to low priority 2G:
There are 2 main criteria which need to be fulfilled to enable the reselection to a GSM cell of lower priority: 
1. Srxlevserving < ThreshServing, LowP (SIB3).  ThreshServing, LowP can be set between 0-62 dB.
2. Srxlevneighbour > ThreshX, LowP (SIB7) during a time interval TreselectionRAT
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Example of reselection parameters  


Analysis of the first condition: Srxlevserving < ThreshServing, LowP (SIB3):

Srxlevserving = Qrxlevmeasserving – Qrxlevminserving, where for an LTE cell
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There are 2 parameters which influence the first condition:

1. Q-RxlevMin (SIB1) 

Q-RxLevMin (serving) is an important parameter and can be set differently depending on deployment scenario. Normally it would be between -116 dBm and -140 dBm depending on the density of deployment. 
In our example above the value is -126 dBm. It is difficult to explain why the values much higher than e.g. -116 dBm should be used. 

Proposal 2: In the LTE to GSM cell reselection process, all UEs (starting from Rel 18) should treat the values of  Q-RxLevMin higher than -X dBm as -X dBm. 

Proposal 3: It is proposed to define X as 116.

2. ThreshServing, LowP (SIB3)

Reselections to GSM with a lower priority as LTE should normally happen as a last resort once LTE coverage is really bad and e.g., Voice quality cannot be really guaranteed anymore. In our example the measured cell level representing LTE cell edge in this case is between -122 dBm/-124 dBm. To determine such LTE cell edge condition ThreshServing, LowP (SIB3) will be used and would be set to 2-4 dB.

ThreshServing, LowP (SIB3) determines the cell edge condition compared to Q-RxLevMin (serving) and the lower the value of ThreshServing, LowP, the longer the UE stays in LTE cell; and the higher the value of ThreshServing, LowP (SIB3) are, the faster UEs leave LTE cell even if the LTE signal level is good. 

Observation 2: It is hard to explain why ThreshServing, LowP (SIB3) should be set to values above e.g. 6 dB as it would allow the reselection to GSM cell even LTE cell is of good quality.

Proposal 4: It is proposed that all UEs (starting from Rel 18) would not follow ThreshServing, LowP of more than X dB, but instead, apply a fixed value of 6 dB. 

Proposal 5: It is proposed to define X on the level of 6 dB.


Analysis of the second condition Srxlevneighbour > ThreshX, LowP (SIB7):

Srxlevneighbour = Qrxlevmeasneighbour – Qrxlevminneighbour (as broadcast in SIB7 by the serving LTE cell):

Parameter "Qrxlevmin" in TS 36.304 [4], minimum required RX level in the GSM cell. The actual value of Qrxlevmin in dBm = (field value * 2) - 115.  Field value is 0-45 for SIB7. See q-RxLevMin in 36.331. By setting of “field value to 0” within SIB7, the minimum value of Qrxlevminneighbour of the target is -115 dBm.
Observation 3: A false 4G base station would set the GSM value of Qrxlevminneighbour (in SIB 7) to the lowest possible value to encourage reselection to the 2G false base station. However it might also be a normal NW using these values as the threshold ThreshX, LowP can influence reselection happens too.
ThreshX, LowP provides a threshold for reselection and the bigger it is, the higher is the difference between the Qrxlevminneighbour of the target and the measured neighbour cell signal strength when the reselection happens. In our two examples above, the measured GSM neighbour cell signal strength level would need to be above either    -105 dBm.
Observation 4: A false 4G base station would set the GSM value of ThreshX to the lowest possible value to encourage reselection to the 2G false base station, but equally it might be a real operator if it sets Qrxlevminneighbour to the higher value 
Measurements
The spider network need first to trigger the UE to perform measurements on the frequencies (see 5.2.4.2 of 36.304):
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In another way of writing it, the UE shall start inter frequency and inter-RAT measurements if
Srxlevserving < SnonIntraSearchP as broadcasted in SIB3. 
· Srxlevserving = Qrxlevmeasserving – Qrxlevminserving 
SnonIntraSearchP relates to the difference between the Qrxlevminserving and Qrxlevmeasserving. The bigger the SnonIntraSearchP the sooner interFrequency and/or InterRAT measurements are started. One example is below:
· Qrxlevminserving=-130 dBm (measured value) and SnonIntraSearchP=62dB (maximum value)
· The measurements will be started at RSRP of -68dBm 
Today many operators own many LTE and NR frequencies, leading to the situation that several frequencies might have higher priorities than the serving (e.g. low frequency) LTE cell, and hence requiring the UE to start measuring inter-frequency/inter-RAT neighbour cells at very high levels of serving LTE cell signal strength. Therefore it is difficult to determine an “unusual” value range for SnonIntraSearchP.
Observation 6: It is difficult to find “hard to explain” ranges for SnonIntraSearchP. 
How to capture proposals 1, 2, 3 and 4 in specifications:
Text Proposal to 36.304: 

If the device supports the protection against improper reselection to GERAN then:

The UE shall treat GERAN Frequency as lowest priority”, set the value of “ThreshServing, LowP” to 6dB if the value broadcasted is higher than 6db and set the value of Q-RxLevMin (broadcasted in SIB1) used for reselection to GERAN to the value of -116dBm if the value broadcasted is higher than -116dBm.

Summary of Observations and Conclusions for:
GSM has higher priority than LTE:
· Observation 1: Nowadays, it is “hard to explain” why GSM network should be prioritised over LTE network.
· Proposal 1: Starting from release 18 the UEs receiving GSM cell priority higher than LTE should ignore it and treat GSM cell as if it had lower reselection priority. 
GSM has equal or smaller priority as LTE. Condition: Srxlev < ThreshServing, LowP (SIB3) 
· Proposal 2: In the LTE to GSM cell reselection process, all UEs (starting from Rel 18) should treat the values of  Q-RxLevMin higher then -X dBm as -X dBm. 

· Proposal 3: It is proposed to define X on the level of -116 dBm.

· Observation 2: It is hard to explain why ThreshServing, LowP (SIB3) should be set to values above e.g. 6 dB as it would allow the reselection to GSM cell even LTE cell is of good quality.

· Proposal 4: It is proposed that all UEs (starting from Rel 18) would not follow ThreshServing, LowP of more than X dB, but instead, apply a fixed value of X dB. 

· Proposal 5: It is proposed to define X on the level of 6 dB.

GSM has equal or smaller priority as LTE. Condition: ThreshX, LowP (SIB7) during a time interval TreselectionRAT:
· Observation 3: A false 4G base station would set the GSM value of Qrxlevminneighbour (in SIB 7) to the lowest possible value to encourage reselection to the 2G false base station, however it might also be a normal NW using these values as the threshold ThreshX, LowP can influence reselection happens too.
· Observation 4: A false 4G base station would set the GSM value of ThreshX to the lowest possible value to encourage reselection to the 2G false base station, but equally it might be a real operator if it sets Qrxlevminneighbour to the higher value. 
With regard to triggering inter-RAT measurements

· Observation 6: It is difficult to find “hard to explain” ranges for SnonIntraSearchP. SnonIntraSearchP only causes the start of the measurement process.
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- Q-RxLevMini

The IE O-RxLevMin is used to indicate for cell selection/ re-selection the required minimum received RSRP level in the
(E-UTRA) cell. Corresponds to parameter Qrgevmin in TS 36.304 [4]. Actual value Qryevmin = field value * 2 [dBm].

Q-RxLevMin information element

—— ASN1START

Q-RxLevMin ::= INTEGER (-70..-22)

—-— ASN1STOP
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