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1. Introduction
This document discusses remaining issue on LTM cell switch procedure, especially on radio bearer handling. 
2. Discussions
[bookmark: _Hlk110621979]
2.1	LTM cell switch execution
In the latest RRC running CR, the following is captured based on the agreement in the past meetings.
	5.3.5.x.5	LTM cell switch execution
Upon the indication by lower layers that an LTM cell switch procedure is triggered, or upon performing LTM cell switch following cell selection performed while timer T311 was running, as specified in 5.3.7.3, the UE shall:
Editor’s Note: FFS on whether it needs to be clarified that lower layers indicate an LTM candidate cell configuration ID, among other info.
1> release/clear all current dedicated radio configuration associated with the cell group for which the LTM cell switch procedure is triggered except for the following:
2> if the LTM cell switch is triggered on the MCG:
-	the MCG C-RNTI;
-	the AS security configurations associated with the master key;
2> else, if the LTM cell switch is triggered on the SCG:
-	the AS security configurations associated with the secondary key;
-	the SRB1/SRB2 configurations and DRB configurations as configured by radioBearerConfig or radioBearerConfig2;
-	the RLC entity configuration, which include one or more RLC-BearerConfig IEs;
-	the UE variables VarLTM-Config and VarLTM-UE-Config.



However, it was not discussed how SDAP configuration would be handled.
Considering that DRB configurations are not released here, it is natural that SDAP configuration is also not released.

Proposal 1: Upon an LTM cell switch, the UE does not release the radio bearer related configuration including SDAP configuration.

Also, the following agreement was made in the last meeting [1].
Upon an LTM cell switch, the UE shall release the radio bearer that are part of the current UE configuration but not part of the target LTM candidate cell configuration.

However, the released radio bearer may be part of the target configuration when a subsequent LTM cell switch is triggered. In this case, the released radio bearer needs to come back upon the subsequent LTM cell switch. For this purpose, when the radio bearers are released, the radio bearer configuration has to be stored, e.g., as a context. Otherwise, when the radio bearer come back, all state variables are set to initial values and it will cause key stream reuse issue.

Proposal 2: When the UE releases the radio bearers that are part of the current UE configuration but not part of the target LTM candidate cell configuration, the UE should store the radio bearer configuration of the released bearer.

There are two cases the radio bearer is not part of the current UE configuration but part of the target LTM candidate cell configuration, i.e., one is the case the radio bearer hasn’t been established since the LTM-config was configured and the other is the case the radio bearer has been released since the LTM config was configured. For the former case the radio bearer is established by the legacy radio bearer addition method. However, for the latter case the radio bearer should established by the stored radio bearer configuration.

Proposal 3: Upon an LTM cell switch, the UE should establish the radio bearer(s) that are not part of current UE configuration but part of the target LTM candidate configuration, and:
- if the radio bearer configuration is not stored in the UE, the UE adds the radio bearer
- if the radio bearer configuration is stored in the UE, the UE establish the radio bearer by the stored radio bearer configuration

2.2	LTM cell switch failure
In the RAN2#123 meeting, the following agreement on fast recovery was made [1].
Upon an LTM cell switch failure (i.e., supervision timer expiry) or RLF, fast recovery similar to CHO:
a)	UE performs cell selection.
b)	If selected cell is an LTM candidate cell, UE performs RACH-based LTM cell switch on the selected cell (network-controlled).
c)	If selected cell is not an LTM candidate cell, UE transmits RRC re-establishment request.

For fast recovery, RAN2 needs to discuss how to avoid key stream reuse. For Rel-16 CHO, key stream reuse issue on HOF handling has been pointed out and discussed [3]. The conclusion of the discussion was captured in TS 38.331 as follows.
	[bookmark: _Toc60776807][bookmark: _Toc60867588]5.3.7.3	Actions following cell selection while T311 is running
…
NOTE 1:	It is left to network implementation to how to avoid keystream reuse in case of CHO based recovery after a failed handover without key change.



This means, e.g., The network always sets masterKeyUpdate in condRRCReconfig if attemptCondReconfig is set in ConditionalReconfiguration [2].
However, since RAN2 already agreed that no support of security key update in Rel-18 with LTM, the same approach cannot be applied for LTM execution failure case.

Observation 1: In Rel-16 CHO based recovery, security key update is used for avoiding key stream reuse issue. But the same approach cannot be reused for LTM fast recovery.

However, the main problem for occurring key stream reuse in CHO based recovery is the UE reverts back to the source PCell configuration at the HOF. When the UE reverts back to the source PCell configuration the COUNT values are also reverted if CBRA was used for the failed handover, and if the selected cell is one of the candidate cells, the UE transmits RRCReconfigurationComplete message with the reverted COUNT value if the security key is not updated. This results in key stream reuse issue.

Observation 2: The main problem for occurring key stream reuse in CHO based recovery is when the UE reverts back to the source PCell configuration at the HOF, the COUNT value is also reverted if CBRA is used for the failed handover.

[bookmark: _Hlk134548576]Therefore, if the UE can avoid reverting the COUNT values at LTM cell switch failure, the potential key stream reuse issue at LTM fast recovery will be solved. We propose that after LTM cell switch failure, the UE reverts back to the UE configuration in the source PCell except state variables of PDCP entities, and in the RRC re-establishment procedure:
· if selected cell is one of PCell of the candidate configurations and attemptLTM-Switch is configured, the UE performs LTM cell switch.
· else, the UE reverts back the state variables of PDCP entities to the value used in the source PCell and transmits RRCReestablishmentRequest message.

Proposal 4: At T304 expiry, in order to avoid key stream reuse, when the UE reverts back to the UE configuration in the source PCell, at least state variables of PDCP entity should be kept.

Proposal 5: In the RRC re-establishment procedure, if attemptLTM-Switch is not configured or selected cell is not one of the candidate cell, the UE reverts back the kept state variables to the value used in the source PCell and transmits RRCReestablishmentRequest message.

3. Conclusion
< LTM cell switch execution >
Proposal 1: Upon an LTM cell switch, the UE does not release the radio bearer related configuration including SDAP configuration.

Proposal 2: When the UE releases the radio bearers that are part of the current UE configuration but not part of the target LTM candidate cell configuration, the UE should store the radio bearer configuration of the released bearer.

Proposal 3: Upon an LTM cell switch, the UE should establish the radio bearer(s) that are not part of current UE configuration but part of the target LTM candidate configuration, and:
- if the radio bearer configuration is not stored in the UE, the UE adds the radio bearer
- if the radio bearer configuration is stored in the UE, the UE establish the radio bearer by the stored radio bearer configuration

< LTM cell switch failure >
Observation 1: In Rel-16 CHO based recovery, security key update is used for avoiding key stream reuse issue. But the same approach cannot be reused for LTM fast recovery.

Observation 2: The main problem for occurring key stream reuse in CHO based recovery is when the UE reverts back to the source PCell configuration at the HOF, the COUNT value is also reverted if CBRA is used for the failed handover.

Proposal 4: At T304 expiry, in order to avoid key stream reuse, when the UE reverts back to the UE configuration in the source PCell, at least state variables of PDCP entity should be kept.

Proposal 5: In the RRC re-establishment procedure, if attemptLTM-Switch is not configured or selected cell is not one of the candidate cell, the UE reverts back the kept state variables to the value used in the source PCell and transmits RRCReestablishmentRequest message.
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