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[bookmark: _Ref488331639]Introduction 
In this contribution, we would like to keep discussing the open issues for subsequent CPAC, mainly regarding the candidate cell configurations, reference configuration, and security update aspects.             
[bookmark: _Ref178064866]Discussion
Candidate configurations
In legacy CPC, upon transmission of the SCG Failure Information message to the MN, the UE stops evaluating the CPC execution condition. The UE is not required to continue conditional reconfiguration evaluation for CPA or CPC candidate upon transmission of the SCG Failure Information message to the MN. For subsequent CPAC, similar principle can be followed. 
And for the stored subsequent CPAC configuration, we understand UE can rely on NW explicit signalling to perform release and maintenance.
[bookmark: _Toc146824386]UE stops evaluating the subsequent CPC execution conditions upon transmission of the SCG Failure Information message to the MN. 
[bookmark: _Toc146824387]UE maintains the subsequent CPAC configurations upon SCG failure and rely on explicit signalling to release.
In last meeting, RAN2 discussed the configuration release/maintenance for subsequent CPAC and the following agreements have been reached: 
[bookmark: OLE_LINK1]UE autonomously releases the subsequent CPAC configurations in the following cases: upon RRC re-establishment and RRC release (to RRC_IDLE and/or RRC_INACTIVE)
No need for an optimized single-indication-release of CPAC configuration. Can rely on explicit release for other cases. 
As shown in the agreements, UE relies on explicit signalling to release the subsequent CPAC configuration for other cases including SCG release, PCell change and etc. For SCG release case, to support subsequent CPA, NW may maintain/release the subsequent CPAC configuration based on explicit signalling. While for intra-SN subsequent CPC, the candidate cell configuration is prepared and delivered by SN without MN involvement, if the SCG is release, it is not possible to rely on NW to release the subsequent CPAC configuration with explicit signalling. And MN is also not able to explicitly release the configuration as the subsequent CPAC is initiated by SN without MN involvement. Therefore, it is proposed that the subsequent CPAC configuration shall be autonomously released by UE upon SCG release.
[bookmark: _Toc146824388]UE autonomously releases SN initiated intra-SN subsequent CPAC configuration when SCG is released.
Reference configuration
Reference configuration is employed for subsequent CPAC to support delta candidate cell configuration, which is aiming to reduce the signalling overheads. The granularity of reference configuration has been discussed, and RAN2 assumed single reference configuration is supported. There are still open issues on reference configuration handling. 
· The first issue is about the RRC model for reference configuration. As reference configuration is used to assist UE to form a complete candidate configuration, and the reference configuration may also be a complete configuration. The RRC reconfiguration message can be used to provide the reference configuration. Since SCG change/addition may involve the update of MCG configuration, the MCG configuration can be also included in reference configuration.
[bookmark: _Toc146824389]RRC reconfiguration message is used to provide reference configuration. And the reference configuration can include MCG config. 
· Regarding to the reference configuration generation, as we have agreed that both MN-initiated and SN-initiated subsequent CPAC are supported for Rel-18, the reference configuration maybe generated by different nodes. For SN-initiated case, source SN can initially generate the reference configuration, and provide it to other candidates. For MN-initiated case, as there is no serving SN available for reference configuration generation, MN can generate the reference configuration and deliver it to candidate SNs for candidate cell configuration preparation.
[bookmark: _Toc146824390]Reference configuration generation is initially triggered by the node that triggers the subsequent CPAC procedure.
· Another question is about the reference configuration modification/update. As we know, reference configuration is used for all candidates to form a complete configuration for the subsequent CPAC execution. Modification of the reference configuration may result in reconfiguration of all candidate cell configuration; thus, frequent reference update should be prohibited. 
· How to release the reference configuration is also FFS. Since only one reference config will be maintained by UE, if new reference configuration is received, UE will replace the stored reference configuration by the newly received one. And if the whole subsequent CPAC config is released, e.g., released by NW or UE autonomously released, the corresponding reference configuration should be released accordingly.
[bookmark: _Toc141709608][bookmark: _Toc142319129][bookmark: _Toc142319684][bookmark: _Toc142320250][bookmark: _Toc141709609][bookmark: _Toc142319130][bookmark: _Toc142319685][bookmark: _Toc142320251][bookmark: _Toc146824391]Reference configuration update based on delta config is not supported.
[bookmark: _Toc146824392]The reference configuration is released when the subsequent CPAC configuration is released.
And RAN2 has reached consensus on following similar design on reference configuration as in LTM.
For the reference configuration for SCG Selective Activation, aim at following similar design as LTM.
Assume for now that there is only one reference configuration.
In previous meeting, the following agreements have been reached for LTM:
The reference configuration is provided to all candidates involved in preparation, FFS which node initially generates it. Assume it can be provided in MN initiated and in SN initiated procedures.  
Whether the Reference configuration is a complete configuration or not is up to the network implementation. 
Reference configuration + LTM candidate configuration (in combination) has to be a complete configuration. 
The reference configuration is always explicitly signalled (not automatically derived from any other config, e.g. current).
Reference config can be empty
In the RRC procedures, the candidate delta configuration is applied on top of the reference configuration to form a complete candidate configuration when the UE receives the LTM configuration (before the LTM cell switch). UE implementation can postpone that step to the reception of the LTM cell switch command. FFS Discuss early vs late compliance check. 
In the RRC procedures, the complete candidate configuration is applied and replacing the current UE configuration (at the time of reconfiguration execution/cell switch), by a RRC reconfiguration procedure that makes replacements of configuration but doesn’t necessarily reset MAC, RLC or PDCP. FFS whether we can rely on a modified version of the reconfiguration procedure with fullconfig flag set. FFS how to make sure the procedures work in case the LTM candidate configuration is a complete configuration. 
A UE capability to indicate the support of the reference configuration is introduced. If reference configuration is not supported then complete candidate configurations has to be used. 

As we agreed to follow similar design as LTM, we understand the related agreements can be confirmed for subsequent CPAC.
[bookmark: _Toc146824393]RAN2 confirm the following agreements for subsequent CPAC:
· [bookmark: _Toc146824394]The reference configuration is provided to all candidates involved in preparation;
· [bookmark: _Toc146824395]Whether the Reference configuration is a complete configuration or not is up to the network implementation;
· [bookmark: _Toc146824396]Reference configuration + LTM candidate configuration (in combination) has to be a complete configuration;
· The reference configuration is always explicitly signalled (not automatically derived from any other config, e.g. current).
· Reference config can be empty
· [bookmark: _Toc146824397]In the RRC procedures, the candidate delta configuration is applied on top of the reference configuration to form a complete candidate configuration when the UE receives the subsequent CPAC configuration (before the CPAC execution). UE implementation can postpone that step to the CPAC execution;
· [bookmark: _Toc146824398]In the RRC procedures, the complete candidate configuration is applied and replacing the current UE configuration (at the time of reconfiguration execution/cell switch);
· [bookmark: _Toc146824399]A UE capability to indicate the support of the reference configuration is introduced. If reference configuration is not supported then complete candidate configurations has to be used
[bookmark: _Toc134200534][bookmark: _Toc134258841][bookmark: _Toc134694337][bookmark: _Toc134694355][bookmark: _Toc134694373][bookmark: _Toc131429200][bookmark: _Toc131436264][bookmark: _Toc131491341][bookmark: _Toc134200535][bookmark: _Toc134258842][bookmark: _Toc134694338][bookmark: _Toc134694356][bookmark: _Toc134694374][bookmark: _Toc131429201][bookmark: _Toc131436265][bookmark: _Toc131491342][bookmark: _Toc134200536][bookmark: _Toc134258843][bookmark: _Toc134694339][bookmark: _Toc134694357][bookmark: _Toc134694375][bookmark: _Toc142319142][bookmark: _Toc142319697][bookmark: _Toc142320263][bookmark: _Toc131429203][bookmark: _Toc131436267][bookmark: _Toc131491344][bookmark: _Toc131429204][bookmark: _Toc131436268][bookmark: _Toc131491345][bookmark: _Toc131429205][bookmark: _Toc131436269][bookmark: _Toc131491346][bookmark: _Toc131429206][bookmark: _Toc131436270][bookmark: _Toc131491347][bookmark: _Toc131429207][bookmark: _Toc131436271][bookmark: _Toc131491348][bookmark: _Toc131429208][bookmark: _Toc131436272][bookmark: _Toc131491349][bookmark: _Toc142319148][bookmark: _Toc142319703][bookmark: _Toc142320269]Security update
Regarding the security update issue for inter-SN subsequent CPAC, SA3 has provided the solution on how to provide SN counter values as well as how to derive the key for SN in the LS reply.
SA3 wants to update on the state of the security analysis on selective SCG.
SA3 has considered different alternative solutions to address the issue and concluded to have a SN Counter based solution for fresh key derivation for selective SCG activation. 
Following is the solution details from security perspective:
1. The MN provides to the UE the SN Counter values for each SN, and the UE stores these values along with the CPC.
2. The UE derives the KSN using the KgNB together with an unused SN Counter value pre-provisioned by the MN. The UE changes the SN Counter upon every SN change. 
According to the solutions provided by SA3, the following agreements have been confirmed in RAN2:
Will support the SA3 solution, i.e. update of Sk-counter at inter-SN-mobility, based on pre-configured multiple Sk-counter. UE need to know when Sk counter need to change.

There are still open issues related to SN counter maintenance and key derivation:
1. How UE maintains the preconfigured SK counters?
As shown in SA3 LS, MN provides multiple SN counter values for subsequent inter-SN CPAC procedure key derivation, with the configured SN counters, UE shall store it along with subsequent CPAC configurations. Currently, upon reception of subsequent CPAC configurations, UE will store the related candidate cell configuration, reference configuration and the execution condition for subsequent CPAC in UE variable to support the subsequent CPAC procedure. Similarly, the SK counter values can be stored together with other subsequent CPAC configuration, i.e. within VarConditionalReconfig.
[bookmark: _Toc146824400]Upon reception of the SK counter configuration, UE stores it together with the subsequent CPAC configuration, i.e. single UE variable is used.

2. How to select the SK counter for key derivation among multiple pre-configured SK counter values?
According to the principle of legacy SN counter maintenance at MN, SN counter shall be increased monotonically:
The MN shall set the SN Counter to ‘0’ when a new AS root key, KNG-RAN, in the associated 5G AS security context is established. The MN shall set the SN Counter to ‘1’ after the first calculated KSN, and monotonically increment it for each additional calculated KSN. The SN Counter value '0' is used to calculate the first KSN. 
For subsequent CPAC, UE can follow similar way on SK counter selection. If multiple sk_counters are preconfigured for subsequent CPAC, UE selects the SK counter with increasing order for key derivation.
[bookmark: _Toc118470750][bookmark: _Toc131781693][bookmark: _Toc146824401]UE selects the sk_counter value with increasing order for security key update for subsequent CPAC.

3. How UE handles the used SK counter value?
As mentioned in SA3 LS, the UE derives the S-KgNB using the KgNB together with an unused sk_counter value. For those sk_counter values that have been used in previous CPAC procedures, UE shall consider them as invalid. 
[bookmark: _Toc146824402]After the sk_counter has been applied, UE considers the sk_counter as invalid. 

And how to determine whether the SK counter is a “used” SK counter is questionable:
· If UE has successfully completed the RACH procedure towards an inter-SN candidate PSCell, and UE has derived the new key with a selected SK counter. This “selected SK counter” should be considered as “used” SK counter.
· On the other hand, if an inter-SN candidate PSCell has been selected for conditional reconfiguration execution and UE has derived the new key with a selected SK counter. After then, if the RACH procedure fails, it is not clear on whether the “selected SK counter” is considered as “used” or ”unused”.
[bookmark: _Toc146824403]RAN2 further discuss whether the sk_counter is considered as “used” if CPC/CPA failure occurs.  

4. How to differentiate inter-SN and intra-SN scenario?
As we know, UE is required to update the security key if PDCP anchor changes, i.e. inter-SN CPAC. With the UE movement, the relationship (i.e., inter-SN and intra-SN) between source PSCcell and target PSCcell is unfixed. Considering UE has no knowledge of SN deployment, and NW cannot predict UE movement, inclusion of the inter-SN or intra-SN indication in candidate cell configuration is necessary. The indication may be also needed to configure sk counters. For example, the indication can work as the pointer between candidate cells and the sk counters that can be used.
[bookmark: _Toc131781695][bookmark: _Toc146824404]Introduce“inter-SN/intra-SN”indication to determine whether to perform key update  for subsequent CPAC, i.e. cell set ID.
Conclusion
Based on the discussion above, we have the following proposals:
[bookmark: _GoBack]Proposal 1	UE stops evaluating the subsequent CPC execution conditions upon transmission of the SCG Failure Information message to the MN.
Proposal 2	UE maintains the subsequent CPAC configurations upon SCG failure and rely on explicit signalling to release.
Proposal 3	UE autonomously releases SN initiated intra-SN subsequent CPAC configuration when SCG is released.
Proposal 4	RRC reconfiguration message is used to provide reference configuration. And the reference configuration can include MCG config.
Proposal 5	Reference configuration generation is initially triggered by the node that triggers the subsequent CPAC procedure.
Proposal 6	Reference configuration update based on delta config is not supported.
Proposal 7	The reference configuration is released when the subsequent CPAC configuration is released.
Proposal 8	RAN2 confirm the following agreements for subsequent CPAC:
	The reference configuration is provided to all candidates involved in preparation;
	Whether the Reference configuration is a complete configuration or not is up to the network implementation;
	Reference configuration + LTM candidate configuration (in combination) has to be a complete configuration;
	In the RRC procedures, the candidate delta configuration is applied on top of the reference configuration to form a complete candidate configuration when the UE receives the subsequent CPAC configuration (before the CPAC execution). UE implementation can postpone that step to the CPAC execution;
	In the RRC procedures, the complete candidate configuration is applied and replacing the current UE configuration (at the time of reconfiguration execution/cell switch);
	A UE capability to indicate the support of the reference configuration is introduced. If reference configuration is not supported then complete candidate configurations has to be used
Proposal 9	Upon reception of the SK counter configuration, UE stores it together with the subsequent CPAC configuration, i.e. single UE variable is used.
Proposal 10	UE selects the sk_counter value with increasing order for security key update for subsequent CPAC.
Proposal 11	After the sk_counter has been applied, UE considers the sk_counter as invalid.
Proposal 12	RAN2 further discuss whether the sk_counter is considered as “used” if CPC/CPA failure occurs.
Proposal 13	Introduce“inter-SN/intra-SN”indication to determine whether to perform key update  for subsequent CPAC, i.e. cell set ID.

[bookmark: _In-sequence_SDU_delivery][bookmark: _Ref189809556][bookmark: _Ref174151459][bookmark: _Ref450865335]Reference
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