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1	Introduction
In this contribution we address some inconsistency that is present in current RRC specification about how to update the security algorithms at a UE. 
[bookmark: _Ref178064866]2	Discussion
According to the current specification, in current TS 38.331 clause 5.3.1.2 the following it is stated:
The integrity protection algorithm is common for SRB1, SRB2, SRB3 (if configured), SRB4 (if configured) and DRBs configured with integrity protection, with the same keyToUse value. The ciphering algorithm is common for SRB1, SRB2, SRB3 (if configured), SRB4 (if configured) and DRBs configured with the same keyToUse value. Neither integrity protection nor ciphering applies for SRB0.
…
RRC integrity protection and ciphering are always activated together, i.e. in one message/procedure. RRC integrity protection and ciphering for SRBs are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (nea0).
…
The integrity protection and ciphering algorithms can only be changed with reconfiguration with sync. The AS keys (KgNB, KRRCint, KRRCenc, KUPint and KUPenc) change upon reconfiguration with sync (if masterKeyUpdate is included), and upon connection re-establishment and connection resume.
…
For a UE provided with an sk-counter, keyToUse indicates whether the UE uses the master key (KgNB) or the secondary key (S-KeNB or S-KgNB) for a particular DRB. The secondary key is derived from the master key and sk-Counter, as defined in TS 33.501[11]. Whenever there is a need to refresh the secondary key, e.g. upon change of MN with KgNB change or to avoid COUNT reuse, the security key update is used (see 5.3.5.7). When the UE is in NR-DC, the network may provide a UE configured with an SCG with an sk-Counter even when no DRB is setup using the secondary key (S-KgNB) in order to allow the configuration of SRB3. The network can also provide the UE with an sk-Counter, even if no SCG is configured, when using SN terminated MCG bearers.
According to the yellow statement, it is clear that the integrity protection and ciphering algorithm are the same for SRBs and DRBs that are terminated at the same anchor point.
Further, the green statement clarify that the integrity protection and ciphering algorithms can only be changed with reconfiguration with sync.
According to TS 38.331 clause 5.3.1.2, the reconfiguration with sync procedure is the only method to change the security algorithms at the UE.
However, according to the field condition of the field securityAlgorithmConfig within RadioBearerConfig IE, the understanding is that the security algorithms can also be provided to the UE even if reconfiguration with sync is not used. 
	RBTermChange1
	The field is mandatory present in case of:
-	set up of signalling and data radio bearer,
-	change of termination point for the radio bearer between MN and SN,
-	handover from E-UTRA/EPC or E-UTRA/5GC to NR,
-	handover from NR or E-UTRA/EPC to E-UTRA/5GC if the UE supports NGEN-DC.
It is optionally present otherwise, Need S.



According to field condition of securityAlgorithmConfig within RadioBearerConfig IE, the security algorithms can also be provided to the UE even if reconfiguration with sync is not used.
This seems to be in contradiction with what is stated in TS 38.331 clause 5.3.1.2. According to this, it would be good for RAN2 to clarify what is the expected behaviour on how to change the security algorithms at the UE for both MN-terminated and SN-terminated bearers. In principle, three options can be considered, which are not mutually exclusive:
1. The security algorithms at the UE can only be changed with reconfiguration with sync (for both SRBs and DRBs).
2. The security algorithms at the UE can be changed by release and add of a radio bearer (at least for DRBs).
3. The security algorithms at the UE can be changed by just including securityAlgorithmConfig within RadioBearerConfig without the need of reconfiguration with sync or release and add of a radio bearer (at least for DRBs).
Therefore, we propose:
RAN2 to discuss and clarify which of these options (which are not mutually exclusive) are feasible in order to change the security algorithms at the UE:
a) The security algorithms at the UE can only be changed with reconfiguration with sync (for both SRBs and DRBs).
b) The security algorithms at the UE can be changed by release and add of a radio bearer (at least for DRBs).
c) The security algorithms at the UE can be changed by just including securityAlgorithmConfig within RadioBearerConfig without the need of reconfiguration with sync or release and add of a radio bearer (at least for DRBs).
3	Conclusion
According to the discussion in Section 2, the following observations are made:
1. According to TS 38.331 clause 5.3.1.2, the reconfiguration with sync procedure is the only method to change the security algorithms at the UE.
According to field condition of securityAlgorithmConfig within RadioBearerConfig IE, the security algorithms can also be provided to the UE even if reconfiguration with sync is not used.

Based on the discussion in the previous sections we propose the following:
1. RAN2 to discuss and clarify which of these options (which are not mutually exclusive) are feasible in order to change the security algorithms at the UE:
a) The security algorithms at the UE can only be changed with reconfiguration with sync (for both SRBs and DRBs).
b) The security algorithms at the UE can be changed by release and add of a radio bearer (at least for DRBs).
c) The security algorithms at the UE can be changed by just including securityAlgorithmConfig within RadioBearerConfig without the need of reconfiguration with sync or release and add of a radio bearer (at least for DRBs).
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