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Introduction 
Based on the RAN2 LS [1] on the possibility of re-using the same security key handler (sk-counter), SA3 has discussed the issue and provided their view [2]. The below part highlights the main aspect of the reply where SA3 feels that the keystream re-use is to be avoided. In this paper, we provide a simple solution and an additional option to solving the SA3 requirement.
	
Q1: RAN2 would like to know whether SA3 considers the existing handling of sk-counter/ S-KgNB in the above scenarios acceptable, i.e. the same sk-counter/ S-KgNB is used while connected to SN #1 before and after being connected to SN #2.
SA3 Answer: No, it is not acceptable from security point of view.
Q2: If SA3 considers the existing handling of sk-counter/ S-KgNB in the above scenarios not acceptable, RAN2 kindly asks SA3 to provide requirements for a solution.
SA3 Answer: Same S-KgNB shall not be used. SA3 will specify an additional sub-clause in TS 33.501 under 6.10 for the security of selective SCG activation. 





Avoiding Same S-KgNB
In the current configuration, the S-KgNB is derived from sk-Counter IE and other parameters. While some of the other parameters are derived and or changed dynamically, the input from sk-Counter is a static RRC pre-configuration, where the MN provides this to both the UE and the SN. 
Observation 1: Among the inputs to deriving the S-KgNB sk-Counter is a static RRC pre-configured parameter, and provided by the MN to UE.
With selective activation of SNs, it is assumed that the UE will be provided with multiple SN candidate configurations, and multiple candidate sk-Counders.
To avoid the re-use of S-KgNB, just ensuring that at least one parameter is changed, is enough. The easiest way to do this would be to ensure that both the UE and the candidate SN to which the UE would be selecting to, would use a unique sk-Counter, everytime the UE selects this SN.
Observation 2: As long as the sk-Counter is changed when the UE “re”-selects to the same SN as part UE mobility, the SA3 requirement would be satisfied.
Based on the above, we propose that RAN2 takes the simple approach to solving this, by ensuring that the UE and the SN would not be using the same sk-Counter more than once.
Proposal 1: RAN2 to device signalling methods to ensure that the same sk-Counter is not re-used by the UE and the MN (for SN) more than once.
Applicability to intra-SN selective CPC
First, we would like to confirm that applicability scenarios where the key re-use needs to be avoided.
In RAN2-121, RAN2 agree to support all cases (included the intra-SN CPC) below.
	Assume to support the following scenarios of SCG selective activation:
· SN initiated intra-SN SCG selective activation
· MN initiated inter-SN SCG selective activation
· SN initiated inter-SN SCG selective activation 




It is known that for the intra-SN CPC (in Rel-16) case, the security context can be not changed, even when the PSCell is swapped within the SN. So any solutions RAN2 devise, should also allow the NW to skip the option of changing the sk-counter handling. 
Proposal 2: RAN2 signalling design to ensure the same sk-Counter re-use is avoided, is to be applied only in cases where the security context gets changed as part of selective SN activations.

Options on avoiding sk-Counter reuse
Since the main aim of RAN2 in designing the selective activation of SNs, is to avoid RRC reconfiguration (with re-configuring CPC for eg), we see the below options.

	Options of handling sk-Counter
	Description
	Impact Analysis

	Option 1: Pre-configuration of offset to the UE 
	UE is pre-configured with offset to apply
MN configures SNs with S-KgNB as in legacy.
The UE applies sk-Counter to use. Once applied, the UE saves this, and for the next re-use, add the offset to the saved sk-Counter value. 
The UE informs the MN of the applied sk-Counter (which includes the offset that UE applied) or the UE can provide the current sk-Counter and the MN can apply the offset before giving to the SN.
	MN needs to configure SN with the S-KgNB based on the correct sk-Counter, at every SN activation by the UE.
There is interruption to SN terminated bearers and SRB3 between the UE and the SN, until the MN configures the SN. 

	Option 2: Pre-configuration with a pool of sk-Counters that are not tied to each SN.
	
SK-counter is updated and selected from the pool per SCG change. 
The SK-counter may be selected in-order or random selected and explicitly indicated to NW by UE. 
MN can based on the selected SK-counter to generate SCG key and deliver to the activated SN.
	MN delivers the derived SCG key to the activated SN at every SN activation . 
There is interruption to SN terminated bearers and SRB3 between the UE and the SN, until the MN configures the  generated SCG key to SN.
The main difference from option 2 is that the sk-Counters are not statically attached to SNs (there by providing additional protection, but requires UE feedback as well).

	Option 3: No pre-configuration
	MN configures the UE and the SN at every SN activation, based on UE informing the MN
	Similar to legacy procedure, and requires RRC message to the UE.



Observation 3: 
Option 1 and 2 only needs changes to the UE and the MN, but RAN3 change is unlikely, as the MN can use the existing inter-node Xn to inform the SN of the new S-KgNB based in the updated sk-Counter (which would be provided by the UE). There is interruption to SN terminated bearers and SRB3 between the UE and the SN, until the MN configures the SN.
Option 3 should not require changes but is inefficient and does align well with the WID objectives.
We present below a sample ASN.1 way of how this can be designed (for both option1 and option 2).

	RRCReconfiguration-v1560-IEs ::= SEQUENCE {
   mrdc-SecondaryCellGroupConfig CHOICE {
          release NULL,
          setup   MRDC-SecondaryCellGroupConfig
     } OPTIONAL,     -- Need M
   radioBearerConfig2            OCTET STRING (CONTAINING RadioBearerConfig) OPTIONAL,     -- Need M
   sk-Counter                    SK-Counter OPTIONAL,     -- Need N
   nonCriticalExtension          RRCReconfiguration-v1800-IEs OPTIONAL
}

RRCReconfiguration-v1800-IEs ::= SEQUENCE {
   SCG-ToAddModList                         SEQUENCE (SIZE(1..maxNrofSCGs)) OF MRDC-SecondaryCellGroupConfig-r18 OPTIONAL,     -- Need N
   SCG-ToReleaseList                        SEQUENCE (SIZE(1..maxNrofSCGs)) OF SCG-Identity OPTIONAL,     -- Need N   

}

MRDC-SecondaryCellGroupConfig-r18 ::= SEQUENCE {
  scg-Identity    SCG-Identity, 
  mrdc-SecondaryCellGroup SEQUENCE {
          nr-SCG    OCTET STRING (CONTAINING RRCReconfiguration),
          sk-Counter                    SK-Counter OPTIONAL,     -- Need M
          sk-Counter-offset             SK-CounterOffset OPTIONAL,     -- Need N
     }
}

RRCReconfigurationComplete-v1800-IEs ::= SEQUENCE {
   usedSk-Counter-r18    SK-Counter OPTIONAL,
   nonCriticalExtension         SEQUENCE {} OPTIONAL
}



Fig 1: Configuration and reporting of an offset to sk-Counter
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Fig 2: Option 1 in a flow-graph
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Fig 2: Option 2 in a flow-graph

Based on the above, we think option 3 is not useful (does not align with the WID objective very well) and that we propose that RAN2 discuss which of the above options between option 1 and option 2 is to be selected. 
Proposal 3: RAN2 to discuss between selecting option 1 and option 2 for addressing the avoidance of S-KgNB reuse at SN activation.

Conclusions

Observation 1: Among the inputs to deriving the S-KgNB sk-Counter is a static RRC pre-configured parameter, and provided by the MN to UE.
Observation 2: As long as the sk-Counter is changed when the UE “re”-selects to the same SN as part UE mobility, the SA3 requirement would be satisfied.
Observation 3: 
Option 1 and 2 only needs changes to the UE and the MN, but RAN3 change is unlikely, as the MN can use the existing inter-node Xn to inform the SN of the new S-KgNB based in the updated sk-Counter (which would be provided by the UE). There is interruption to SN terminated bearers and SRB3 between the UE and the SN, until the MN configures the SN.
Option 3 should not require changes but is inefficient and does align well with the WID objectives.


Proposal 1: RAN2 to device signalling methods to ensure that the same sk-Counter is not re-used by the UE and the MN (for SN) more than once.
Proposal 2: RAN2 signalling design to ensure the same sk-Counter re-use is avoided, is to be applied only in cases where the security context gets changed as part of selective SN activations.
Proposal 3: RAN2 to discuss between selecting option 1 and option 2 for addressing the avoidance of S-KgNB reuse at SN activation.
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