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[bookmark: _Ref488331639]Introduction 
In R18 mobility enhancement WID [1], selective activation of the cell groups is introduced to support consecutive CPC/CPA procedure to avoid frequently RRC reconfiguration.
3. To specify mechanism and procedures of NR-DC with selective activation of the cell groups (at least for SCG) via L3 enhancements:
· To allow subsequent cell group change after changing CG without reconfiguration and re-initiation of CPC/CPA [RAN2, RAN3, RAN4]
Note 4: A harmonized RRC modelling approach for objectives 1 and 2 could be considered to minimize the workload in RAN2.

In this contribution, we would like to provide our views on open issues for selective activation of SCGs, mainly including candidate condition evaluation, candidate cell configurations as well as security related issues.             
[bookmark: _Ref178064866]Discussion
Candidate execution condition
For selective activation of SCG, we agreed to support both MN-initiated case and SN-initiated case. In legacy, for MN-initiated CPA/CPC, the execution condition of candidates referring to MCG measurement configuration and execution conditions based on A4 event are supported. For SN-initiated CPA/CPC, the execution condition of candidates refering to SCG measurement configuration and execution conditions based on A3/A5 event are supported.
Assume to support the following scenarios of SCG selective activation:
· SN initiated intra-SN SCG selective activation
· MN initiated inter-SN SCG selective activation
· SN initiated inter-SN SCG selective activation 
For SCG selective activation, we understand the same way for execution condition configuration can be followed. 
· For MN-initiated SCG selective activation, the execution condition of candidates refers to MCG measurement configuration and NW indicates execution conditions associated with A4 event. 
· For SN-initiated SCG selective activation, the execution condition of candidates refers to SCG measurement configuration and NW indicates the execution conditions associated with A3/A5 event.
We have agreed that CPA configuration can be used for CPC procedure, and additional trigger condition may be required to perform CPC condition evaluation. As CPA is triggered by MN, the execution always refers to A4 event in legacy, it is questionable on whether to use A4 event or introducing A3/A5 event for the CPC procedure if the CPC configuration is a CPA configuration initially. Similarity, if CPC configuration can be used for CPA, how to configure the CPA execution condition and the execution condition refers to MCG measurement configuration or SCG measurement configuration should be further studied.

[bookmark: _Toc131781679]For MN-initiated SCG selective activation, the CPA execution condition of candidates refers to MCG measurement configuration and NW indicates execution conditions associated with A4 event. FFS on CPC execution condition.
[bookmark: _Toc131781680]For SN-initiated SCG selective activation, the CPC execution condition of candidates refers to SCG measurement configuration and NW indicates the execution conditions associated with A3/A5 event. FFS for CPA execution condition if CPC configuration can be used for CPA.
And it has been agreed that current serving SCG can be configured as a candidate in SCG selective activation. If NW configures the serving cell as a candidate, it is questionable whether UE need to skip the condition evaluation for the serving cell. For simplicity, we think it can leave to UE implementation on whether to skip the condition evaluation for a candidate which is a current serving cell.
It is assumed that if the UE need to be able to return to a current SCG by conditional procedure, then the network could explicitly configure a candidate configuration for that cell. 
[bookmark: _Toc131781681]It is up to UE implementation on whether to skip the condition evaluation for a candidate which is a current serving cell.
In previous meeting, baseline procedure for selective activation of cell groups has been agreed as general guidance:
Baseline procedure to support subsequent secondary cell group change (FFS if UE keeps all configurations or if those are indicated by the network, FFS support of nested configs):
a.	Step 1: when the execution condition of a CPC candidate PScell is met, a UE performs the execution of CPC towards this candidate PScell. 
b.	Step 2: After finishing the PSCell addition or change, the UE doesn’t release conditional configuration of other candidate PSCells for subsequent CPC, the UE continues evaluating the execution conditions of other candidate PScells. 
c.	Step 3: When the execution condition of a candidate PScell is met, the UE performs the execution of CPC towards this candidate PSCell.
For subsequent CPC defined in step 2, it is unclear how UE performs candidate cell evaluation of other candidate cells. In legacy CPA/CPC, UE starts to evaluate the execution condition(s) upon receiving the configuration for CPC/CPA, and stops evaluating the candidates once conditional PSCell change/addition is triggered. For the first CPC/CPA, the existing evaluation mechanism can be reused, while it is not feasible to cover subsequent CPC/CPA since no reconfiguration message is expected. Therefore, further study is needed to define when to start the evaluation on candidate cells for subsequent CPC/CPA. 
[bookmark: _Toc118461652][bookmark: _Toc118467314][bookmark: _Toc118470754][bookmark: _Toc126942367][bookmark: _Toc127190854][bookmark: _Toc127362562][bookmark: _Toc127370062][bookmark: _Toc127525711][bookmark: _Toc127535789][bookmark: _Toc131436281][bookmark: _Toc131436283][bookmark: _Toc131683681]UE starts evaluating the execution condition(s) upon receiving the CPC/CPA configuration, and stops evaluating once PSCell change is triggered. For consecutive CPC/CPA, UE will not receive RRC message for CPC/CPA configuration since the configured CPC/CPA has not been released.
To evaluate other candidate cells, the most straightforward way is to start evaluating other candidate cells directly after last PScell change/addition procedure. In that case, addition measurement overload will be leaded since the cell change event may not be triggered immediately after completion of last CPC/CPA. On the other hand, the condition configuration may be invalid due to the change of measurement configuration. Reconfiguration for measurements/conditions is required if reference measurement configuration changes. Another alternative is to define a new trigger to start evaluating candidate cells, which requires further RAN2 work on designing the new trigger. 
[bookmark: _Toc131781682]For subsequent CPC/CPA, RAN2 further study when to start the condition evaluation on candidates. 
Candidate configurations
RAN2 agreed to support delta configuration for candidate cell configuration of subsequent CPC/CPA.
Confirm that we aim to support delta configuration, i.e. that there need to be a known reference.  
A UE stores the reference configuration as a separate configuration.
The reference configuration is managed separately 
To support delta configuration, a known reference config is required. And we have agreed to support both MN-initiated and SN-initiate SCG selective activation, to have a common procedure on usage of reference configuration, NW can explicitly indicate a reference configuration to UE to guarantee the delta configuration of each candidate cell.
[bookmark: _Toc131781683]For supporting delta config, an explicitly signalled reference configuration is introduced for selective activation of SCG. 
Similar as legacy CPAC procedure, NW may provide multiple pre-configured candidate cells to UE for supporting successive CPAC procedure. It is questionable how to provide the candidate cell configurations for selective activation of SCG.
· Nested configuration: the candidate cell configuration is provided in a nested manner, i.e. CPC/CPA configuration in CPC/CPA configuration. 
· In this way, NW needs to know accurate UE trajectory for candidate cell preparation. Otherwise, the prepared candidate cell configuration may be wasted;
· Furthermore, UE may not be able to move back and forth to candidate cells in first layer configuration with nested configuration, i.e., the candidate cells stored in UE variable might be replaced by the second layer configuration; 
· And the candidate cell preparation takes longer time since the candidate cell #1* configuration which nested in candidate cell #1 is prepared by candidate cell#1, and candidate cell #1 preparation is trigged by source SCG/MCG.   
· Parallel configuration: the candidate cell configuration is provided within one set, which is similar as CPAC candidate cell configuration manner.
Considering the potential issues that would be brought by nested structure, it is proposed to use parallel way to provide candidate configurations for selective activation of SCGs.
[bookmark: _Toc126942375][bookmark: _Toc127190855][bookmark: _Toc127362563][bookmark: _Toc127370063][bookmark: _Toc127525712][bookmark: _Toc127535790][bookmark: _Toc131436282][bookmark: _Toc131436284][bookmark: _Toc131683682]SACG candidate cell configuration can be provided with either Nested configs or Parallel configs.
[bookmark: _Toc131781684]Nested configuration is not supported for SACG candidate cell configuration.
For SACG, one more issue is about the RRC modeling for SACG candidate cells. 
· Option 1: reuse conditional reconfiguration IE
In R16/17 CPAC, conditional reconfiguration is applied for candidate cell configuration. SACG may reuse legacy conditional reconfiguration way to provide the candidate cells configuration. one potential issue is that how to differentiate the candidate cell for subsequent CPAC and legacy conditional PScell change/addition. Additional information to indicate the candidate cell type may be required in this manner. As an example, we provide a text proposal as below.
[image: ]Option 2: introduce new SACG config IE
To differentiate with existing conditional Pscell change/additional configuration. A new IE to provide a SACG configuration may be introduced to reach a clean design.
[image: ]
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[bookmark: _Toc131781685]RAN2 determines how to configure candidate cells for selective activation of SCGs from the following two options.
a. [bookmark: _Toc131407668][bookmark: _Toc131781686][bookmark: _Toc131429200][bookmark: _Toc131436264][bookmark: _Toc131491341]Reuse conditionalReconfiguration IE;
b. [bookmark: _Toc131407669][bookmark: _Toc131781687][bookmark: _Toc131429201][bookmark: _Toc131436265][bookmark: _Toc131491342]Introduce a new SACG config IE. 
[bookmark: _Toc131781688]Explicit indication to indicate whether the candidate cell is a SACG candidate is required if legacy conditional reconfiguration model is reused.
With pre-configured candidate cells, how to maintain the candidate configurations as well as guarantee the validity of the configurations for subsequent CPC/CPA should be studied. In general, we understand that it is NW responsibility to guarantee the validity of candidate cell configuration, for example, NW can modify/release the candidate cell configuration if it is invalid. And RAN2 also reached consensus on releasing CPC/CPA configurations by explicitly NW indication for inter-MN Pcell change scenario. 
In SCG selective activation, the CPC/CPA configurations of the UE should be released after Pcell change, at least for inter MN (by explicit indication from network, FFS other case). 
Further study is required for other cases to release the configuration for selective activation of SCG, for example:
· After SCG is released
· After UE goes to RRC_IDLE/ RRC_INACTIVE
[bookmark: _Toc131429203][bookmark: _Toc131436267][bookmark: _Toc131491344][bookmark: _Toc131429204][bookmark: _Toc131436268][bookmark: _Toc131491345][bookmark: _Toc131429205][bookmark: _Toc131436269][bookmark: _Toc131491346][bookmark: _Toc131429206][bookmark: _Toc131436270][bookmark: _Toc131491347][bookmark: _Toc131429207][bookmark: _Toc131436271][bookmark: _Toc131491348][bookmark: _Toc131429208][bookmark: _Toc131436272][bookmark: _Toc131491349][bookmark: _Toc131781689]RAN2 study whether to release the selective activation of SCG configurations in the following scenarios: 1) After SCG is released; 2) After UE goes to RRC_IDLE/ RRC_INACTIVE
One more issue is about the configuration type differentiation. For efficient use of candidate configurations, RAN2 assumes that a CPA conditional configuration can be used for CPC considering that CPA configuration always provides a complete RRC reconfiguration message to UE.
R2 assumes that a CPA conditional configuration can be used for CPC (but with different triggering conditions)
And for SCG selective activation, as we already reach consensus on using reference configuration on top of delta configuration to form a candidate cell configuration, we no difference for CPA candidate configuration and CPC candidate configuration.
[bookmark: _Toc131781690]CPC conditional configuration can be used for CPA. 
[bookmark: _Toc131781691]If CPC configuration cannot be used for CPA, an indication is introduced to differentiate whether the configuration is used for CPC or CPA.

Security issue of subsequent CPC/CPA
As specified in TS 33.501, security key used for SN (KSN) is managed by MN. It is generated based on security key of MN (KgNB) and SN counter as described in the text in the box. MN generates KSN for SN and sends it to the SN over the Xn-C. In order to make KSN aligned between UE and SN, the value of SN counter should be sent to UE over RRC signalling for the derivation of KSN at UE side, i.e., sk_counter in RRCReconfiguration message. 
	TS 33.501
A.16	Derivation of KSN for dual connectivity
This input string is used when the MN and UE derive KSN during dual connectivity. The following input parameters shall be used:
-	FC =0x79,
-	P0 = Value of the SN Counter as a non-negative integer,
-	L0 = length of the SN Counter value (i.e. 0x00 0x02).
The input key KEY shall be KeNB when the MN is an ng-eNB and KgNB when the MN is a gNB.



In legacy CPAC, the sk_counter associated to each candidate is provided to the UE along with CPAC configuration. UE determines target PSCell based on execution condition and refreshes KSN according to corresponding sk_counter. For selective activation of SCG, the existing way can be followed, i.e. NW preconfigures sk_counter for each candidate and UE generates KSN of corresponding candidate when UE executes CPC/CPA procedure. 
[bookmark: _Toc118470749][bookmark: _Toc131781692]For SCG selective activation, SK counter is preconfigured for each CPA/CPC candidate.

According to the principle of legacy SN counter maintenance at MN, SN counter shall be increased monotonically:
The MN shall set the SN Counter to ‘0’ when a new AS root key, KNG-RAN, in the associated 5G AS security context is established. The MN shall set the SN Counter to ‘1’ after the first calculated KSN, and monotonically increment it for each additional calculated KSN. The SN Counter value '0' is used to calculate the first KSN. 
For selective activation of SCGs, UE will perform consecutive CPC/CPA procedure with pre-configured candidates. If preconfigured sk_counter is applied for subsequent CPC/CPA, out-of-order sk_counter will be utilized since UE movement is irregular. Thus, further confirmation with SA3 is needed on whether there is any problem if the sk_counter used by UE does not follows a monotonically increasing way.
[bookmark: _Toc118470750][bookmark: _Toc131781693]RAN2 confirms with SA3 on the feasibility of utilization of out-of-order sk counter for subsequent CPC/CPA.
In addition, further discussion is needed on whether a candidate is expected to be selected as target more than once. From RAN2 perspective, there is no limitation on UE moving back to a same candidate cell/SN based on current agreements. and as replied in SA3 LS [2], it states that same S-KgNB shall not be used for subsequent selective activation of SCG:
Q1: RAN2 would like to know whether SA3 considers the existing handling of sk-counter/ S-KgNB in the above scenarios acceptable, i.e. the same sk-counter/ S-KgNB is used while connected to SN #1 before and after being connected to SN #2.
SA3 Answer: No, it is not acceptable from security point of view.
Q2: If SA3 considers the existing handling of sk-counter/ S-KgNB in the above scenarios not acceptable, RAN2 kindly asks SA3 to provide requirements for a solution.
SA3 Answer: Same S-KgNB shall not be used. SA3 will specify an additional sub-clause in TS 33.501 under 6.10 for the security of selective SCG activation. 

If single sk_counter is preconfigured for each CPA/CPC candidate, it would result in security reuse issue if CPC/CPA is executed on the same candidate more than once, especially for the case that UE connect to candidate cell 1 of the SN#1 before and after being connected to another SN. To avoid security reuse issue, we should study how to guarantee there is valid sk_counter for the update of security key used for SN especially for inter-SN CPC scenario. 
The candidate solutions are listed below:
· Option 1: single sk_counter per candidate cell is pre-configured
According to the security requirement provided by SA3, same S-KgNB shall not be used. In this case, UE shall consider the candidate(s) configuration as invalid when the associated sk_counter has been applied. If NW intend to keep the candidate for subsequent SCG selective activation, reconfiguration of the sk_counter for the candidate is required accordingly.
· Option 2: multiple sk_counter per candidate cell are pre-configured; 
With multiple pre-configured sk_counter, there may be one potential issue on out-of-sync sk_counter utilization between UE and NW. In this case, optimizations on pre-defining sk_counter utilization order or explicitly indication of selected sk_counter from UE to NW may be required to guarantee the security updating for inter-SN pscell change.
[bookmark: _Toc118470751][bookmark: _Toc131781694]After sk_counter associated with a CPC/CPA candidate has been applied, UE considers the sk_counter as invalid. FFS on whether to release the corresponding candidate configuration. 
As we know, UE is required to update the security key if PDCP anchor changes, i.e. inter-SN SCG selective activation. With the UE movement, the relationship (i.e., inter-SN and intra-SN) between source pscell and target pscell is unfixed. Considering UE has no knowledge of CU/DU deployment, and NW cannot predict UE movement, inclusion of the inter-SN or intra-SN indication in candidate cell configuration is necessary
[bookmark: _Toc131781695]Introduce inter-SN/intra-SN indication in candidate cell configuration for selective activation of SCG. FFS on explicit indication or cell grouping.

Conclusion
Based on the discussion in section 2 we have following observations:
Observation 1	UE starts evaluating the execution condition(s) upon receiving the CPC/CPA configuration, and stops evaluating once PSCell change is triggered. For consecutive CPC, UE will not receive RRC message for CPC/CPA configuration since the configured CPC/CPA has not been released.
Observation 2	SACG candidate cell configuration can be provided with either Nested configs or Parallel configs.
Based on the discussion above, we have the following proposals:
Proposal 1	For MN-initiated SCG selective activation, the CPA execution condition of candidates refers to MCG measurement configuration and NW indicates execution conditions associated with A4 event. FFS on CPC execution condition.
Proposal 2	For SN-initiated SCG selective activation, the CPC execution condition of candidates refers to SCG measurement configuration and NW indicates the execution conditions associated with A3/A5 event. FFS for CPA execution condition if CPC configuration can be used for CPA.
Proposal 3	It is up to UE implementation on whether to skip the condition evaluation for a candidate which is a current serving cell.
Proposal 4	For subsequent CPC/CPA, RAN2 further study when to start the condition evaluation on candidates.
Proposal 5	For supporting delta config, an explicitly signalled reference configuration is introduced for selective activation of SCG.
Proposal 6	Nested configuration is not supported for SACG candidate cell configuration.
Proposal 7	RAN2 determines how to configure candidate cells for selective activation of SCGs from the following two options.
a.	Reuse conditionalReconfiguration IE;
b.	Introduce a new SACG config IE.
Proposal 8	Explicit indication to indicate whether the candidate cell is a SACG candidate is required if legacy conditional reconfiguration model is reused.
Proposal 9	RAN2 study whether to release the selective activation of SCG configurations in the following scenarios: 1) After SCG is released; 2) After UE goes to RRC_IDLE/ RRC_INACTIVE
Proposal 10	CPC conditional configuration can be used for CPA.
Proposal 11	If CPC configuration cannot be used for CPA, an indication is introduced to differentiate whether the configuration is used for CPC or CPA.
Proposal 12	For SCG selective activation, SK counter is preconfigured for each CPA/CPC candidate.
Proposal 13	RAN2 confirms with SA3 on the feasibility of utilization of out-of-order sk counter for subsequent CPC/CPA.
Proposal 14	After sk_counter associated with a CPC/CPA candidate has been applied, UE considers the sk_counter as invalid. FFS on whether to release the corresponding candidate configuration.
Proposal 15	Introduce inter-SN/intra-SN indication in candidate cell configuration for selective activation of SCG. FFS on explicit indication or cell grouping.
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