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1 Introduction

In the present RLC specification [1], the RLC SN is set to zero after a RLC reset. This causes a number of problems which are described in the following. We propose to keep the RLC SN numbering also after a RLC reset, which would solve the described problems. The proposed correction requires that the receiver state variable VR(R) is transferred to the transmitter during reset. This is further described in the CR [2]. 

2 PDCP numbering in reset

When a RLC reset is performed, the TX and RX may end up with different PDCP numbering. Consider for example the following scenario:

1. TX has transmitted two PDCP SDUs #1 and #2 to the RX. 

2. A RLC reset is performed

As the TX has transmitted the PDCP SDUS #1 and #2, it will have the PDCP number #3. However, depending on if the PDCP SDUs reached the RX or not it can have PDCP number 1,2 or 3. To assure that the PDCP numbers are consistent between UTRAN and UE after the reset, the PDCP numbers should be reset to zero (This is not necessary with the modified reset procedure as described below).

When the TX starts transmitting after the reset, it start with RLC SN=0. If the TX would retransmit the PDCP SDUs #1 and #2 (now in new RLC PDUs and with new PDCP SN), the Rx can not differentiate them from the one already received (as the RLC SN has changed). Thus duplicate detection is not possible.

As duplicate detection is a requirement on RLC, the PDCP SDUs transmitted and not acked (#1 and #2 in our example) must be discarded. Thus, some PDCP SDUs may be lost due to RLC reset.

Solution: If the RLC SN numbering is kept after the reset, the TX can retransmit the PDCP SDUs #1 and #2 in the example. If they where already received by the RX before the reset, duplicate detection is possible (by looking at the RLC SN) and they will be discarded in the RX. Thus, no duplicate or lost SDUs will occur due to RLC reset.  With this solution, the PDCP numbers can also be kept after the reset. All PDCP SDUs that was transmitted (but not acked) before the reset will be retransmitted after the reset. As the SDUs are transferred in RLC PDUs with the same SN as before the reset, the Rx will detect that they are duplications and not transfer them to the PDCP layer. Thus, the PDCP numbering will remain correct.

3 Duplicate detection and reset

PDCP numbering is only used when lossless SNRS relocation is supported. When lossles SNRS relocation is not supported, duplicate detection in the Rx is done by identifying in which RLC PDU an SDU is transmitted. In case of  reset, SDUs in retransmission buffer may be retransmitted with new RLC PDU SN. Thus, the Rx can not perform duplicate detection after a reset.

Solution: If the RLC SN numbering is kept after the reset, retransmitted SDUs can be identified by the Rx by  identifying in which RLC PDU an SDU is transmitted.

4 Problems related to Reset in suspend

When the ciphering key shall be changed, the RLC is suspended. In suspended mode, the TX is only allowed to transmit RLC PDUs with SN up to a given value VT(s)+N, where N is given by RRC in the CRLC-SUSPEND-Req message. After the RLC in UTRAN has been suspended, the new ciphering key and the activation time for the new ciphering key is transmitted to the UE in the SECURITY MODE COMMAND message.

When the reception of the SECURITY MODE COMMAND message has been confirmed to UTRAN, UTRAN will resume the RLC entity and continue transmitting RLC PDUs. The new ciphering key will be used for all RLC PDUs with SN greater than the activation time.

A problem occurs if a reset is performed (due to a protocol error) during RLC suspend.

Consider the following scenario: 

1. UTRAN sends a SECURITY MODE COMMAND with the parameters “new key” =2 and “activation time” = 3.

2. UE receives the message and transmits an ack (which may be lost or received by UTRAN)

3. RLC is reset due to a protocol error.

The UE will use the new key starting from the indicated activation time. However, as the RLC SN is set to zero after the reset the activation time will not refere to the correct PDU.

Solution: If the RLC SN numbering is kept after the reset, UTRAN can retransmit the same SECURITY MODE COMMAND again. Regardless if this message was received at the UE or not before the reset, the activation time will have a consistent meaning before and after the reset.

5 HFN in reset

The Hyper Frame Number (HFN) can potentially end up unsynchronized between UTRAN and UE after a reset. The reason is that the HFN is updated (incremented with one) each time the RLC SN reaches zero (which can occur due to wrap around of the RLC SN or due to reset).

Solution: If the RLC SN numbering is kept after the reset, HFN will only be updated due to wrap around. Thus, the TX and RX should always have the same HFN.
6 Proposal

It is proposed that the corrections to the RLC reset procedure is inserted into 25.322 [1]. Detailed CR is provided in [2].
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