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10.3.3.28
Protocol error cause

This IE indicates the cause for a message or information which was not comprehended.

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Protocol error cause
MP

Enumerated (ASN.1 violation or encoding error, Message type non-existent or not implemented, Message not compatible with receiver state, Information element value not comprehended, Conditional information element error, Message extension not comprehended)
At least 2 spare values are needed.

11.3.3
User equipment information elements

UserEquipment-IEs DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

IMPORTS


CN-DomainIdentity,


IMEI,


IMSI-GSM-MAP,


LAI,


P-TMSI-GSM-MAP,


RAI,


TMSI-GSM-MAP

FROM CoreNetwork-IEs


RB-ActivationTimeInfoList

FROM RadioBearer-IEs


FrequencyInfo

FROM PhysicalChannel-IEs


InterSystemInfo

FROM Measurement-IEs


ProtocolErrorInformation

FROM Other-IEs


maxAlgoTypeCount,


maxDRAC-Classes,


maxFrequencyBandsCount,


maxNoSystemCapability,


maxRAT-Count,


pageCount

FROM Constant-definitions;

ActivationTime ::=




INTEGER (0..255)

BackoffControlParams ::=


SEQUENCE {


n-AP-RetransMax





N-AP-RetransMax,


n-AccessFails





N-AccessFails,


nf-BO-NoAICH





NF-BO-NoAICH,


ns-BO-Busy






NS-BO-Busy,


nf-BO-AllBusy





NF-BO-AllBusy,


nf-BO-Mismatch





NF-BO-Mismatch,


t-CPCH







T-CPCH

}

C-RNTI ::=






BIT STRING (SIZE (16))

CapabilityUpdateRequirement ::=

SEQUENCE {


ue-RadioCapabilityUpdateRequirement
BOOLEAN,


systemSpecificCapUpdateReqList

SystemSpecificCapUpdateReqList

OPTIONAL

}

CellUpdateCause ::=




ENUMERATED { 











cellReselection,











periodicCellUpdate,











ul-DataTransmission,











pagingResponse,











rb-ControlResponse,











spare1, spare2, spare3 }

ChipRateCapability ::=



ENUMERATED {











mcps3-84, mcps1-28 }

CipheringAlgorithm ::=



ENUMERATED {











standardUEA1,











spare1, spare2, spare3, spare4,











spare5, spare6, spare7, spare8,











spare9, spare10, spare11, spare12,











spare13, spare14, spare15 }

CipheringModeCommand ::=


CHOICE {


startRestart





CipheringAlgorithm,


stopCiphering





NULL

}

CipheringModeInfo ::=



SEQUENCE {


cipheringModeCommand



CipheringModeCommand,


-- TABULAR: The ciphering algorithm is included in 


-- the CipheringModeCommand.


activationTimeForDPCH



ActivationTime





OPTIONAL,


rb-DL-CiphActivationTimeInfo

RB-ActivationTimeInfoList


OPTIONAL

}

CN-PagedUE-Identity ::=



CHOICE {


imsi-GSM-MAP





IMSI-GSM-MAP,


tmsi-GSM-MAP





TMSI-GSM-MAP,


p-TMSI-GSM-MAP





P-TMSI-GSM-MAP,


imsi-DS-41






IMSI-DS-41,


tmsi-DS-41






TMSI-DS-41,


spare







NULL

}

CompressedModeMeasCapability ::= 
SEQUENCE {


fdd-Measurements




BOOLEAN,


tdd-Measurements




BOOLEAN,


gsm-Measurements




GSM-Measurements,


multiCarrierMeasurements


BOOLEAN

}

ConformanceTestCompliance ::=

ENUMERATED {











r99,











spare1, spare2, spare3, spare4,











spare5, spare6, spare7 }

CPCH-Parameters ::=




SEQUENCE {


initialPriorityDelayList


InitialPriorityDelayList


OPTIONAL,


backoffControlParams



BackoffControlParams

}

DL-PhysChCapabilityFDD ::=


SEQUENCE {


maxSimultaneousCCTrCH-Count


MaxSimultaneousCCTrCH-Count,


maxNoDPCH-PDSCH-Codes



INTEGER (1..8),


maxNoPhysChBitsReceived



MaxNoPhysChBitsReceived,


supportForSF-512




BOOLEAN,


supportOfPDSCH





BOOLEAN,


simultaneousSCCPCH-DPCH-Reception
SimultaneousSCCPCH-DPCH-Reception

}

DL-PhysChCapabilityTDD ::=


SEQUENCE {


maxSimultaneousCCTrCH-Count


MaxSimultaneousCCTrCH-Count,


maxTS-PerFrame





MaxTS-PerFrame,


maxPhysChPerFrame




MaxPhysChPerFrame,


minimumSF






MinimumSF-DL,


supportOfPDSCH





BOOLEAN


}

DL-TransChCapability ::=


SEQUENCE {


maxNoBitsReceived




MaxNoBits,


maxConvCodeBitsReceived



MaxNoBits,


turboDecodingSupport



TurboSupport,


maxSimultaneousTransChs



MaxSimultaneousTransChsDL,


maxReceivedTransportBlocks


MaxTransportBlocksDL,


maxNumberOfTFC-InTFCS



MaxNumberOfTFC-InTFCS-DL,


maxNumberOfTF





MaxNumberOfTF

}

DRAC-SysInfo ::=




SEQUENCE {


transmissionProbability



TransmissionProbability,


maximumBitRate





MaximumBitRate

}

DRAC-SysInfoList ::=



SEQUENCE (SIZE(1..maxDRAC-Classes)) OF











DRAC-SysInfo

DRX-CycleLengthCoefficient ::=

INTEGER (2..12)

DRX-Indicator ::=




ENUMERATED {











noDRX,











drxWithCellUpdating,











drxWithURA-Updating,











spare1 }

ESN-DS-41 ::=





BIT STRING (SIZE (32))

EstablishmentCause ::=



ENUMERATED {











originatingSpeechCall,











originatingCS-DataCall, 











originatingPS-DataCall,











terminatingSpeechCall,











terminatingCS-DataCall,











terminatingPS-DataCall,











emergencyCall,











interSystemCellReselection,











locationUpdate,











imsi-Detach,











sms,











callRe-establishment,











unspecified,











spare1, spare2, spare3 }

FailureCauseWithProtErr ::=


CHOICE {


configurationUnacceptable


NULL,


physicalChannelFailure



NULL,


incompatibleSimultaneousReconfiguration











NULL,


protocolError





ProtocolErrorInformation,


spare







NULL

}

GSM-Measurements ::=



SEQUENCE {


gsm900







BOOLEAN,


dcs1800







BOOLEAN,


gsm1900







BOOLEAN

}

HyperFrameNumber ::=



BIT STRING (SIZE (20))

IMSI-and-ESN-DS-41 ::=



SEQUENCE {


imsi-DS-41






IMSI-DS-41,


esn-DS-41






ESN-DS-41

}

IMSI-DS-41 ::=





OCTET STRING (SIZE (5..7))

InitialPriorityDelayList ::=

SEQUENCE (SIZE (8)) OF











NS-IP

InitialUE-Capability ::=


SEQUENCE {


maximumAM-EntityNumber



MaximumAM-EntityNumber

}

InitialUE-Identity ::=



CHOICE {


imsi







IMSI-GSM-MAP,


tmsi-and-LAI





TMSI-and-LAI-GSM-MAP,


p-TMSI-and-RAI





P-TMSI-and-RAI-GSM-MAP,


imei







IMEI,


esn-DS-41






ESN-DS-41,


imsi-DS-41






IMSI-DS-41,


imsi-and-ESN-DS-41




IMSI-and-ESN-DS-41,


tmsi-DS-41






TMSI-DS-41,


spare







NULL

}

IntegrityCheckInfo ::=



SEQUENCE {


messageAuthenticationCode


MessageAuthenticationCode,


rrc-MessageSequenceNumber


RRC-MessageSequenceNumber

}

IntegrityProtActivationInfo ::=

SEQUENCE {


rrc-MessageSequenceNumberList

RRC-MessageSequenceNumberList

}

IntegrityProtectionAlgorithm ::=
ENUMERATED {











standardUIA1,











spare1, spare2, spare3, spare4,











spare5, spare6, spare7, spare8,











spare9, spare10, spare11, spare12,











spare13, spare14, spare15 }

IntegrityProtectionModeCommand ::= 
CHOICE {


startIntegrityProtection


SEQUENCE {



integrityProtInitNumber



IntegrityProtInitNumber


},


modify







SEQUENCE {



dl-IntegrityProtActivationInfo

IntegrityProtActivationInfo


},


spare







NULL

}

IntegrityProtectionModeInfo ::=

SEQUENCE {


integrityProtectionModeCommand

IntegrityProtectionModeCommand,


-- TABULAR: DL integrity protection activation info and Integrity


-- protection intialisation number have been nested inside 


-- IntegrityProtectionModeCommand.


integrityProtectionAlgorithm

IntegrityProtectionAlgorithm

OPTIONAL


}

IntegrityProtInitNumber ::=


BIT STRING (SIZE (32))

LCS-Capability ::=




SEQUENCE {


standaloneLocMethodsSupported

BOOLEAN,


ue-BasedOTDOA-Supported



BOOLEAN,


networkAssistedGPS-Supported

NetworkAssistedGPS-Supported,


gps-ReferenceTimeCapable


BOOLEAN,


supportForIDL





BOOLEAN

}

MaximumAM-EntityNumber ::=


ENUMERATED {











am-2to3,











am-4to8,











am-16to32,











spare1 }

MaximumAM-EntityNumberRLC-Cap ::=
ENUMERATED {











am2, am3, am4, am8, am16, am32,











spare1, spare2 }

-- Actual value = IE value * 16

MaximumBitRate ::=




INTEGER (0..32)

MaxNoDPDCH-BitsTransmitted ::=

ENUMERATED {











b150, b300, b600, b1200, b2400, 











b4800, b9600, b19200, b28800, b38400,











b48000, b57600,











spare1, spare2, spare3, spare4 }

MaxNoBits ::=





ENUMERATED {











b640, b1280, b2560, b3840, b5120,











b6400, b7680, b8960, b10240,











b20480, b40960, b81920, b163840,











spare1, spare2, spare3 }

MaxNoPhysChBitsReceived ::=


ENUMERATED {











b300, b600, b1200, b2400, b4800,











b9600, b19200, b28800, b38400,











b48000, b57600, b67200,











spare1, spare2, spare3, spare4 }

MaxNoSCCPCH-RL ::=




ENUMERATED {











rl1, spare1, spare2, spare3,











spare4, spare5, spare6, spare7 }

MaxNumberOfTF ::=




ENUMERATED {











tf32, tf64, tf128, tf256,











tf512, tf1024, spare1, spare2 }

MaxNumberOfTFC-InTFCS-DL ::=

ENUMERATED {











tfc16, tfc32, tfc48, tfc64, tfc96, 











tfc128, tfc256, tfc512, tfc1024,











spare1, spare2, spare3, spare4,











spare5, spare6, spare7 }

MaxNumberOfTFC-InTFCS-UL ::=

ENUMERATED {











tfc4, tfc8, tfc16, tfc32, tfc48, tfc64, 











tfc96, tfc128, tfc256, tfc512, tfc1024,











spare1, spare2, spare3, spare4,











spare5 }

-- TABULAR: Used range in Release99 is 1..224

MaxPhysChPerFrame ::=



INTEGER (1..224)

MaxPhysChPerTimeslot ::=


ENUMERATED {











ts1, ts2 }

MaxSimultaneousCCTrCH-Count ::=

INTEGER (1..8)

MaxSimultaneousTransChsDL ::=

ENUMERATED {











e4, e8, e16, e32 }

MaxSimultaneousTransChsUL ::=

ENUMERATED {











e2, e4, e8, e16, e32,











spare1, spare2, spare3 }

MaxTransportBlocksDL ::=


ENUMERATED {











tb4, tb8, tb16, tb32, tb48,











tb64, tb96, tb128, tb256, tb512,











spare1, spare2, spare3,











spare4, spare5, spare6 }

MaxTransportBlocksUL ::=


ENUMERATED {











tb2, tb4, tb8, tb16, tb32, tb48,











tb64, tb96, tb128, tb256, tb512,











spare1, spare2, spare3,











spare4, spare5 }

-- TABULAR: Used range in Release99 is 1..14

MaxTS-PerFrame ::=




INTEGER (1..16)

-- TABULAR: This IE contains dependencies to UE-MultiModeRAT-Capability,

-- the conditional fields have been left mandatory for now.

MeasurementCapability ::=


SEQUENCE {


downlinkCompressedMode



CompressedModeMeasCapability,


uplinkCompressedMode



CompressedModeMeasCapability


}

MessageAuthenticationCode ::=

BIT STRING (SIZE (32))

MinimumSF-DL ::=




ENUMERATED {











sf1, sf16 }

MinimumSF-UL ::=




ENUMERATED {











sf1, sf2, sf4, sf8, sf16,











spare1, spare2, spare3 }

MultiModeCapability ::=



ENUMERATED {











tdd, fdd, fdd-tdd }

MultiRAT-Capability ::=



ENUMERATED {











gsm, multicarrier,











spare1, spare2 }

MultiRAT-CapabilityList ::=


SEQUENCE (SIZE (1..maxRAT-Count)) OF











MultiRAT-Capability

N-300 ::=






INTEGER (1..8)

N-302 ::=






INTEGER (1..8)

N-303 ::=






INTEGER (1..8)

N-304 ::=






INTEGER (1..8)

N-310 ::=






INTEGER (1..8)

N-312 ::=






ENUMERATED {











s1, s50, s100, s200, s400,











s600, s800, s1000 }

N-313 ::=






ENUMERATED {











s1, s50, s100, s200, s400,











s600, s800, s1000 }

N-315 ::=






ENUMERATED {











s1, s50, s100, s200, s400,











s600, s800, s1000 }

N-AccessFails ::=




INTEGER (1..64)

N-AP-RetransMax ::=




INTEGER (1..64)

NetworkAssistedGPS-Supported ::=
ENUMERATED {











networkBased, 











ue-Based,











bothNetworkAndUE-Based,











noNetworkAssistedGPS }

NF-BO-AllBusy ::=




INTEGER (0..31)

NF-BO-NoAICH ::=




INTEGER (0..31)

NF-BO-Mismatch ::=




INTEGER (0..127)

NS-BO-Busy ::=





INTEGER (0..63)

NS-IP ::=






INTEGER (0..28)

P-TMSI-and-RAI-GSM-MAP ::=


SEQUENCE {


p-TMSI







P-TMSI-GSM-MAP,


rai








RAI

}

PagingCause ::=





ENUMERATED {











terminatingSpeechCall,











terminatingCS-DataCall,











terminatingPS-DataCall,











sms,











unspecified,











spare1, spare2, spare3 }

PagingRecord ::=




CHOICE {


cn-Page







SEQUENCE {



pagingCause






PagingCause,



cn-DomainIdentity




CN-DomainIdentity,



cn-pagedUE-Identity




CN-PagedUE-Identity


},


utran-Page






SEQUENCE {



u-RNTI







U-RNTI


}

}

PagingRecordList ::=



SEQUENCE (SIZE (1..pageCount)) OF











PagingRecord

PDCP-Capability ::=




SEQUENCE {


losslessSRNS-RelocationSupport

BOOLEAN,


supportedHC-AlgoTypeList


SupportedHC-AlgoTypeList

}

PhysicalChannelCapability ::=

SEQUENCE {


modeSpecificInfo




CHOICE {



fdd








SEQUENCE {




downlinkPhysChCapability


DL-PhysChCapabilityFDD,




uplinkPhysChCapability



UL-PhysChCapabilityFDD



},



tdd








SEQUENCE {




downlinkPhysChCapability


DL-PhysChCapabilityTDD,




uplinkPhysChCapability



UL-PhysChCapabilityTDD



}


}

}

ProtocolErrorCause ::=



ENUMERATED {











asn1-ViolationOrEncodingError,











messageTypeNonexistent,











messageNotCompatibleWithReceiverState,











ie-ValueNotComprehended,










conditionalInformationElementError,










messageExtensionNotComprehended,











spare1, spare2 }

ProtocolErrorIndicator ::=


ENUMERATED {











noError, errorOccurred }

ProtocolErrorIndicatorWithInfo ::= CHOICE {


noError







NULL,


errorOccurred





ProtocolErrorInformation

}

RadioFrequencyBand ::=



ENUMERATED {











a, b, c,











spare1 }

RadioFrequencyBandList ::=


SEQUENCE (SIZE (1..maxFrequencyBandsCount)) OF











RadioFrequencyBand

Re-EstablishmentTimer ::=


SEQUENCE {


t-314







T-314,


t-315







T-315

}

RedirectionInfo ::=




CHOICE {


frequencyInfo





FrequencyInfo,


interSystemInfo





InterSystemInfo,


spare







NULL

}

RejectionCause ::=




ENUMERATED {











congestion,











unspecified,











spare1, spare2 }

ReleaseCause ::=




ENUMERATED {











normalEvent,











unspecified,











pre-emptiveRelease,











congestion,











re-establishmentReject,











spare1, spare2, spare3 }

RF-Capability ::=




SEQUENCE {


modeSpecificInfo




CHOICE {



fdd







SEQUENCE {




ue-PowerClass




UE-PowerClass,




txRxFrequencySeparation


TxRxFrequencySeparation



},



tdd






SEQUENCE {




ue-PowerClass



UE-PowerClass,




radioFrequencyBandList

RadioFrequencyBandList,




chipRateCapability


ChipRateCapability



}


}

}

RFC2507 ::=






SEQUENCE {


maximumMaxHeader




INTEGER (60..65535)




DEFAULT 65535,


maximumTCP-Space




INTEGER (3..255)




DEFAULT 255,


maximumNonTCP-Space




INTEGER (3..65535)




DEFAULT 65535

}

RLC-Capability ::=




SEQUENCE {


totalRLC-AM-BufferSize



TotalRLC-AM-BufferSize,


maximumAM-EntityNumber



MaximumAM-EntityNumberRLC-Cap

}

RLC-ReconfigurationIndicator ::=
BOOLEAN

RRC-MessageSequenceNumberList ::=
SEQUENCE (SIZE (2..3)) OF











RRC-MessageSequenceNumber

RRC-MessageSequenceNumber ::=

INTEGER (0..15)

RRC-MessageTX-Count ::=



INTEGER (1..8)

S-RNTI ::=






BIT STRING (SIZE (20))

S-RNTI-2 ::=





INTEGER (0..1023)

SecurityCapability ::=



SEQUENCE {


cipheringAlgorithm




CipheringAlgorithm,


integrityProtectionAlgorithm

IntegrityProtectionAlgorithm

}

SimultaneousSCCPCH-DPCH-Reception ::= CHOICE {


notSupported





NULL,


supported






MaxNoSCCPCH-RL

}

SRNC-Identity ::=




BIT STRING (SIZE (12))

SupportedHC-AlgoType ::=


CHOICE {


rfc2507







RFC2507,


spare







NULL

}

SupportedHC-AlgoTypeList ::=

SEQUENCE (SIZE (1..maxAlgoTypeCount)) OF











SupportedHC-AlgoType

SystemSpecificCapUpdateReq ::=

ENUMERATED {











gsm, spare1, spare2, spare3,











spare4, spare5, spare6, spare7,











spare8, spare9, spare10, spare11,











spare12, spare13, spare14, spare15 }

SystemSpecificCapUpdateReqList ::= SEQUENCE (SIZE (1..maxNoSystemCapability)) OF 











SystemSpecificCapUpdateReq

T-300 ::=






INTEGER (1..8)

T-301 ::=






INTEGER (1..8)

T-302 ::=






INTEGER (1..8)

T-303 ::=






INTEGER (1..8)

T-304 ::=






ENUMERATED {











ms100, ms200, ms400, 











ms1000, ms2000,











spare1, spare2, spare3 }

T-305 ::=






ENUMERATED {











noUpdate, m5, m10, m30,











m60, m120, m360, m720 }

T-306 ::=






ENUMERATED {











noUpdate, m5, m10, m30,











m60, m120, m360, m720 }

T-307 ::=






ENUMERATED {











s5, s10, s15, s20,











s30, s40, s50, spare1 }

T-308 ::=






ENUMERATED {











ms40, ms80, ms160, ms320 }

T-309 ::=






INTEGER (1..8)

T-310 ::=






ENUMERATED {











ms40, ms80, ms120, ms160,











ms200, ms240, ms280, ms320 }

T-311 ::=






ENUMERATED {











ms250, ms500, ms750, ms1000,











ms1250, ms1500, ms1750, ms2000 }

T-312 ::=






INTEGER (0..15)

T-313 ::=






INTEGER (0..15)

T-314 ::=






ENUMERATED {











s0, s10, s20, s30, s60,











s180, s600, s1200, s1800 }

T-315 ::=






ENUMERATED {











s0, s50, s100, s200, s400,











s600, s800, s1000 }

T-CPCH ::=






ENUMERATED {











ct0, ct1 }

TMSI-and-LAI-GSM-MAP ::=


SEQUENCE {


tmsi







TMSI-GSM-MAP,


lai








LAI

}

TMSI-DS-41 ::=





OCTET STRING (SIZE (2..12))

TotalRLC-AM-BufferSize ::=


ENUMERATED {











kb2, kb10, kb50, kb100,











kb150, kb500, kb1000,











spare1 }

-- Actual value = IE value * 0.125

TransmissionProbability ::=


INTEGER (1..8)

TransportChannelCapability ::=

SEQUENCE {


dl-TransChCapability



DL-TransChCapability,


ul-TransChCapability



UL-TransChCapability


}

TurboSupport ::=




CHOICE {


notSupported





NULL,


supported






MaxNoBits

}

TxRxFrequencySeparation ::=


ENUMERATED {











mhz190, mhz174-8-205-2,











mhz134-8-245-2, spare1 }

U-RNTI ::=






SEQUENCE {


srnc-Identity





SRNC-Identity,


s-RNTI







S-RNTI

}

U-RNTI-Short ::=




SEQUENCE {


srnc-Identity





SRNC-Identity,


s-RNTI-2






S-RNTI-2

}

UE-ConnTimersAndConstants ::=

SEQUENCE {


t-301







T-301,


t-302







T-302,


n-302







N-302,


t-303







T-303,


n-303







N-303,


t-304







T-304,


n-304







N-304,


t-305







T-305,


t-306







T-306,


t-307







T-307,


t-308







T-308,


t-309







T-309,


t-310







T-310,


n-310







N-310,


t-311







T-311,


t-312







T-312,


n-312







N-312,


t-313







T-313,


n-313







N-313,


t-314







T-314,


t-315







T-315,


n-315







N-315

}

UE-IdleTimersAndConstants ::=

SEQUENCE {


t-300







T-300,


n-300







N-300,


t-312







T-312,


n-312







N-312


}

UE-MultiModeRAT-Capability ::=

SEQUENCE {


multiRAT-CapabilityList



MultiRAT-CapabilityList



OPTIONAL,


multiModeCapability




MultiModeCapability

}

UE-PowerClass ::=




INTEGER (1..4)

UE-RadioAccessCapability ::=

SEQUENCE {


conformanceTestCompliance


ConformanceTestCompliance,


pdcp-Capability





PDCP-Capability,


rlc-Capability





RLC-Capability,


transportChannelCapability


TransportChannelCapability,


rf-Capability





RF-Capability,


physicalChannelCapability


PhysicalChannelCapability,


ue-MultiModeRAT-Capability


UE-MultiModeRAT-Capability,


securityCapability




SecurityCapability,


lcs-Capability





LCS-Capability,


modeSpecificInfo




CHOICE {



fdd








SEQUENCE {




measurementCapability



MeasurementCapability



},



tdd








NULL


}

}

UL-PhysChCapabilityFDD ::=


SEQUENCE {


maxNoDPDCH-BitsTransmitted


MaxNoDPDCH-BitsTransmitted,


supportOfPCPCH





BOOLEAN


}

UL-PhysChCapabilityTDD ::=


SEQUENCE {


maxSimultaneousCCTrCH-Count


MaxSimultaneousCCTrCH-Count,


maxTS-PerFrame





MaxTS-PerFrame,


maxPhysChPerTimeslot



MaxPhysChPerTimeslot,


minimumSF






MinimumSF-UL,


supportOfPUSCH





BOOLEAN


}

UL-TransChCapability ::=


SEQUENCE {


maxNoBitsTransmitted



MaxNoBits,


maxConvCodeBitsTransmitted


MaxNoBits,


turboDecodingSupport



TurboSupport,


maxSimultaneousTransChs



MaxSimultaneousTransChsUL,


maxTransmittedBlocks



MaxTransportBlocksUL,


maxNumberOfTFC-InTFCS



MaxNumberOfTFC-InTFCS-UL,


maxNumberOfTF





MaxNumberOfTF

}

URA-UpdateCause ::=




ENUMERATED { 











changeOfURA, 











periodicURAUpdate, 











re-enteredServiceArea,











spare1, spare2, spare3,











spare4, spare5 }

WaitTime ::=





INTEGER (0..15)

END

16
Handling of unknown, unforeseen and erroneous protocol data

16.1
General
This subclause specifies procedures for the handling of unknown, unforeseen, and erroneous protocol data by the receiving entity. These procedures are called "error handling procedures", but in addition to provide recovery mechanisms for error situations they define a compatibility mechanism for future extensions of the protocol.

The error handling procedures specified in this subclause shall apply to all RRC messages. When there is a specific handling for messages received on different logical channels this is specified.

When the UE receives an RRC message, it shall set the variable PROTOCOL_ERROR_REJECT to FALSE and then perform the checks in the order as defined below.

The procedures specified in clause 8 are applied only for the messages passing the checks as defined below, except when procedure specific handling is used to recover from the error.

16.2
ASN.1 violation or encoding error 
If the UE receives a message on the DCCH for which the encoded message does not result in a valid abstract syntax value, it shall perform the following:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.

-
Transmit an RRC STATUS message on the uplink DCCH. The IE "Protocol error information" shall contain an IE "Protocol error cause" set to "ASN.1 violation or encoding error".

-
When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid message has not been received.

If the UE receives a message on the BCCH, PCCH or CCCH for which the encoded message does not result in a valid abstract syntax value, it shall ignore the message.

16.3
Unknown or unforeseen message type

If a UE receives an RRC message on the DCCH with a message type reserved for future extension it shall:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.

-
Transmit an RRC STATUS message on the uplink DCCH. The IE "Protocol error information" shall contain an IE "Protocol error cause" set to "Message type non-existent or not implemented".

-
When the transmission of the RRC STATUS message has been confirmed by RLC, the UE shall resume normal operation as if the invalid message has not been received.

If the UE receives a message on the BCCH, PCCH or CCCH with a message type reserved for future extension it shall ignore the message.

16.4
Unknown or unforeseen information element value, mandatory information element

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH, with a mandatory IE having a value, including choice, reserved for future extension the UE shall

-
If criticality of the IE is defined as "Ignore" and if a default value of the IE is defined, treat the rest of the message using the default value of the IE. 

-
If criticality of the IE is defined as "Reject" or no default value of the IE is defined:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.

-
Set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Information element value not comprehended".

-
Perform procedure specific error handling according to clause 8.

If the UE receives an RRC message on the BCCH or PCCH with a mandatory IE having a value reserved for future extension it shall 

-
If criticality of the IE is defined as "Ignore" and if a default value of the IE is defined, treat the rest of the message using the default value of the IE. 

-
If criticality of the IE is defined as "Reject" or no default value of the IE is defined, ignore the message.

16.5
Unknown or unforeseen information element value, optional information element

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH, with an optional IE having a value, including choice, reserved for future extension and the criticality for that IE is specified as "ignore", it shall: 

-
Ignore the value of the IE.

-
Treat the rest of the message as if the IE was not present.

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH, with an IE having a value, including choice, reserved for future extension and the criticality for that IE is specified as "reject", it shall:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.

-
Set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Information element value not comprehended".

-
Perform procedure specific error handling according to clause 8.

If the UE receives an RRC message on the BCCH or PCCH with an optional IE having a value, including choice, reserved for future extension it shall:

-
Ignore the value of the IE.

-
Treat the rest of the message as if the IE was not present.

16.5a
Conditional information element error
If the UE receives an RRC message on the DCCH, BCCH, PCCH, or addressed to the UE on the CCCH, for which the specified conditions for absence of a conditional IE are met and that IE is present, the UE shall: 

-
Ignore the IE.

-
Treat the rest of the message as if the IE was not present.

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH, for which the specified conditions for presence of a conditional IE are met and that IE is absent, the UE shall:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.

-
Set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Conditional information element error".

-
Perform procedure specific error handling according to clause 8.

If the UE receives an RRC message on the BCCH or PCCH for which the specified conditions for presence of a conditional IE are met and that IE is absent, the UE shall ignore the message.

16.6
Unexpected message extension
If the UE receives a message on the DCCH, or addressed to the UE on the CCCH, containing at least one information element in an extension for which a content is not defined, and therefore not expected, the UE shall check the criticality of that extension, if defined.

-
If the criticality for the extension is defined and is set to "Ignore", the UE shall ignore the content of the extension and the message contents after the extension, but treat the parts of the message up to the extension normally.

-
If the criticality for the extension is defined and is set to "Reject", or if the criticality is not defined, the UE shall:

-
Set the variable PROTOCOL_ERROR_REJECT to TRUE.

-
Set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Message extension not comprehended".

-
Perform procedure specific error handling according to clause 8. 

If the UE receives a message on the BCCH or PCCH, containing at least one information element in an extension for which a content is not defined, and therefore not expected, the UE shall check the criticality of that extension, if defined.

-
If the criticality for the extension is defined and is set to "Ignore", the UE shall ignore the content of the extension and the message contents after the extension, but treat the parts of the message up to the extension normally.

-
If the criticality for the extension is defined and is set to "Reject", or if the criticality is not defined, the UE shall ignore the message.
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