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1	Introduction
In RAN2#119-e[1], RAN2 discussed the scenarios, configuration and potential security issue for NR-DC with selective activation of the cell groups. The following agreements were achieved: 
	The selective activation of cell groups should correspond to support of subsequent conditional changes (CPC) after a cell group change (normal or conditional). CPA FFS. 
Initial focus on SCG
There is interest to support delta configuration, to reduce the signalling overhead (FFS if some other objective should be achieved)
FFS how many subsequent conditional changes are targeted (and what is the impact of such assumption). 
FFS whether there is a security issue: e.g. to determine vertical or horizontal key derivation, e.g. security parameters re-used as part of subsequent CG switch (for the case when UE goes back to a previous cell, maybe in another SN), and FFS on the procedure/method with which the UE derives the SN security, e.g. based on a prior MN config (without RRC CPC config at the time of SN switch).


This contribution will further discuss the open issues and potential enhancements on NR-DC with selective activation of the cell groups.
2 Discussion
2.1	Discussion on the scenario
In last meeting, RAN2 agreed that the selective activation of cell groups should correspond to support of subsequent conditional changes (CPC) after a cell group change (normal or conditional), but had no consensus on subsequent CPA. 
In our understanding, if the subsequent CPA after a cell group change is supported, this means the UE’s operation is like SA->DC->SA->DC. For example, the SN will be released if there is no or few data/signaling transmission between UE and SN, based on MN initiated or SN initiated. But the UE will keep the candidate SCG configuration when becomes SA, and then the UE may return to DC again by CPA when the condition of PSCell addition is satisfied. We think this scenario is justified and can be supported.
Proposal 1: The subsequent conditional PSCell addition (CPA) after a cell group change is supported.
In Rel-17, CPA is initiated by MN, and CPC could be initiated by MN or SN. RAN2 prioritized MN-initiated CPA, MN-initiated inter-SN CPC and SN-initiated inter-SN CPC scenarios during the discussion on conditional PSCell change/addition in R17. For MN-initiated CPA and MN-initiated inter-SN CPC, the candidate PSCell and execution conditions are configured by MN based on MN measConfig. For SN-initiated inter-SN CPC, the candidate PSCell and execution conditions are configured by SN based on SN measConfig.  
Based on the description of WID [1], NR-DC with selective activation of the cell groups allows subsequent CPC/CPA after SCG change without reconfiguration and re-initiation of CPC/CPA. For MN-initiated CPA and MN-initiated inter-SN CPC, the configuration is not updated unless MN updates the MN measConfig. That is, MN sends the candidate SCG and execution condition to UE, the UE could perform subsequent SCG change based on the execution conditions without configuration release. For SN-initiated inter-SN CPC, when SCG changes, SN configured measConfig will be updated, and the configuration also needs to be updated correspondingly. It seems more complex compared with MN-initiated case.
Therefore, we prefer to prioritize MN-initiated CPA and MN-initiated inter-SN CPC and SN initiated inter-SN CPC is de-prioritized considering the complexity.
Proposal 2: RAN2 to prioritize the MN-initiated CPA and MN-initiated inter-SN CPC, and SN initiated inter-SN CPC case is de-prioritized.

2.2	Trigger for SCG activation
In general, there are two potential solutions for SCG activation, i.e., UE-based solution (based on pre-configured CPA/CPC execution condition) and network-based solution (via network signaling).
For UE-based solution: The R17 CPA/CPC mechanism is used as baseline but the UE will keep the CPA/CPC configurations after changing CG. The UE will trigger to perform CPA/CPC based on the pre-configured CPA/CPC execution condition.
[image: ]
Figure 2.2-1: UE based solution
For network-based solution: The network sends candidate SCG configurations to the UE and indicates the UE which one to activate based on the measurement report from UE, e.g. via RRC signaling. The procedure is similar with that of SCell activation/deactivation of CA. 
[image: ]
Figure 2.2-2: Network based solution
Based on the description of WID [1], NR-DC with selective activation of the cell groups allows subsequent CPC/CPA after SCG change without reconfiguration and re-initiation of CPC/CPA. The main motivation is to reduce signaling overhead and interrupting time for SCG change. For network-based solution, if RRC signaling is used to trigger SCG activation, the signaling overhead is unavoidable. In our understanding, UE-based solution is slightly preferred for this objective.
Proposal 3: UE-based solution (i.e. SCG activation is triggered by UE based on pre-configured CPA/CPC execution condition) is supported for NR-DC with selective activation cell of groups.

2.3	Delta configuration
The delta configuration is beneficial to reduce the signaling overhead compared with full configuration. In legacy procedure, the delta configuration of candidate PSCell is based on the current PSCell configuration (i.e. source configuration). But in subsequent CPC, the source configuration will be changed as different SCGs are activated. Thus, it is unclear what is the delta configuration for the candidate SCG. The enhancements for delta configuration should be discussed. For example, the UE can store the initial SCG configuration as source configuration, or the network indicates the source configuration to the UE (e.g. which SCG configuration is baseline for delta configuration, or use MN configuration, or define a new reference configuration). 
Proposal 4: RAN2 discuss how to enhance the delta configuration for subsequent CPC, following options can be considered as candidate solutions:
- Option 1: UE stores the initial SCG configuration as source configuration;
- Option 2: Network indicates the source configuration to the UE (e.g. which SCG configuration is baseline for delta configuration, or use MN configuration, or define a new reference configuration).

2.4	Validity duration of CPC configuration
The subsequent cell change means that network resources need to be reserved for a longer time, which will increase the network overhead and reduce the system capacity. The validity duration of CPA/CPC configuration should be defined and aligned between the UE and network, for example, timer-based, number-based or based on the network reconfiguration, etc. In last meeting, the issue on how many subsequent conditional changes are targeted was discussed, we think there is a trade-off between the performance enhancement from subsequent cell groups change, network capacity and UE’s extra overhead to keep the configuration. 
Anyway, the network is normally responsible for the performance of the entire network, and thereby it is reasonable to let it be controlled by network, and the network can configure different timer value or number based on its own policy for different UEs. On the other hand, the UE may send some assistance information to network for validity duration configuration, such as how many candidate SCGs can be supported by the UE. 
Proposal 5: The validity duration of subsequent CPC/CPA configuration is configured by network, such as timer-based, number-based, etc. The details are FFS.
Proposal 6: The UE assistance information (e.g., how many candidate SCGs can be supported by the UE) can be introduced for validity duration configuration of subsequent CPC/CPA. 

2.5	Security issue
In last meeting, companies discussed whether there is security issue especially when UE goes back to a previous cell.  
According to TS 33.501 [2], the MN generates the KSN for the SN and sends it to the SN. To generate the KSN, the MN associates a counter (called SN Counter) with the current AS security context. The SN Counter is used as freshness input into KSN derivations. The MN sends the value of the SN Counter to the UE over the RRC signaling path when it is required to generate a new KSN. When executing the procedure for adding subsequent radio bearer(s) to the same SN, the MN shall, for each new radio bearer, assign a radio bearer identity that has not previously been used since the last KSN change. If the MN cannot allocate an unused radio bearer identity for a new radio bearer in the SN, due to radio bearer identity space exhaustion, the MN shall increase the SN Counter and compute a fresh KSN, and then shall perform a SN Modification procedure to update the KSN.
We assume the initial SN counter is configured with candidate SCG configuration, when the UE comes back to previous cell without reconfiguration, the UE will use the same SN counter for KSN derivation. However, KSN maybe changed after the UE leaves due to radio bearer identity space exhaustion due to reasons mentioned above. Thus, the security problem occurs because the UE cannot update the KSN without reconfiguration. 
Observation 1: There may be security issue when UE goes back to a previous cell because the UE cannot update the KSN without reconfiguration.
In this case, the network needs to reconfigure a latest SN counter as freshness input into KSN derivations to the UE. Although the reconfiguration may only be used to update SN counter without any changes for other configuration of candidate SCGs, this still seems not aligned well with the objective “without reconfiguration and re-initiation of CPC/CPA”. We think RAN2 can discuss whether reconfiguration for SN counter is acceptable when the UE comes back to previous cell. If not, SA3 may be involved to solve this problem and potential solutions can be further discussed, otherwise, this case will not be supported.
Proposal 7: RAN2 to discuss whether and how to solve the security issue when UE goes back to a previous cell.

3	Conclusion
[bookmark: _GoBack]Here are the observations and proposals for NR-DC with selective activation cell of groups.
Proposal 1: The subsequent conditional PSCell addition (CPA) after a cell group change is supported.
Proposal 2: RAN2 to prioritize the MN-initiated CPA and MN-initiated inter-SN CPC, and SN initiated inter-SN CPC case is de-prioritized.
Proposal 3: UE-based solution (i.e. SCG activation is triggered by UE based on pre-configured CPA/CPC execution condition) is supported for NR-DC with selective activation cell of groups.
Proposal 4: RAN2 discuss how to enhance the delta configuration for subsequent CPC, the following options can be considered as candidate solutions:
- Option 1: UE stores the initial SCG configuration as source configuration;
- Option 2: Network indicates the source configuration to the UE (e.g. which SCG configuration is baseline for delta configuration, or use MN configuration, or define a new reference configuration).
Proposal 5: The validity duration of subsequent CPC/CPA configuration is configured by network, such as timer-based, number-based, etc. The details are FFS.
Proposal 6: The UE assistance information  (e.g., how many candidate SCGs can be supported by the UE) can be introduced for validity duration configuration of subsequent CPC/CPA. 
Observation 1: There is security issue when UE goes back to a previous cell because the UE cannot update the KSN without reconfiguration.
Proposal 7: RAN2 to discuss whether and how to solve the security issue when UE goes back to a previous cell.
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