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[bookmark: OLE_LINK18][bookmark: OLE_LINK4][bookmark: OLE_LINK6][bookmark: OLE_LINK8][bookmark: OLE_LINK3]For the R18 MBS enhancement, one objective is to support the multicast reception in RRC_INACTIVE state. For the PTM configuration delivery for the INACTIVE multicast reception, the following options are agreed in 119-e meeting to be further investigated. [1]
· For PTM configuration delivery, RAN2 further investigates the following solutions: 
Option 1: Dedicated signalling
Option 2: Solution based on SIB+MCCH
We do not preclude some “mix” of the options
During the post meeting email discussion, we have further discussion on above two options and the most controversial issue is the security concern on the PTM configuration delivery via the MCCH. In this contribution, we provide our considerations on the security issues and provide the potential solutions. 
Discussion
During the RAN2#119-e post meeting email discussion, many companies have security concern about the PTM configuration delivery via MCCH, and there are two mainly security issues:[2]
Potential issue 1: Unauthorized access to multicast session.
In R17, multicast communication service only can be provided to a dedicated set of UEs (i.e., not all UEs in the multicast service area are authorized to receive the data), only the UE joined the multicast session and in RRC_CONNECTED state can acquire the multicast configuration via the RRCReconfiguration message.
However, if the PTM configuration is provided via MCCH, all UEs including the UE which has not joined multicast session can acquire the multicast configuration and receive the multicast session, which defeats the purpose of multicast system design, which is supposed to enable only the UE joining multicast session to receive multicast session data.
Observation 1: If PTM configuration is provided via MCCH, the unauthorized UE can receive the multicast session data which supposed to only be provided to the authorized UE.
Potential issue 2: Multicast configuration failure for UE received multicast configuration via MCCH
In R17, the multicast configuration is provided via the RRCReconfiguration message after the AS security has been activated. However, in R18 MBS enhancement, if the PTM configuration is provided via MCCH without any protection, there will exist security issue as the fake gNB can get the MCCH configuration and send the multicast configuration via MCCH which can cause the multicast configuration failure.
In details, if the MCCH configuration is provided via the SIB, fake gNB can easily acquire the MCCH configuration and then send the multicast configuration via the MCCH. During the email discussion, some company proposed to provide the MCCH configuration via the dedicated signaling, however, it still exists security issue as fake UE can get the MCCH configuration from the dedicated signaling and send that to fake gNB.
If fake gNB sends the PTM configuration via the MCCH, it will cause the configuration failure for all UE who can acquire the multicast configuration via the MCCH, the details is as follows:
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Step 0: When UE is in RRC_CONNECTED state and the multicast session is activated, acquire and store CONNECTED multicast configuration provided via RRCReconfiguration message.
Step 1: Switch from RRC_CONNECTED state to RRC_INACTIVE state upon reception the RRCRelease message with suspend configuration. Some or all stored CONNECTED multicast configuration may not be suspended for the continuous multicast session reception in RRC_INACTIVE state.
Step 2:  UE in RRC_INACTIVE state acquires the INACTIVE multicast configuration via the multicast MCCH.
In Step 2, if the fake gNB sends delta multicast configuration via MCCH, UE stored the CONNECTED multicast configuration will combine the INACTIVE multicast configuration provided via fake gNB MCCH with that, which will cause configuration failure, and currently there is no failure handling for this.
Observation 2: If the UE combines the stored CONNECTED multicast configuration with the multicast configuration provided via fake gNB MCCH, this will cause an internal unexpected failure of the UE.
Step 3 & Step 4: UE in RRC_INACTIVE state resumes the RRC connection and enters to RRC_CONNECTED state.
Step 5: UE joined the multicast session and in RRC_CONNECTED state acquires the MBS multicast configuration via RRCReconfiguration message when the multicast session is activated.
In Step 5, if gNB sends delta multicast configuration via the RRCReconfiguration, UE stored INACTIVE multicast configuration provided via fake gNB MCCH will combine the CONNECTED multicast configuration with that, which will cause Reconfiguration failure. For the Reconfiguration failure handling, as specified in section 5.3.5.8 of the TS 38.331, UE will trigger RRC connection reestablishment using the multicast configuration provided via fake gNB MCCH, which will result in reestablishment failure and then the UE will enter RRC_IDLE state.
Observation 3: If the UE combines CONNECTED multicast configuration with stored multicast configuration provided via fake gNB MCCH, this will cause reconfiguration failure and UE entering RRC_IDLE state finally.
According to above analysis on the potential security issue 2, only when the delta configuration is applied for the MBS multicast configuration, there will exist configuration failure due to the combination of the PTM configuration delivered via the fake gNB MCCH. Therefore, as the most straightforward solution for the potential issue 2, UE should always apply the full configuration for the MBS multicast when switching between RRC_CONNECTED state and RRC_INACTIVE state.
Proposal 1:  RAN2 confirms there exists security issues observed above for the PTM configuration delivery via MCCH.
Proposal 2:  As a solution for the potential security issue 2, UE should always apply the full configuration for the MBS multicast when switching between RRC_CONNECTED state and RRC_INACTIVE state.
Proposal 3:  If RAN2 cannot conclude on the observed security issue, we should send a LS to SA3 for further checked. The draft LS to SA3 is attached as annex.
Conclusions
According to the analysis given above, we have the following observations on the security issue for the PTM configuration delivery via MCCH:
[bookmark: _GoBack]Potential issue 1: Unauthorized access to multicast session.
Observation 1: If PTM configuration is provided via MCCH, the unauthorized UE can receive the multicast session data which supposed to only be provided to the authorized UE.
Potential issue 2: Multicast configuration failure for UE received multicast configuration via MCCH
Observation 2: If the UE combines stored CONNECTED multicast configuration with multicast configuration provided via fake gNB MCCH, this will cause an internal unexpected failure of the UE.
Observation 3: If the UE combines CONNECTED multicast configuration with stored multicast configuration provided via fake gNB MCCH, this will cause reconfiguration failure and UE entering RRC_IDLE state finally.

Based on above observations on the potential security issues on the PTM configuration via MCCH, we have the following proposals:
Proposal 1:  RAN2 confirms there exists security issues observed above for the PTM configuration delivery via MCCH.
Proposal 2:  As a solution for the potential security issue 2, UE should always apply the full configuration for the MBS multicast when switching between RRC_CONNECTED state and RRC_INACTIVE state. 
Proposal 3:  If RAN2 cannot conclude on the observed security issue, we should send a LS to SA3 for further checked. The draft LS to SA3 is attached as annex.
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1. Overall Description:
In R18 MBS enhancement, RAN2 is supposed to support the multicast reception in RRC_INACTIVE state. As for the PTM configuration delivery for the multicast reception in RRC_INACTIVE state, one of candidates is to provide the PTM configuration via MCCH. 
However, considering MCCH information is broadcast by the gNB without any protection, in RAN2 discussion there are concerns raised that PTM configuration delivery via the MCCH will have security issues. It includes two aspects and the brief introduction is as below:
Potential issue 1: Unauthorized access to multicast session.
In R17, the multicast configuration is only provide to authorized UE for multicast session data reception. Once the PTM configuration is provided via MCCH in R18, the unauthorized UE can also acquire the configuration causing unauthorized access to the multicast session.
Potential issue 2: Multicast configuration failure for UE received multicast configuration via MCCH
As MCCH information is broadcast without any protection, if the fake gNB sends the delta PTM configuration to UE via MCCH, UE may combine the false PTM configuration with the CONNECTED multicast configuration which will cause the multicast configuration failure due to configuration collision. In details,
For UE stored the multicast configuration in RRC_CONNECTED stated and receives false multicast configuration in RRC_INACTIVE state, if it combines these two configurations, this will cause an internal unexpected failure of the UE due to configuration collision.
For UE stored the false multicast configuration in RRC_INACTIVE state and received multicast configuration when switching to CONNECTED state, if it combines these two configurations, this will cause Reconfiguration failure as configuration collision and UE entering RRC_IDLE state finally.

[bookmark: OLE_LINK1]In RAN2 discussion there is no consensus on the security issues observed above and solutions for the PTM configuration delivery via MCCH. RAN2 would like to request SA3 to evaluate and inform RAN2 whether there are security issues observed above if UE can get the PTM configuration via MCCH. If there is, indicating any potential solution for this would be helpful to RAN2.
2. Actions:
To: SA3
ACTION: RAN2 kindly asks SA3 to take into consideration the information above and provide answers to the questions above.

3. Date of Next TSG-RAN2 Meetings:
RAN2#120	11 Nov – 14 Nov 2022				Toulouse, FR
RAN2#121	27 Feb – 03 Mar 2023				Athens, GR
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