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Introduction 
During the discussions in RAN2-119e[1], there was some confusion among companies when discussing [2] the UE mobility across multiple SNs without explicit RRC config (of CPA/CPC). 
	R2-2207468	Setting the stage for practical operation of selective activation of cell groups	Apple	discussion	Rel-18	NR_mob_enh2-Core
DISCUSSION
-	Lenovo think that horizontal key derivation works and only if the UE comes back to a previous cell there is an issue. Apple confirms. 
-	Apple are also concerned about the UE storing configurations related to security for very long time. Lenovo think that the keys are only derived when the UE goes to the new cell. 
-	VDF think normal legacy HO is still there and it is network responsibility to provide configuration. 
-	Nokia think this is only for inter-SN. 
-	Huawei think there is no saved security, we just apply the normal rules. Apple understand that the will not be an RRC message, indicating whether to do vertical or horizontal key derivation, and also when going back to previous cell in other SN
-	Chair wonder if sufficient to avoid NCC mismatch. 

FFS whether there is a security issue: e.g. to determine vertical or horizontal key derivation, e.g. security parameters re-used as part of subsequent CG switch (for the case when UE goes back to a previous cell, maybe in another SN), and FFS on the procedure/method with which the UE derives the SN security, e.g. based on a prior MN config (without RRC CPC config at the time of SN switch).




In this paper we would like to describe this in more detail and point out the inefficiency of always using a RRC message to handle subsequent SN changes. 
We also use this paper to limit our obj#2 discussion to a single MN and not discuss the inter-MN case (to ease the burden on this WI). 
Candidate SNs after a SN change
WID obj#2 already states that the UE is not expected to be provided an RRC message with CPC/CPA after an SN change (to allow for subsequent changes of SN).
	2. To specify mechanism and procedures of NR-DC with selective activation of the cell groups (at least for SCG) via L3 enhancements:
o To allow subsequent cell group change after changing CG without reconfiguration and re-initiation of CPC/CPA [RAN2, RAN3, RAN4]
Note 4: A harmonized RRC modelling approach for objectives 1 and 2 could be considered to minimize the workload in RAN2.





Let’s consider the following scenario from Fig 1 below.
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Figure 1: UE mobility across multiple SNs
The UE is in DC with MN and SN1 and is configured with CPC with target SNs : SN2, SN3 and SN4. So the UE is already provided the target configurations for SN2/3/4. 
If the UE’s mobility results in switching to SN2, it is assumed that the UE does NOT release the configurations of SN3, SN4, and releasing these (as part of trigger of conditional SN change) would mean that subsequent SN change is only possible with another configuration of CPC (which is what the obj#2 is trying to prevent)
Observation 1: It is essential that the UE does not release the candidate SN configurations as part of a triggering condition that results in an SN switch from CPC. UE saving of the ‘other’ candidate SNs even after the SN switch, is needed for subsequent SN switch without CPC.
Assuming that the UE preserves the configurations of SN3/4 and UE’s mobility results in UE switching the SN to SN4, does the UE preserve the configuration of SN2?
We think it is inefficient to release the SN config of the source SN (as part of SN switch). It is also not prudent to think that the source SN might not be a candidate for SN role once the UE selects another SN. Very likely in the case of multi SN anchored by MN, the UE would need to keep the source SN also as a candidate.
Observation 2: Source SN can also be a candidate SN after the SN switch, as it is not prudent to think that source SN is not part of UE mobility, esp in indoor deployments where MN might deploy multiple SNs covering short areas overlapped partially. 
In case the UE (which is in DC with MN and SN4) find SN2 as a better SN (the triggers for SN2 satisfy), there will be a security re-use if the UE switches to SN2 and re-use the saved config.

Observation 3: There is a security key re-use issue if the UE selects back the source SN, even after traversing multiple SNs before moving back to source SN (as long as there is no RRC CPC re-config).
While some form of “derivation” of the SN security is needed at the UE (it is assumed that RAN3 or RAN2 defines the inter-node needed for MN to configure the SN of the security, including re-using the existing interfaces), it is a prudent step in check with SA3 on the direction of derivation of the SN security based on an earlier provided MN config.
Proposal 1: The saved security cannot be re-used as part of subsequent CG switch, and FFS on the procedure/method with which the UE derives the SN security based on a prior MN config (without RRC CPC config at the time of SN switch).
Proposal 2: Check with SA3 if they are ok with the approach from proposal 4.


Limiting to intra-MN
MN is the anchor for the DC operation and provides SN with the necessary configuration for such DC operation and this includes the security related configuration as well.
Observation 4: MN provides the security context for the SN, and a change in MN results in changing the security of the SN as well.
Observation 5: To avoid a change in security context (which is via RRC), for a SN switch to happen without explicit reconfiguration, the MN cannot be changed.
While RAN2 can discuss (in conjunction with SA3’s input) on how the security context re-use from chapter 2, it is clear that we should not allow a MN change during this subsequent CG switch. We would like to get an official agreement to limit the scope for Rel-18 FeMob.
Proposal 3: Subsequent CG change without reconfig/re-initiation of CPA/CPC is limited to the case where the MN is not changed. 
Proposal 4: If the MN is to be changed, then UE is expected to be given an RRC message ( as in Legacy)
Conclusions
Observation 1: It is essential that the UE does not release the candidate SN configurations as part of a triggering condition that results in an SN switch from CPC. UE saving of the ‘other’ candidate SNs even after the SN switch, is needed for subsequent SN switch without CPC.
Observation 2: Source SN can also be a candidate SN after the SN switch, as it is not prudent to think that source SN is not part of UE mobility, esp in indoor deployments where MN might deploy multiple SNs covering short areas overlapped partially. 

Observation 3: There is a security key re-use issue if the UE selects back the source SN, even after traversing multiple SNs before moving back to source SN (as long as there is no RRC CPC re-config).
Observation 4: MN provides the security context for the SN, and a change in MN results in changing the security of the SN as well.
Observation 5: To avoid a change in security context (which is via RRC), for a SN switch to happen without explicit reconfiguration, the MN cannot be changed.

Proposal 1: The saved security cannot be re-used as part of subsequent CG switch, and FFS on the procedure/method with which the UE derives the SN security based on a prior MN config (without RRC CPC config at the time of SN switch).
Proposal 2: Check with SA3 if they are ok with the approach from proposal 4.
Proposal 3: Subsequent CG change without reconfig/re-initiation of CPA/CPC is limited to the case where the MN is not changed. 
Proposal 4: If the MN is to be changed, then UE is expected to be given an RRC message ( as in Legacy)
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