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1
Overall description

As part of the ongoing study item on network control repeater (NCR), RAN3 have studied on how to support the identification and authorization of NCR.  Four solutions are captured into pCR for TR 38.867 in section 8 as attached.
To SA3:

Solutions 1, 3 and 4 provide Uu security using legacy procedures. Solution 2 does not provide Uu security. Therefore, in solution 2, all traffic must be secured via upper layer.

Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?

Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
To SA5:

For solutions 1, NCR validation is performed by the gNB. This may imply that information needed for NCR validation (e.g., information needed for NCR validation by the gNB) needs to be pre-configured in the gNB via OAM.

For solution 2, OAM performs the authorization for NCR, and OAM provides the authorization response to the gNB. It is unclear whether there has any issue when NCR and gNB are from different vendors and use different OAM servers.

Q2: For solution 1 and solution 2, does SA5 foreseen any issue with the above requirements on the OAM?
2
Actions

To SA3, SA5:  3GPP RAN3 kindly asks SA3 and SA5 to provide their feedback to the questions above.

3
Dates of next RAN WG3 meetings

Updated meeting schedule can be found at: https://portal.3gpp.org/?tbid=373&SubTB=381#/ 
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