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1 Introduction

The Study Item on the Network Controlled Repeater has been approved in [1] in RAN#94e. The objective is shown below:

	The study on NR network-controlled repeaters is to focus on the following scenarios and assumptions:
· Network-controlled repeaters are inband RF repeaters used for extension of network coverage on FR1 and FR2 bands, while during the study FR2 deployments may be prioritized for both outdoor and O2I scenarios.
· For only single hop stationary network-controlled repeaters

· Network-controlled repeaters are transparent to UEs

· Network-controlled repeater can maintain the gNB-repeater link and repeater-UE link simultaneously

NOTE1: Cost efficiency is a key consideration point for network-controlled repeaters.

Study and identify which side control information below is necessary for network-controlled repeaters including assumption of max transmission power [RAN1]

· Beamforming information

· Timing information to align transmission / reception boundaries of network-controlled repeater

· Information on UL-DL TDD configuration

· ON-OFF information for efficient interference management and improved energy efficiency
· Power control information for efficient interference management (as the 2nd priority)

Study and identify L1/L2 signaling (including its configuration) to carry the side control information [RAN1]

Study the following aspects of network-controlled repeater management
· Identification and authorization of network-controlled repeaters [RAN2, RAN3]

NOTE2: Coordination with SA3 may be needed.


In this contribution, we discuss the possible solutions on NCR identification and authorization and share our views. 
2 Discussion
2.1 General analysis
According to the objective in SID, RAN2’s main responsibility is to focus on NCR management aspects, including NCR identification and authorization. Based on RAN1 agreements and TR38.867 [2], the model of NCR is shown in below figure:
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Figure 1. Conceptual model of Network-controlled repeater 
In short, the NCR includes two function entities: NCR-MT and NCR-Fwd. The responsibility of NCR-MT is to establish control link connection between NCR and gNB over Uu interface, so the NCR can receive side control configuration from the gNB. The responsibility of NCR-Fwd is to perform amplify-and-forwarding of UL/DL RF signal between gNB and UE via backhaul link and access link, although the behavior of NCR-Fwd can be controlled according to the received side control information from the gNB, its basic functionality is similar to traditional RF-repeaters. 
Actually, repeater is not a new device in network deployment. RF-repeaters are largely deployed in 2/3/4/5G network and RAN as well as CN are unaware of them. The main difference between NCR and traditional RF-repeater is that RAN node can identify the NCR device and further control the behavior of the NCR, so the performance can be improved. 
Observation 1: Rel-18 Network-controlled repeater (NCR) is an enhancement of traditional RF-repeater, i.e. the NCR device can be recognized by the gNB and its forwarding behavior can be further controlled by the gNB.

Similar to RF-repeater, NCR devices are meant to improve the NR cell coverage. In current specification, there is another technology (IAB) which was introduced to serve the same purpose. However, different from NCR, the IAB node can support DU-like function that it can decode UE’s data and further process UE’s data. While the NCR is transparent to UEs and the NCR can only amplify the signal strength without processing UE’s data. 
Observation 2: Different from IAB node, the NCR device does not support DU-like functions, thus the NCR device can only amplify/forward UE’s data, it cannot decode or process the UE’s data.
Regarding NCR management (i.e. NCR identification and authorization), as mentioned above, the backhaul link and access link are similar to traditional RF-repeaters, while the control link is used to establish connection and transmit side control information. So RAN2 needs to focus on control link when discussing the NCR management strategies. For example, how to identify and authorize the NCR-MT and how to protect the configurations transmitted via control link.
Proposal 1: 
RAN2 should focus on the control link (i.e. NCR-MT) when discussing the NCR management strategies. 
2.1.1 NCR identification
The main purpose of NCR identification is to differentiate NCR devices with other device, in order for the gNB to provide NCR side control information to the NCR, so the NCR device should be explicitly or implicitly identified by the gNB.

According to current specification, multiple solutions are specified for UE identification at RAN side, including early identification via Msg1/Msg3 (as RedCap), or via explicit device type indicator in Msg5 (as IAB), or reporting explicit device type indicator in UE radio capability.

Observation 3: In current spec, the following methods are supported for identifying the devices at RAN node:
· Method 1: Early identification based on Msg1/Msg3

· Method 2: To include explicit indicator in Msg5

· Method 3: To include explicit indicator in UE radio capability

So far, we think it is sufficient to adopt one of above options for NCR identification. However, we think early identification is not needed for NCR because we don’t need special handling in Msg2 and Msg4, and NCR-MT can be power-on for a very long time, so state transition (from RRC_IDLE/INACTIVE to RRC_CONNECTION) won’t happen frequently, thus quick identification is not needed for NCR. 
Proposal 2: RAN2 confirms that early identification is not needed for NCR devices.
Whether to identify NCR device type via Msg5 or UE radio capability can be further investigated. 

Proposal 3: RAN2 to choose one of the following options for NCR identification:

· Solution 1: Introduce explicit NCR indicator in Msg5

· Solution 2: Introduce explicit NCR indicator in UE radio capability
2.1.2 NCR authorization

The main purpose of NCR authorization is to avoid un-expected NCR devices. Here, “un-expected device” refers to two aspects: 1) fake NCR devices; 2) NCR device that is deployed in un-expected area (e.g. connecting to an un-expected gNB). 

Usually, UE authorization is done at CN side, e.g. via NAS registration procedure and based on USIM information. After UE registration, the CN can provide corresponding mobility control, charging policy, QoS management to the UE. For NCR device, we provide our analysis regarding these aspects as below: 
· For mobility control requirement: 

From functionality perspective, as described in the SID, in Rel-18, the NCR is limited to the following scenario: 

“-
For only single hop stationary smart repeaters”.

In other word, it is a stationary device and the mobility requirement is not needed for the NCR. Hence, from CN perspective, there is no need to define special mobility control strategy (e.g. roaming, HRL) for NCR device. From RAN perspective, if the network wants, the gNB can disable mobility-based measurements after NCR identification. 
Observation 4: Only single hop stationary NCR is supported in Rel-18, so there is no mobility requirements for NCR devices (e.g. no special mobility control strategy is needed at CN side). 
· For QoS management requirement: 

For normal UEs, after registration, the CN can provide different QoS management policies for the UE, e.g. whether VoNR is supported, whether EPS fallback is supported. 
For NCR device, it can be regarded as part of network device and it is deployed by the operator. So far, we haven’t seen any need to support QoS services for NCR device, because NCR will not have VoNR, Video services. So it is possible to not establish any PDU session for NCR device, this is similar to the “signalling-only connection” case defined in NR. 

Observation 5: There is no QoS management requirement for NCR devices, e.g. PDU session is needed for NCR devices. 
· For PCF requirement: 

Usually, CN needs to know the UE’s registration information in order to apply different charging policies. For instance, for RedCap UEs, after the UE establishes RRC connection, the gNB can inform the AMF about the RedCap type, so that the PCF can apply different charging policies. However, as mentioned above, the NCR device is part of network node and it is deployed by operators, there is no need to charge the NCR devices. On the other hand, the NCR can only amplify and forward the received RF signal, for real UEs, no matter UE’s data is transmitted directly to the gNB, or it is transmitted via the NCR, the charging policy should be the same.

Observation 6: There is no PCF charging requirement for NCR devices. 
· For security aspect:

Based on Observation 2 and Proposal 1, different from IAB node, the NCR-Fwd entity can only amplify and forward the DL/UL signal, the NCR cannot decode or process the UE’s data (the NCR even does not know the security key of real UEs). Hence, we think companies should only focus on the security issue of control link, no matter how NCR is authorized, a fake NCR, or man in middle attack cannot cause any security issue for real UEs.
Observation 7: Different from IAB node, NCR cannot decode or process UE’s data, so no matter how NCR is authorized, there is no security issue for UEs. 
· Summary:
Based on above analysis, it is clear that mobility control requirements, QoS management, PCF requirements are not applicable to NCR devices. Thus NCR can even work without CN involvement. On the other hand, for security aspect, considering there is no security risk for UEs, so strict authorization is not necessary for NCR devices. Therefore, we suggest to consider RAN based NCR authorization as higher priority.
Observation 8: Due to no mobility control, QoS and PCF requirements, the NCR can even work without CN involvement. In addition, strict NCR authorization is not necessary due to no security issue to real UEs.

Proposal 4: 
RAN based NCR authorization is prioritized. 
2.2 Alternative solutions

Based on our previous study on the NCR, there are 4 possible solutions for the NCR identification and authorization on the table. They are listed and discussed in this section.

2.2.1 Option 1: Quasi-legacy UE based solution

In Quasi-legacy UE based solution, the identification and authorization/validation of NCR device are done at RAN side. The general procedure of the quasi-legacy UE based solution is illustrated in below figure:
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Figure 2. Call flow for Quasi-legacy UE based solution
Explanation of this solution:
1. The NCR firstly accesses to RAN and CN as a normal UE, the CN authorizes the NCR based on IMSI/IMEI number, no additional impact to NG-C interface. If operator wants, it can allocate specific slice for NCR, and further identify the NCR based on the slice information. 
2. NCR identification can be implemented by reporting a NCR indicator in Msg5 or by reporting a NCR indicator in UE’s radio capability signaling.

3. NCR validation is used to further check the validity of NCR device. After AS security is established between the gNB and the NCR device, the NCR sends assistance information to the gNB via RRC message (e.g. UAI). The assistance information can be RACS ID or a device serial number which are pre-allocated by the operator. After receiving the assistance information, the gNB or its OAM validates the NCR device by checking its local stored information.
2.2.2 Option 2: OAM based solution

In OAM based solution, the NCR is identified at RAN side and the authorization/validation are performed by local RAN OAM. The general procedure of the OAM based solution is illustrated in below figure:
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Figure 3. Call flow for OAM based solution

Explanation of this solution:
1. NCR establishes RRC connection based on legacy signaling procedure (Msg1~Msg5), but the gNB will not establish NG-C interface for the NCR.
2. NCR is identified via Msg5, i.e. by including an explicit NCR indicator in Msg5.
3. Different from normal NR UEs, an OAM container is included in Msg5 and there is no NAS container. After receiving Msg5, the gNB will forward the OAM container to OAM.
4. The NCR authorization and validation is then performed between OAM and NCR. The security of OAM traffic can be provided by application layer security mechanism, such as SSH/TLS between the NCR and OAM. (Note that, the procedure for authorization/validation in OAM can be either specified or left to implementation)
2.2.3 Option 3: IAB based solution

In this solution, NCR identification is done at RAN side, and NCR authorization is done at CN side. The general procedure of the OAM based solution is illustrated in below figure:
[image: image4.emf]NCR NG-RAN

1.NG SETUP

(NCR Supported)

AMF

2.NG SETUP RESPONSE

3.RRCSetupComplete

(NCR Indication info)

4.Select NCR 

capable AMF 

5. INITIAL UE MESSAGE

(NCR Indication info)

6. UE CONTEXT SETUP/

MODIFICATION

(NCR is Authorized)

1. RACH preamble(MSG1)

2. RAR(MSG2)

3.RRCSetupRequest(MSG3)

4.RRCSetup(MSG4)


Figure 4. Call flow for IAB based solution

Explanation of this solution:

1. During NG-C setup procedure, the AMF should inform the gNB whether it supports NCR, e.g. by including “NCR-supported” indicator in NG SETUP RESPONSE message.

2. NCR establishes RRC connection and includes NCR indicator in Msg5, after receiving the indicator, the gNB selects an AMF which supports NCR function, and forward the NCR indicator to the AMF.

3. AMF and other CN entities do further authorization, and the AMF provides authorization response to the gNB. 
2.2.4 Option 4: Redcap based solution

In this solution, NCR identification is done at RAN side and early identification is supported, NCR authorization/verification is done at RAN side (based on the received UE radio capabilities).
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Figure 5. Call flow for RedCap based solution
Explanation of this solution:

1. NCR can be early identified based on Msg1 (i.e. dedicated RACH resource or preamble) and/or Msg3 (i.e. dedicated LCID). 

2. After RRC establishment, the gNB forwards the NCR indicator to the AMF (i.e. included in INITIAL UE MESSAGE).

3. Considering the UE capability set is different from normal UEs, after NCR identification, the gNB can further check the reported UE radio capabilities (e.g. whether the NCR has indicated un-expected features), if there is mismatch, then the gNB can release the NCR.
2.3 Comparison and recommendation
The table below further compares above solutions based on 4 different factors.

Table X. 4 Comparison of solutions.

	
	CN involvement
	Uu impact

(Yes/No)
	NG-C impact (Yes/No)
	Authorization entity(RAN/ CN/OAM)
	Support of full protocol  stack (RRC, NAS)

(Yes/No)

	Quasi-legacy UE based solution
	Yes
	Yes
	No
	RAN
	Yes

	OAM based solution
	No
	Yes
	No
	OAM
	No

	IAB based solution
	Yes
	Yes
	Yes
	CN
	Yes

	Redcap based solution
	Yes
	Yes
	Yes
	CN
	Yes


Based on above analysis, all the four options have Uu interface impact, because NCR identification needs to be done via Uu interface, and quasi-legacy UE based solution and OAM based solution have no NG-C impact, so that  NCR can be quickly deployed without upgrading the core network. For IAB based solution and RedCap based solution, they both have NG-C impact, so that NCR can only be deployed after upgrading the core network. 
Observation 9: All the solutions have Uu interface impact, but only Quasi-legacy UE based solution and OAM based solution have no NG-C interface impact.
Meanwhile, the NCR in OAM based solution does not need to be a full protocol stack UE (NAS function can be removed), which means the NCR can be less complex and its cost can be further reduced. While for other 3 options, the NCR device needs to support full protocol stack (including RRC and NAS). 

Observation 10: Solutions other than OAM based solution require full protocol stack (RRC+NAS) of NCR device.
In addition, we have the following statement in the SID:

“Note 1: Cost efficiency is a key consideration point for network-controlled repeaters”. 

In general, this includes two aspects: 1) the complexity of NCR device should be minimized; 2) the deployment of NCR should be simple and the CAPEX and OPEX of operators should be minimized. 

In 2/3/4G, operators can deploy RF-repeaters without upgrading RAN node and core network, for Rel-18 NCR, at least RAN nodes need to be upgraded in order to transmit side control information. However, unless there is a strong need, it is desirable to avoid impact to CN, so that NCR can be deployed without upgrading the CNs. So the CAPEX and OPEX can be reduced. 
Observation 11: Unless there is a strong need, companies are encouraged to focus on the solutions that without core network impact (e.g. NG-C impact). 
Based on Proposal 2 and Observation 6, we suggest to exclude Option 4 because early identification and PCF requirements are not applicable to NCR. While for Option 1/2/3, we suggest to capture all of them in the TR, including the comparison of solutions (shown in Table X.4). Regarding the recommendation for WI, we suggest to focus on Option 1 and Option 2, further down-selection can be made during the meeting. 

Proposal 5: To capture the following NCR management solutions in TR 38.867 (details of solution can be further discussed):

· Option 1: Quai-legacy UE based solution
· Option 2: OAM based solution
· Option 3: IAB based solution
Proposal 6: To recommend Option 1 and Option 2 as high priority for normative phase.

2.4 About SA3 involvement
Similar to RF repeater and quite different from IAB node, the NCR-Fwd entity can only amplify and forward the DL/UL RF signal, the NCR cannot decode or process the UE’s data (the NCR even does not know the security key of real UEs). Without jeopardize any user data, it is not necessary to consider the security issue for NCR on SI phase. It should be noted that there is no security issue regarding tradition RF repeater which are massively deployed in 2/3/4G. No matter of ‘fake NCR’ or man-in-the-middle attack can not cause any security issue for UE’s traffic/data. 
Proposal 7: There is no requirement for SA3 involvement in SI phase.
3. Conclusion

In this contribution, proposals and observations are:
Observation 1: Rel-18 Network-controlled repeater (NCR) is an enhancement of traditional RF-repeater, i.e. the NCR device can be recognized by the gNB and its forwarding behavior can be further controlled by the gNB.

Observation 2: Different from IAB node, the NCR device does not support DU-like functions, thus the NCR device can only amplify/forward UE’s data, it cannot decode or process the UE’s data.
Observation 3: In current spec, the following methods are supported for identifying the devices at RAN node:

· Method 1: Early identification based on Msg1/Msg3

· Method 2: To include explicit indicator in Msg5

· Method 3: To include explicit indicator in UE radio capability

Observation 4: Only single hop stationary NCR is supported in Rel-18, so there is no mobility requirements for NCR devices (e.g. no special mobility control strategy is needed at CN side). 
Observation 5: There is no QoS management requirement for NCR devices, e.g. PDU session is needed for NCR devices. 
Observation 6: There is no PCF charging requirement for NCR devices. 
Observation 7: Different from IAB node, NCR cannot decode or process UE’s data, so no matter how NCR is authorized, there is no security issue for UEs. 
Observation 8: Due to no mobility control, QoS and PCF requirements, the NCR can even work without CN involvement. In addition, strict NCR authorization is not necessary due to no security issue to real UEs.

Observation 9: All the solutions have Uu interface impact, but only Quasi-legacy UE based solution and OAM based solution have no NG-C interface impact.
Observation 10: Solutions other than OAM based solution require full protocol stack (RRC+NAS) of NCR device.
Observation 11: Unless there is a strong need, companies are encouraged to focus on the solutions that without core network impact (e.g. NG-C impact). 
Proposal 1: 
RAN2 should focus on the control link (i.e. NCR-MT) when discussing the NCR management strategies. 
Proposal 2: RAN2 confirms that early identification is not needed for NCR devices.

Proposal 3: RAN2 to choose one of the following options for NCR identification:

· Solution 1: Introduce explicit NCR indicator in Msg5

· Solution 2: Introduce explicit NCR indicator in UE radio capability
Proposal 4: 
RAN based NCR authorization is prioritized. 
Proposal 5: To capture the following NCR management solutions in TR 38.867 (details of solution can be further discussed):

· Option 1: Quai-legacy UE based solution
· Option 2: OAM based solution
· Option 3: IAB based solution
Proposal 6: To recommend Option 1 and Option 2 as high priority for normative phase.

Proposal 7: There is no requirement for SA3 involvement in SI phase.
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