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Introduction
SL relay configurations are included in RRCSetup and RRCReestablishment messages as below.
RRCSetup-v1700-IEs ::=              SEQUENCE {
    sl-ConfigDedicatedNR-r17            SetupRelease {SL-ConfigDedicatedNR-r16 }                           OPTIONAL, -- Cond L2RemoteUE
    sl-L2RemoteUEConfig-r17             SetupRelease {SL-L2RemoteUEConfig-r17 }                            OPTIONAL, -- Cond L2RemoteUE
    nonCriticalExtension                SEQUENCE {}                                                        OPTIONAL
}

RRCReestablishment-v1700-IEs ::=    SEQUENCE {
    sl-ConfigDedicatedNR-r17            SetupRelease {SL-ConfigDedicatedNR-r16}    OPTIONAL, -- Cond L2RemoteUE
    sl-L2RemoteUEConfig-r17             SetupRelease {SL-L2RemoteUEConfig-r17}     OPTIONAL, -- Cond L2RemoteUE
    nonCriticalExtension                SEQUENCE {}                                OPTIONAL
}


The need for these SL related information in these messages need further discussion.
Please note that I012 was wrongly added to the RRCResume message.  It was meant to be added to the RRCSetup and RRCReestablishment message.
Discussion

Background on what information is needed at the remote UE
The kind of information that is provided to the remote UE can be classified as follows:
1) Confirmation related to the relay configuration itself.  This is the main configuration information and involves everything related to the user plane and control plane setup for the relaying
2) [bookmark: _Hlk102051958]Additional information required to perform re-establishment procedure.  UE requires the source PCI, source C-RNTI and target cell id for the re-establishment procedure and short-MAC-I calculation. For the Uu interface, a UE acquires the first two from the source cell and the target cell id is acquired from reading the target cell SIB1 as part of the cell selection for the re-establishment.  
3) Additional information required for security key generation.  For KgNB* generation for HO, Resume and re-establishment, the UE requires the target PCI and target ARFCN-DL. 

Radio interface procedures
Need for SL relay parameters in RRCSetup
During RRC setup procedure, none of this information is needed at the remote UE during the initial Setup procedure.  Security key derivation for AS SMC also does not require additional information.  The information required for a subsequent re-establishment can be provided after SMC in a reconfiguration message as the UE cannot initiate re-establishment until then.  
Further, as any information sent in RRCSetup is sent without security, it causes additional security risk from fraud base stations and lack of encryption.  Hence no information should be sent in RRCSetup other than the essential information to initiate the communication.
Observation #1: It is not necessary to carry SL related information in RRCSetup; any information in RRCSetup also pose a security risk.
Proposal #1: No additional SL related information is provided in RRCSetup message.  
Need for SL relay parameters in RRCReestablishment
While much of the above discussion is also valid for RRCReestablishment message, there are additional aspect to consider.  
When the relay UE goes through a re-establishment procedure, it informs the remote UE using NotificationMessageSidelink message.  This can trigger a re-establishment procedure at the remote UE.  The remote UE then sends an RRCReestablishmentRequest message that includes the source PCI, source CRNTI and shortMAC-I.  The remote UE already has the source PCI and source CRNTI from before the re-establishment procedure.
In order to generate the short-MAC-I the remote UE also requires the target cell ID (i.e., cellIdentity of the first PLMN-Identity in the PLMN-IdentityInfoList broadcasted in SIB1 of the target cell i.e. the cell the UE is trying to reestablish the connection).   
VarShortMAC-Input   ::=                 SEQUENCE {
    sourcePhysCellId                        PhysCellId,
    targetCellIdentity                      CellIdentity,
    source-c-RNTI                           RNTI-Value
}

-- TAG-VARSHORTMAC-INPUT-STOP
-- ASN1STOP

	VarShortMAC-Input field descriptions

	targetCellIdentity
An input variable used to calculate the shortMAC-I. Set to the cellIdentity of the first PLMN-Identity in the PLMN-IdentityInfoList broadcasted in SIB1 of the target cell i.e. the cell the UE is trying to reestablish the connection.



The targetCellIdentity could be obtained by the remote UE by retrieving SIB1 from the relay UE.  Another option is to provide this is by extending the NotificationMessageSidelink message to also include the targetCellIdentity.
Proposal #2: Discuss whether to include the targetCellIdentity in the NotificationMessageSidelink for remote UE to generate the shortMAC-I.
When the network sends the RRCReestablishment message to the remote UE, PCI and C-RNTI are only required at the remote UE for a subsequent re-establishment procedure (if the UE goes through an RLF again), and it is not time critical to be included in the RRCReestablishment message.  
A time critical aspect is the key derivation during current reestablishment.  Reestablishment provides the NCC for new key derivation.  As discussed above, key derivation requires PCI and ARFCN-DL.  Hence the PCI and ARFCN-DL must be available to the UE to perform the key derivation as it is required immediately at the reception of RRCReestablishment message.   
The information required for calculation of KgNB* was not discussed in the SL relay session in our understanding.  Hence RRCReestablishment message must include PCI and ARFCN-DL.
Observation #2: RRCReestablishment message must include PCI and ARFCN-DL for KgNB* derivation
Given that PCI and ARFCN-DL parameters are required in RRCReestablishment, the C-RNTI can also be included even though it is not essential.  This message is sent with integrity protection and hence offers some security.  However, the message is not ciphered and hence no other configuration should be provided in this message in line with the current handling of Uu configuration.
Proposal #3: Include only cell PCI, C-RNTI and ARFCN-DL in RRCReestablishment message.
Handling of RRC Resume 
KgNB* derivation is also done on receipt of the RRCResume during for RRCResume procedure and UE requires PCI and ARFCN-DL of the cell in which the relay UE is connected to when the remote UE performs the Resume procedure.  Under normal scenarios, the cell in which relay UE is connected does not change and hence the PCI and ARFCN-DL acquired before the UE went into INACTIVE should still be valid.  This allows the UE to perform Resume procedure.
[bookmark: _Hlk102048476]However, if the relay UE undergoes a re-establishment while the remote UE is in INACTIVE, the PCI and ARFCN-DL of the relay UE may change and hence the remote UE will not be able to perform Resume procedure successfully unless the new PCI and ARFCN-DL are made available to the UE.  There is no other DL Uu messages that could be provided to the remote UE in INACTIVE easily during the Resume procedure (before RRCResume message).  
To allow this, we could use the SL discovery message to provide this information to all the INACTIVE UEs after the relay UE undergoes the re-establishment procedure.  Or the NotificationMessageSidelink could be extended to also include the PCI and ARFCN-DL.  
Alternatively, we can just rely on remote UE using RRCSetup procedure.  
Proposal #4: For Remote UEs in INACTIVE while relay UE undergoes re-establishment procedure: Discuss whether to extend the NotificationMessageSidelink to also include the PCI and ARFCN-DL.  Or whether it is sufficient to rely on RRCSetup procedure.
Conclusion and proposal
The need for these SL related information in RRCSetup and RRCReestablishment messages is discussed further.
Please note that I012 was wrongly added to the RRCResume message.  It was meant to be added to the RRCSetup and RRCReestablishment message.
The following observation and proposals were made:
Observation #1: It is not necessary to carry SL related information in RRCSetup; any information in RRCSetup also pose a security risk.
Proposal #1: No additional SL related information is provided in RRCSetup message.  
Proposal #2: Discuss whether to include the targetCellIdentity in the NotificationMessageSidelink for remote UE to generate the shortMAC-I.
Observation #2: RRCReestablishment message must include PCI and ARFCN-DL for KgNB* derivation
Proposal #3: Include only cell PCI, C-RNTI and ARFCN-DL in RRCReestablishment message.
Proposal #4: For Remote UEs in INACTIVE while relay UE undergoes re-establishment procedure: Discuss whether to extend the NotificationMessageSidelink to also include the PCI and ARFCN-DL.  Or whether it is sufficient to rely on RRCSetup procedure.

Proposed TP (does not include the additions that are proposed for discussion) 
	*****First change *****



RRCSetup-IEs ::=                    SEQUENCE {
    radioBearerConfig                   RadioBearerConfig,
    masterCellGroup                     OCTET STRING (CONTAINING CellGroupConfig),
    lateNonCriticalExtension            OCTET STRING                                                            OPTIONAL,
    nonCriticalExtension                RRCSetup-v1700-IEs                                                      OPTIONAL
}

[bookmark: _Hlk100740783]RRCSetup-v1700-IEs ::=              SEQUENCE {
    sl-ConfigDedicatedNR-r17            SetupRelease {SL-ConfigDedicatedNR-r16 }                           OPTIONAL, -- Cond L2RemoteUE
    sl-L2RemoteUEConfig-r17             SetupRelease {SL-L2RemoteUEConfig-r17 }                            OPTIONAL, -- Cond L2RemoteUE
    nonCriticalExtension                SEQUENCE {}                                                        OPTIONAL
}


	RRCSetup-IEs field descriptions

	masterCellGroup
The network configures only the RLC bearer for the SRB1, mac-CellGroupConfig, physicalCellGroupConfig and spCellConfig.

	radioBearerConfig
Only SRB1 can be configured in RRC setup.

	sl-ConfigDedicatedNR
The network configures only the PC5 Relay RLC channel and sl-PHY-MAC-RLC-Config for the SRB1.

	sl-L2RemoteUEConfig
The network configures only the sl-ServingCellInfo and SRAP configuration for the SRB1.



	Conditional Presence
	Explanation

	L2RemoteUE
	The field is mandatory present for L2 U2N Remote UE, need M; otherwise it is absent.




	*****Next change *****




RRCReestablishment-IEs ::=          SEQUENCE {
    nextHopChainingCount                NextHopChainingCount,
    lateNonCriticalExtension            OCTET STRING                        OPTIONAL,
    nonCriticalExtension                RRCReestablishment-v1700-IEs         OPTIONAL
}

[bookmark: _Hlk100740821]RRCReestablishment-v1700-IEs ::=    SEQUENCE {
    sl-ServingCellInfo-r17    		SL-ServingCellInfo-r17     OPTIONAL, -- Cond L2RemoteUE
    sl-ConfigDedicatedNR-r17            SetupRelease {SL-ConfigDedicatedNR-r16}    OPTIONAL, -- Cond L2RemoteUE
    sl-L2RemoteUEConfig-r17             SetupRelease {SL-L2RemoteUEConfig-r17}     OPTIONAL, -- Cond L2RemoteUE
    nonCriticalExtension                SEQUENCE {}                                OPTIONAL
}



	[bookmark: _Hlk100742813]RRCReestablishment-IEs field descriptions

	sl-ConfigDedicatedNR
The network configures only the PC5 Relay RLC channel and sl-PHY-MAC-RLC-Config for the SRB1.

	sl-L2RemoteUEConfig
The network configures only the sl-ServingCellInfo and SRAP configuration for the SRB1.

	sl-ServingCellInfo
Indicates the Uu serving Cell related information.



	Conditional Presence
	Explanation

	L2RemoteUE
	The field is mandatory present for L2 U2N Remote UE, need M; otherwise it is absent.




–	SL-ServingCellInfo
The IE SL-ServingCellInfo is used to indicate L2 U2N Remote UE’s serving cell information.
SL-ServingCellInfo information element
-- ASN1START
-- TAG-SL-SERVINGCELLINFO-START

SL-ServingCellInfo-r17 ::=     SEQUENCE {
    sl-UEIdentityRemote-r17        RNTI-Value,
    sl-PhysCellId-r17              PhysCellId,
	sl-ARFCN-DL					ARFCN-ValueNR     	OPTIONAL -- RRCReestablishment

}

-- TAG-SL-SERVINGCELLINFO-STOP
-- ASN1STOP

	SL-ServingCellInfo field descriptions

	sl-UEIdentityRemote
Indicate the C-RNTI used in the PCell.

	sl-PhysCellId
Indicates the PCI of the PCell.

	sl-ARFCN-DL
Indicates the PCI of the PCell.




	Conditional Presence
	Explanation

	RRCReestablishment
	This field is mandatory present when SL-ServingCellInfo is included in the RRCRestablishment message for L2 U2N Remote UE.  It is absent otherwise.
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A.11	KNG-RAN* derivation function for target gNB
When deriving a KNG-RAN* from current KgNB or from fresh NH and the target physical cell ID in the UE and NG-RAN  for handover purposes and transition from RRC_INACTIVE to RRC_CONNECTED states the following parameters shall be used to form the input S to the KDF.
-	FC = 0x70
-	P0 = PCI (target physical cell id)
-	L0 = length of PCI (i.e. 0x00 0x02)
-	P1 = ARFCN-DL (the absolute frequency of SSB of the target PCell as specified in clause 13.3 of TS 38.300 [52])
-	L1 = length of ARFCN-DL (i.e. 0x00 0x03)
The input key KEY shall be the 256-bit NH when the index NCC in the handover increases, otherwise the current 256-bit KgNB(when source is gNB) or KeNB (when source is ng-eNB).


