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According to the discussion in the RAN2#114e meeting, RAN2 discussed the paging reception during the SDT procedure and achieved the following agreement [4]:
	· The UE needs to monitor paging after UE initiates SDT for system information change, PWS. FFS for other cases


In this contribution, we provide our understandings on how the UE receives the paging message during the SDT procedure.
Discussion
1.1 Paging during SDT
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Figure 1: Short message for system information change and PWS [1] 
In order to receive the paging for system information change and PWS, the UE needs to monitor the P-RNTI PDCCH in each paging occasion. According to the RRC specification as illustrated above in Figure 1, the short message in DCI of the P-RNTI PDCCH is used to indicate the system information change and the ETWS/CMAS. 
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Figure 2: Short message indicator in DCI Format 1_0 for P-RNTI PDCCH
However the P-RNTI PDCCH in each paging occasion could indicate short message, or the scheduling of a Paging RRC message, or both, according to 3GPP TS 38.212 as quoted above. Then the UE could receive the scheduling information for Paging when the UE monitors the paging for the system information change and the ETWS/CMAS.
Observation 1: The UE could receive the scheduling information for the Paging RRC message, when the UE monitors the paging for the system information change and the PWS.
According to the RRC specification, when the UE receives the Paging RRC message which indicates the UE ID during the SDT procedure, the NAS layer of the UE in the RRC_INACTIVE will request the AS of the UE to initiate another RRC Resume procedure. Then the UE would send another RRCResumeRequest via MAC RACH procedure.
Observation 2: The Paging RRC message received during the SDT procedure triggers the transmission of another RRCResumeRequest RRC message.
According to the legacy RRC Resume procedure, the UE is required to monitor the paging occasion during the RRC Resume procedure. Then the reception of the Paging RRC message during the RRC Resume procedure could also cause the collision of two parallel RRC Resume procedures via two RACH procedures. According to the MAC specification, when the UE by implementation can drop one of the two triggered RACH procedures.
Observation 3: According to the legacy RRC Resume procedure, the collision of the two parallel RRC Resume procedure (e.g. one caused by UL data arrival and one caused by Paging) is resolved by dropping one RACH procedure in MAC.  
However the SDT procedure includes RACH SDT and CG SDT. For the CG SDT, if another RRCResumeRequest message is triggered while the transmission of one RRCResumeRequest is on-going, the same RRCResumeRequest message is sent twice. This will cause the replay attack on the RRCResumeRequest message.
Observation 4: For CG SDT, if another RRCResumeRequest message is triggered while the transmission of one RRCResumeRequest is on-going, the same RRCResumeRequest message is sent twice.
For RACH SDT, after the completion of the RACH procedure, the UE could stay in RRC_INACTIVE for the subsequent data transmission. Then the Paging reception during the subsequent data transmission phase of SDT could trigger the duplicated transmission of the same RRCResumeRequest message.
Observation 5: For RACH SDT, the same RRCResumeRequest message is sent twice, when the Paging RRC message triggers the transmission of another RRCResumeRequest message at the subsequent data transmission phase.
To resolve the security issue caused by the duplicated transmission of the RRCResumeRequest message due to the reception of the Paging RRC message, one simple solution would be to request the UE to ignore the Paging RRC message indicated by the P-RNTI PDCCH.
Proposal: The UE ignores the Paging RRC message indicated by the P-RNTI PDCCH during SDT.
Conclusions
According to the analysis given above, we have the following observations and proposals:
Observation 1: The UE could receive the scheduling information for the Paging RRC message, when the UE monitors the paging for the system information change and the PWS.
Observation 2: The Paging RRC message received during the SDT procedure triggers the transmission of another RRCResumeRequest RRC message.
Observation 3: According to the legacy RRC Resume procedure, the collision of the two parallel RRC Resume procedure (e.g. one caused by UL data arrival and one caused by Paging) is resolved by dropping one RACH procedure in MAC.  
Observation 4: For CG SDT, if another RRCResumeRequest message is triggered while the transmission of one RRCResumeRequest is on-going, the same RRCResumeRequest message is sent twice.
Observation 5: For RACH SDT, the same RRCResumeRequest message is sent twice, when the Paging RRC message triggers the transmission of another RRCResumeRequest message at the subsequent data transmission phase.
[bookmark: _GoBack]Proposal: The UE ignores the Paging RRC message indicated by the P-RNTI PDCCH during SDT.
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Table 6.5 - 1: Short Messages  

Bit  Short Message  

1  systemInfoModification   If set to 1: indication of a  BCCH modification other than SIB6, SIB7 and SIB8.  

2  etwsAndCmasIndication   If set to 1: indication of an ETWS primary notification and/or an ETWS secondary notification and/or a CMAS notification.  

3  stopPagingMonitoring   This bit can be used for only operation with shared spectrum channel access and if  nrofPDCCH - MonitoringOccasionPerSSB - InPO   is present.   If set to 1:   indication that the UE may   stop monitoring PDCCH occasion(s) for paging in this P aging  O ccasion   as specified   in TS 38.304 [20], clause 7.1 .  

4  –   8  Not used in this release of the specification, and shall be ignored by UE if received.  
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Table  7.3.1.2.1 - 1: Short Message indicator  

Bit field  Short Message indicator  

00  R eserved  

01  O nly scheduling information for Paging  is present in the DCI  

10  Only short message is present in the DCI  

11  Both scheduling information for Paging and short message are present in the DCI  

 


