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[bookmark: _Ref165266342]1 Introduction
In last SA3#103 meeting, an LS [1] is sent to RAN2 which is related to security protection on RRCResumeRequest message:
SA3 is studying the R17 5GFBS (Study on 5G Security Enhancement against False Base Station), which includes key issues on protection of unicast messages, i.e. RRCResumeRequest messages.
There is one solution#17 proposing to protection RRCResumeRequest message. In this solution, when the UE initiates the RRC Resume procedure, the UE should use the whole RRCResumeRequest message, except the ResumeMAC-I/shortResumeMAC-I, as an additional input parameter to the VarResumeMac-Input part in order to calculate ResumeMAC-I/shortResumeMAC-I. The UE should send the calculated ResumeMAC-I/shortResumeMAC-I in the RRCResumeRequest message. The UE and the network negotiate/learn each other's capability/support of using the newer version of ResumeMAC-I/shortResumeMAC-I as below:
	- UE's capability is part of an RRC message (i.e., AS SMComplete).
	- gNB/ng-eNB's capability is part of a SI message (i.e., SIB1, refer to a closely related feature called useFullResumeID in SIB1).
Solution under consideration, needs to handle the backward incompatibility issue if the target gNBs (Rel-15/Rel-16) capability is not inline with the UE and the source gNB, the UE and the source gNB will not be aware of the capability of the target gNB. Therefore, the ResumeMAC-I/ShortResumeMAC-I verification may fail, as the Rel-15/Rel-16 target gNB will send limited parameters instead of entire RRCResumeRequest message to the source gNB, which will not be sufficient for the source gNB to calculate the ResumeMAC-I/shortResumeMAC-I for verification.
SA3 would like to ask RAN2 the following questions: 
	1. For the capability negotiation method between UE and gNB/ng-eNB as mentioned above, if there are other preferable alternatives from RAN2 perspective? 
	2. Is there any mechanism for the source gNB/ng-eNB to know the target gNB/ng-eNB capabilities?
	3. The possibility of specifying the solution in RAN2 specification in Rel-17 timeframe, if the solution is concluded by SA3.
For this issue, SA3 kindly asks RAN2 to provide answers to the questions above, in this contribution, we will discuss it.
2 Discussion
2.1 Background of authentication
We are aware that SA3 want to improve the security of RRCResumeRequest message by modifying the method of calculating ResumeMAC-I. Therefore in this section, we discuss how gNB perform authentication.
Current, RRCResumeRequest message includes IE as follow:
[image: ]
When resuming a suspend RRC connection is required, UE will send this message to network. In this procedure, UE will set resumeMAC-I to the 16 least significant bits of the MAC-I calculated by NIA algorithm. And some input parameters for this algorithm show as below: 
	1. the KRRCint key in the UE Inactive AS Context
	2. COUNT
	3. bearer ID
	4. direction for date
	5. VarResumeMAC-Input
When gNB receive RRCResumeRequest message, it will calculate resumeMAC-I by using the same algorithm. If these two resumeMAC-I between UE and gNB are matched, then the authentication is successful.
Another case is that when UE perform cell reselection and leave from the last used cell, UE will send RRCResumeRequest message in a new gNB for resuming RRC connection. In this situation, the new gNB will send retrieve UE context request to the old gNB (i.e. the last used cell where UE context is stored) via Xn interface. In this message, resumeMAC-I and the related input parameters are provided for old gNB to perform authentication. If the authentication is successful, the old gNB will send retrieve UE context response to the new gNB, as shown in Fig 1. That means the authentication is done by old gNB.
Observation 1: The resumeMAC-I for authentication is performed at old gNB.
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Fig.1 the Retrieve UE Context procedure
2.2 Considerations for security enhancement
From SA3 perspective, SA3 want to use the whole RRCResumeRequest message, except the ResumeMAC-I/shortResumeMAC-I, as an additional input parameter to the VarResumeMac-Input part in order to calculate a new ResumeMAC-I/shortResumeMAC-I. Form RAN perspective, there are some issues should be considered. 
First, how RRCResumeRequest message is put into VarResumeMac-Input when the field ResumeMAC-I/shortResumeMAC-I is excluded. For example, whether deleting the bits of ResumeMAC-I/shortResumeMAC-I or set ResumeMAC-I/shortResumeMAC-I to specific bit (e.g. all 1 or 0). Another issue is that whether the whole RRCResumeRequest includes IE UL-CCCH-MessageType which is used to indicate the RRCResumeRequest message. These issues should be further discussed if RRCResumeRequest message is put into VarResumeMac-Input.
Proposal 1: RAN2 is kindly requested to ask SA3 to clarfy which pat of the RRCResumeRequest message (after excluding the ResumeMAC-I/shortResumeMAC-I) is added in VarResumeMac-Input.
Second, when cell reselection happens, as the authentication is performed at old gNB, the new gNB need to provide a new input parameters for old gNB to calculate new ResumeMAC-I. Therefore, RAN3 is required to redesign the N2 message retrieve UE context request to add the additional input parameter.
Proposal 2: RAN3 should be suggested to redesign the N2 message retrieve UE context request to add the additional input parameter.
The last is about the capability negotiation between UE and gNB, we need to handle the backward incompatibility issue if the target gNB capability is not inline with the UE and the source gNB, the UE and the source gNB will not be aware of the capability of the target gNB.
From UE perspective, UE can report such a capability through the procedure of initial AS security activation (i.e. SecurityModeComplete) which is reasonable. Also other RRC signalling can be considered like UECapabilityInformation, UEAssistanceInformation, or initial Msg5 etc. 
Proposal 3: The UE reports its capability bit of supporting the security enhancement for RRCResumeRequest message. 
From gNB perspective, there are two methods to provide the capability, one is system information, and another is RRC release message. For system information, gNB can broadcast its capability for the UE in the cell, but it is notice that the authentication is always done by old gNB, once UE reselect to a new gNB which has different capability from the old gNB, then what capability UE should use is confused. Therefore if the method of system information is introduced, we should restrict UE that only the capability broadcasted from the last used cell can be used. In this case the old gNB is aware of the capability from UE previously, when receiving a retrieve UE context request from other gNB, it can choose appropriate calculation for UE authentication.
Observation 2: The authentication is always done by old gNB, once UE reselect to a new gNB which has different capability from the old gNB, then what capability UE should use is confused.
Proposal 4: If the method of system information for capability is introduced, UE should be restricted that only the capability broadcasted from the last used cell can be used.
For RRC release message, the last used cell can indicate UE its capability and UE should maintain this capability in RRC_INACTIVE no matter whether the cell reselection happens or not, as the old gNB is responsible for authentication. Therefore we can conclude that RRC release message is also an optional for indicating capability.
Proposal 5: RRC release message can be used to indicate the gNB capabilty of supporting the security enhancement for RRCResumeRequest message.
3 Conclusions
Observation 1: The resumeMAC-I for authentication is performed at old gNB.
Observation 2: The authentication is always done by old gNB, once UE reselect to a new gNB which has different capability from the old gNB, then what capability UE should use is confused.
Proposal 1: RAN2 is kindly requested to ask SA3 to clarfy which pat of the RRCResumeRequest message (after excluding the ResumeMAC-I/shortResumeMAC-I) is added in VarResumeMac-Input.
Proposal 2: RAN3 should be suggested to redesign the N2 message retrieve UE context request to add the additional input parameter.
Proposal 3: The UE reports its capability bit of supporting the security enhancement for RRCResumeRequest message. 
Proposal 4: If the method of system information for capability is introduced, UE should be restricted that only the capability broadcasted from the last used cell can be used.
[bookmark: _GoBack]Proposal 5: RRC release message can be used to indicate the gNB capabilty of supporting the security enhancement for RRCResumeRequest message.
4 References
[1] S3-212349 LS on security protection on RRCResumeRequest messagew
R2-2108348
image1.png
RRCResumeRequest
rrcResumeRequest

}

RRCResumsRequest-IES
resumeIdentity
resumsMAC-T
resumecause
spare

SEQUENCE {
RRCResumeRequest-IES

SEQUENCE {
ShortI-RNTI-Value,
BIT STRING (SIZE (16)),
ResumeCause,
BIT STRING (SIZE (1))




image2.png
old new
NG-RAN node NG-RAN node
» RETRIEVE UE CONTEXT REQUEST
RETRIEVE UE CONTEXT RESPONSE -
— —





