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1. Background
GSMA has been made aware through its Coordinated Vulnerability Disclosure Programme of a research paper entitled “A Stealthy Location Identification Attack Exploiting Carrier Aggregation in Cellular Networks” from researchers Nitya Lakshmanan, Nishant Budhdev, Min Suk Kang, Jun Han, Mun Choon Chan at National University of Singapore and Korea Advanced Institute of Science and Technology (KAIST).
The research has been published at [1] and will be presented at the Usenix Security conference in August 2021.
Item for Consideration 

Overview of the Research 
The paper shows that UE location information can be leaked to an unauthorized adversary stealthily through the SLIC attack in LTE networks, and may also in near-future 5G networks. The attacker can achieve this by passive eavesdropping - comparing the path an arbitrary user takes to other known paths within a building served with multiple secondary cells connected to a primary cell.
Details of the Research
The primary cell assigns each candidate secondary cell a unique index in the range 1‑7 (Rel 10) or 1-31 (Rel13) and sends this mapping in a configuration message to the UE. This configuration message is encrypted, and therefore cannot be and is not used in the SLIC attack [2] (RRCConnectionReconfiguration: sCellToAddModList).
Activation of secondary cells is made via a compact (8-bit or 32-bit) activation bitmap MAC control element (see Figure 1) where each bit corresponds to the configured secondary cell index [3] (MAC activation/deactivation control element). 
[image: ]
Figure 1: Example activation message (Release 10). The rightmost bit (bit 0) is reserved. Bits 1-4 are assigned to candidate secondary cells; in this example, three of the four candidate secondary cells are activated. Bits 5-7 are spare, i.e. not assigned to candidate secondary cells.

The activation bitmaps are sent in plaintext; therefore, any unauthorized adversary, who is in the communication range of a primary cell, can learn the number of activated secondary cells for a UE simply by counting 1-bits in an activation bitmap.
The SLIC attack uses this “side channel” information, i.e. the number of activated secondary cells. A time series of this side channel can constitute a unique fingerprint of a walking path. This allow an adversary to identify a user’s walking path.
A similar situation may exist in the near-future 5G network – and if 5G deployments support more carrier aggregation in particular deployment setups, then the attack could be slightly more powerful.
Observations from GSMA 
We note that the SLIC attack is complex to launch and has several pre-conditions which can be difficult for the attacker to enforce. There also exist multiple other methods to perform tracking in LTE networks and we are not convinced the impact of the SLIC attack is greater than any of these existing methods. Also the SLIC attack does not appear wholly reliable in lab conditions, and we can expect that it would be less reliable in realistic conditions – particularly due to the preconditions.
Overall, therefore, we consider the practical risk to be quite low. Nevertheless, this is a novel tracking method which should be mitigated if simple methods commensurate with the risk are possible.
1. Action
[bookmark: _Hlk33194554]GSMA politely requests 3GPP SA3 and RAN2 to consider the above information and mitigate the said risk if simple methods commensurate with the risk are possible.
1. Contacts
In case of any further questions and/or feedback to this Liaison Statement, please contact James Moran [jmoran@gsma.com] or James Skuse [jskuse@gsma.com]. 
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