	
3GPP TSG-RAN WG2 Meeting #113bis-e	R2-2103848
e-Meeting, 12 Apr – 20 Apr 2021	


Agenda item:	5.3.1
Source:	Apple
Title:	Error handling of invalid MAC PDU formats
Document for:	Discussion / Decision

Introduction
This contribution discusses the error handling at reception of a valid MAC CE placed at an invalid order in the MAC PDU to clarify what is the intended behavior if a MAC entity receives such an erroneous MAC PDU. 
Discussion
The MAC specification defines in section 6.1.2 the format of a MAC PDU. For NR in DL, MAC CEs are placed at the beginning of the MAC PDU and in UL, MAC CEs are placed at the end of the MAC PDU. 

Although this is a fundamental cornerstone of Rel-15 and the MAC PDU format is clearly indicated in the spec, it is not currently specified what is the intended behavior at the receiving MAC entity if a MAC PDU violates the format with respect to the order at which MAC CEs placed in the MAC PDU, e.g., a DL MAC CE placed after a regular LCID.

TS 38.321, sub-clause 6.1.2


MAC CEs are placed together. DL MAC subPDU(s) with MAC CE(s) is placed before any MAC subPDU with MAC SDU and MAC subPDU with padding as depicted in Figure 6.1.2-4. UL MAC subPDU(s) with MAC CE(s) is placed after all the MAC subPDU(s) with MAC SDU and before the MAC subPDU with padding in the MAC PDU as depicted in Figure 6.1.2-5. The size of padding can be zero.
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Description automatically generated]
We would expect such a format error can be listed in the conditions for handling of unknown, unforeseen and erroneous protocol data in clause 5.13 of the NR MAC specification. Currently no condition exists to prescribe a specific behavior here. This would mean it is up to implementation how to handle the MAC PDU, however, some UEs/gNBs may be able to process part of the MAC PDU while others may drop the whole MAC PDU. It would be better to clearly define the error behavior in the specification.

Looking at TS 36.321, clause 5.11, we at least have a notion of “invalid values”:


When a MAC entity receives a MAC PDU for the MAC entity's C-RNTI or Semi-Persistent Scheduling C-RNTI, or by the configured downlink assignment, containing reserved or invalid values, the MAC entity shall:
-   discard the received PDU.


So what behaviour is expected of a receiving MAC entity if MAC CEs are transmitted in an invalid order? 
1) The receiver process MAC CE and subsequent subPDUs if they parse out correctly. 
2) The receiver can drop the MAC CE and drop rest of the TB. 
3) The receiver drops only the MAC CE, processes the rest of the TB. 

Admittedly, the likelihood for such errors to appear is very low, nevertheless, we would like to propose to extend section 5.13 accordingly. If this is not possible to agree, 3GPP should at least document the understanding. 

Proposal 1: RAN2 to specify the intended error behavior in clause 5.13 of TS 38.321.
Proposal 2: RAN2 to discuss the intended behavior inlcuding whether it can be up to implementation.

A text proposal for a correction based on proposal 1 is included in the annex. 

Conclusions
This contribution discusses HARQ process ID allocation for multiple configured grants and DL SPS. We have the following observations and proposals:
Proposal 1: RAN2 to specify the intended error behavior in clause 5.13 of TS 38.321.
Proposal 2: RAN2 to discuss the intended behavior inlcuding whether it can be up to implementation.
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Annex TP
TS 38.321 V16.4.0
START OF CHANGES
[bookmark: _Toc46490344][bookmark: _Toc52752039][bookmark: _Toc52796501][bookmark: _Toc67931560][bookmark: _Toc29239842][bookmark: _Toc37296201][bookmark: _Toc46490327][bookmark: _Toc52752022][bookmark: _Toc52796484]5.13		Handling of unknown, unforeseen and erroneous protocol data
When a MAC entity receives a MAC PDU for the MAC entity's C-RNTI or CS-RNTI, or by the configured downlink assignment, containing a Reserved LCID or eLCID value, or an LCID or eLCID value the MAC Entity does not support, the MAC entity shall at least:
1>	discard the received subPDU and any remaining subPDUs in the MAC PDU.
When a MAC entity receives a MAC PDU for the MAC entity's C-RNTI or CS-RNTI, or by the configured downlink assignment, containing an LCID or eLCID value which is not configured, the MAC entity shall at least:
1>	discard the received subPDU.
When a MAC entity receives a MAC PDU for the MAC entity's C-RNTI or CS-RNTI, or by the configured downlink assignment, containing a MAC CE placed at an invalid order within the MAC PDU, the MAC entity shall at least:
1>	discard the received MAC CE and any remaining subPDUs in the MAC PDU.
When a MAC entity receives a MAC PDU on SL-SCH containing a Reserved LCID value for broadcast or groupcast, or an LCID value which is not configured, the MAC entity shall:
1>	discard the received subPDU.
When a MAC entity receives a MAC PDU on SL-SCH containing a Reserved LCID value for unicast, the MAC entity shall:
1>	discard the received subPDU and any remaining subPDUs in the MAC PDU.
END OF CHANGES
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Figure 6.1.2-4: Example of a DL MAC PDU
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Figure 6.1.2-5: Example of a UL MAC PDU





