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1. Introduction
A WI on small data transmission from RRC_INACTIVE was approved [1]. Based on the WI, RAN2 needs to specify the general procedures for both RACH-based schemes and CG-based schemes.
	· For the RRC_INACTIVE state:
· UL small data transmissions for RACH-based schemes (i.e. 2-step and 4-step RACH):
· [bookmark: _Hlk26863976]General procedure to enable UP data transmission for small data packets from INACTIVE state (e.g. using MSGA or MSG3) [RAN2]
· Enable flexible payload sizes larger than the Rel-16 CCCH message size that is possible currently for INACTIVE state for MSGA and MSG3 to support UP data transmission in UL (actual payload size can be up to network configuration) [RAN2] 
· Context fetch and data forwarding (with and without anchor relocation) in INACTIVE state for RACH-based solutions [RAN2, RAN3]
Note 1: The security aspects of the above solutions should be checked with SA3
· Transmission of UL data on pre-configured PUSCH resources (i.e. reusing the configured grant type 1) – when TA is valid
· General procedure for small data transmission over configured grant type 1 resources from INACTIVE state [RAN2]
· Configuration of the configured grant type1 resources for small data transmission in UL for INACTIVE state [RAN2]



In this paper, we discuss the security aspects for small data transmission (SDT) and provide our considerations.
2. Security aspects
2.1 Control Plane Security
In R16 RRC_INACTIVE [2], the RRCResumeReqeust and RRCResumeReqeust1 are not ciphered and integrity protected. However, the resumeMAC-I needs to be transmitted in RRCResumeRequest to authenticate the UE. The KRRCint key in the UE Inactive AS Context and the previously configured integrity protection algorithm, as well as other parameters (i.e. KEY, BEARER, DIRECTION, COUNT, source PCI, target Cell-ID and source C-RNTI) are used to generate resumeMAC-I. RRCRelease message is integrity protected and ciphered using the newly derived keys.
For small data transmission, we think that the uplink RRC message and downlink RRC message (i.e. RRCRelease, if it is included) can be handled as in the legacy procedure, i.e. UE authentication via resumeMAC-I can be reused for SDT using both RACH and CG in case of RRC-based solution.
Proposal 1: In SDT, resumeMAC-I is reused as the authentication token in uplink RRC message and is calculated using the integrity key from the previous connection.
Proposal 2: In SDT, downlink RRC message (i.e. RRCRelease) is integrity protected and ciphered using the newly derived keys.
2.2 User Plane Security
From security perspective, SDT data should be treated in the same way as normal data of a DRB. This means that the data has to be integrity protected and/or ciphered as per the network configuration. However, when going to RRC Inactive state the UE discards its KUPint and KUPenc keys. Therefore, when transmitting data using SDT procedure, the UE needs to derive new keys. This can be done using NextHopChainingCount provided in the RRCRelease message of the previous RRC connection similarly as in LTE MO-EDT for User Plane CIoT EPS optimization.
· [bookmark: OLE_LINK94]UE derives the KgNB key based on the current KgNB key or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [3];
· UE derives the KUPint key and the KUPenc key from the new KgNB key;
· The user plane data in uplink and downlink are ciphered and integrity protected using newly derived KUPenc and KUPint key respectively.
Proposal 3: The user plane data in uplink and downlink are ciphered and integrity protected with the new keys. The keys are derived using the NextHopChainingCount provided in the RRCRelease message.
2.3 Security aspects specific for SDT without anchor relocation
In last RAN2#111-e meeting, the following agreement was made.
	Agreements 
1. Small data transmission with RRC message is supported as baseline for RA-based and CG based schemes  
2. RRC-less can be studied for limited use cases (e.g. same serving cell and/or for CG) with lower priority
3. Context fetch and data forwarding with anchor re-location and without anchor re-location will be considered.   FFS if there are problems with the scenario “without anchor relocation”. 
……



[bookmark: OLE_LINK16]Furthermore, in the e-mail discussion which took place after the meeting, no issues with the case where the anchor is not relocated were raised and it was a common understanding that both scenarios should be specified. In the following, we elaborate on the security aspects for small data transmission without anchor relocation. 
[bookmark: OLE_LINK10][bookmark: OLE_LINK87]According to the current standard, the gNB will get a new {NH, NCC} from AMF in Path Switch message, and the gNB can use these parameters to achieve forward security. In case of EDT in LTE, the anchor is always relocated and as a consequence the security parameters are updated in the process. For SDT, in case the anchor is not relocated, there is no Path Switch message and the new security parameters are not obtained from the CN. It could be argued that such approach may reduce security comparing with existing EDT procedure. However, in Rel-15, we already have the following cases where new NCC is not needed to be provided from CN: 1) periodic RNA update procedure; 2) intra CU HO. For both cases, the PDCP anchor is not changed, so it is justified not to require {NH, NCC} refresh. For small data transmission without anchor relocation, since the situation would be similar, also the security handling can be handled as in the existing periodic RNAU process, i.e. if anchor is not relocated, then there is no Path Switch Request and the new NCC is not provided from CN. 
[bookmark: OLE_LINK9]Proposal 4: For small data transmission without anchor relocation, there is no Path Switch Request and the new NCC is not provided from CN, similarly as in periodic RNA update procedure.
The following figure presents an overall flowchart for the RA-based scheme without anchor relocation, including security parameters handling.


[bookmark: _GoBack]Figure 1 Flowchart for RA-based scheme without anchor relocation
For without anchor relocation case, the UE AS context is kept in the anchor gNB. Uplink small data is secured with UP keys calculated based on the NCC provided during the release of the previous connection and the old KgNB or NH. After receiving the small data, serving gNB will forward data to the anchor gNB via Xn interface. The anchor gNB, which terminates PDCP layer for SDT UP data, will verify data integrity and decipher the uplink small data and forward user data to 5GC.
Proposal 5: For small data transmission without anchor relocation, the anchor gNB is responsible for UP data security, i.e. performs ciphering/deciphering and data integrity related actions.
2.4 Interaction with SA3
[bookmark: OLE_LINK95]The proposals in the document are aligned with security handling for LTE EDT, so we do not foresee any issues with them. However, since SA3 specifications will anyway be impacted, we think it is beneficial to send an LS to SA3 informing them about RAN2 agreements/assumptions. 
Proposal 6: Send an LS to SA3 informing them about RAN2 agreements with respect to security handling in SDT.
3 Conclusion
Based on the above discussion, we recommend RAN2 to discuss and adopt the following proposals: 
Proposal 1: In SDT, resumeMAC-I is reused as the authentication token in uplink RRC message and is calculated using the integrity key from the previous connection.
Proposal 2: In SDT, downlink RRC message (i.e.RRCRelease) is integrity protected and ciphered using the newly derived keys.
Proposal 3: The user plane data in uplink and downlink are ciphered and integrity protected with the new keys. The keys are derived using the NextHopChainingCount provided in the RRCRelease message.
Proposal 4: For small data transmission without anchor relocation, there is no Path Switch Request and the new NCC is not provided from CN, similarly as in periodic RNA update procedure.
Proposal 5: For small data transmission without anchor relocation, the anchor gNB is responsible for UP data security, i.e. performs ciphering/deciphering and data integrity related actions.
Proposal 6: Send an LS to SA3 informing them about RAN2 agreements with respect to security handling in SDT.
4 Reference 
[1] RP-193252 Work Item on NR small data transmissions in INACTIVE state
[2] TS 38.331, Radio Resource Control Protocol, 3GPP, v16.2.0
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