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1 Introduction

In this paper, we give our views on security aspects considering potential enhancements for small data transmission in inactive state.
2 Discussion

There are two potential enhancements for NR SDT in inactive state which may have impacts on the security related mechanism:

· Potential support for subsequent transmission

· Potential support for the case without anchor relocation
2.1 Security aspects for subsequent transmission
In RAN2#111 e-meeting, agreements were reached as follows:
· UL/DL transmission following UL SDT without transitioning to RRC_CONNECTED is supported
· When UE is in RRC_INACTIVE, it should be possible to send multiple UL and DL packets as part of the same SDT mechanism and without transitioning to RRC_CONNECTED on dedicated grant.  FFS on details and whether any indication to network is needed.  
There are several issues to be discussed if subsequent transmission is to be supported:
· What’s the procedure?

· How to derive the security key used for subsequent transmission?
From the procedure wise, after UE send first uplink data in inactive state, there are two options to perform subsequent transmissions:
· Option 1: subsequent transmissions occur before the reception of RRC Release message, as illustrated in Figure1(a);
· Option 2: subsequent transmissions occur after the reception of RRC Release message, as illustrated in Figure1(b).
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(a) Subsequent transmission before RRCRelease   (b) Subsequent transmission after RRCRelease
Figure 1 Procedure of subsequent transmissions in RRC_INACTIVE        
In first uplink small data transmission, user data is multiplexed with RRCResumeRequest. The data is ciphered by new security keys derived by the NCC provided in the RRCRelease message of the previous connection. Resume MAC-I included in RRCResumeRequest is used for UE authentication in RAN node. In RRC connection resumption, the gNB can be verified by UE by sending RRC message in response to RRCResumeRequest. If subsequent transmission occur before UE receives RRC Release message, the UE is not enabled to verify the network as in legacy, which may result in security issue in downlink transmissions. We should further check whether the reception of downlink data without RRC message is supported for network verification. Therefore, subsequent transmission after RRC Release message is more reasonable from security perspective.
The security key used for subsequent transmission can be the same with the first transmission. The reasons are:

· For option1, these subsequent transmissions happen before RRC message, thus UE is not able to get a updated NCC to derive a new security key.
· For option2, in principle, UE can get updated NCC from the RRC release message, and the security key can be derived based on the updated NCC. Even though it’s up to network side whether a updated NCC is available or not. However, we do not think the security key need to be updated for subsequent transmissions. Since no gain is observed if the security key is updated. Instead, UE has to use the same NCC to derive the key for next SDT, which is more likely to result in security issues.
Proposal 1 Subsequent transmissions after RRC release message is reasonable from security perspective.
Proposal 2 For subsequent transmission, security key is same with that used for the first uplink data transmission, which is derived from the NCC included in the RRCRelease of the previous connection or SDT.
2.2 Security aspects for anchor without anchor relocation
As agreed, context fetch and data forwarding with anchor re-location and without anchor re-location will be considered. For with anchor relocation case, the procedure from LTE UP EDT can be taken as baseline[1] as shown in Figure2.
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Figure 2 Procedure with anchor relocation
For without anchor relocation, RNA update procedure can be reused as shown in Figure3. The UE resumes from RRC_INACTIVE, providing the cause value as RAN notification area update. The source gNB can decide not to response the context retrieval request from target gNB in order to avoid frequent anchor relocation for RNA update. In SDT without anchor relocation, the anchor gNB is responsible to deliver the user data to UPF and provides the target gNB with the RRCRelease message to be forwarded to UE. In legacy RRC connection release procedure, NCC is updated after the interaction between gNB and AMF, which is not reflected in the figure. Furthermore, in case of anchor with relocation, the target gNB will send PATH Switch Request to AMF, by which way NCC can also be updated. Consequently, interaction between anchor gNB and AMF is also needed for NCC updating in SDT without anchor relocation solution.
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Figure 3 RNA update without anchor relocation
Proposal 3 For anchor relocation case, the procedure from NB-IoT can be taken as baseline. 
Proposal 4 For the case without anchor relocation, RNA update procedure can be reused。 Interaction between source gNB and AMF is needed for NCC updating.
3 Conclusion

Based on the discussion in section 2 we propose the following:
Proposal 1
Subsequent transmissions after RRC release message is reasonable from security perspective.
Proposal 2
For subsequent transmission, security key is same with that used for the first uplink data transmission, which is derived from the NCC included in the RRCRelease of the previous connection or SDT.
Proposal 3
For anchor relocation case, the procedure from NB-IoT can be taken as baseline.
Proposal 4
For the case without anchor relocation, RNA update procedure can be reused. Interaction between source gNB and AMF is needed for NCC updating.
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