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Introduction
SDT can be expected to introduce new procedures or changes to the procedure that may require different security handling to normal INACTIVE procedures.  It may also create new security risks.   This document discusses the security framework for SDT.  It also discusses the security risks of continuing in INACTIVE after cell reselection during an SDT transfer and also of RRC-less data transfer over CG.  
Discussion
As SDT procedures will be different to normal Resume, Security handling for SDT requires discussion/confirmation.  
Failure procedures, such as cell reselection during SDT, is yet to be discussed in detail.  Tdoc [1] discusses the motivation and failure recovery procedures while this document discusses the security aspects related to these procedures.
RRC-less procedures for CG in a cell is now de-prioritised as per agreement in last RAN2 meeting.  Since the security risks and procedures for RRC-less CG based SDT could be quite different and may need feedback from SA3, this is also discussed in this document.
Security framework for SDT
 For INACTIVE,  new NCC is provided in RRC Release message and used by the UE for SRBs and DRBs except Resume Request is sent over SRB0 with short MAC-I calculated using the old key.  Although the use of new key may not be essential for all new SDT sessions, this INACTIVE mechanism can be re-used for RRC based SDT, both with and without anchor relocation, as it ensures the principle that a security key is not re-used in different nodes.  
Proposal #1: For RRC based SDT, existing INACTIVE security key handling principle is re-used; that is, new NCC is sent in all RRC release to INACTIVE and key with this NCC is used for SDT data sent on SRBs and DRBs except for Resume request in SRB0 that uses the old key for calculation of the short MAC-I.
Depending on whether there is anchor relocation or not, the old node or the current node will perform the security functions for the RBs.  If there is relocation, then the UE context with keys have to be transferred to the new serving node.  
Security after cell reselection during SDT session
As discussed in [1], UE is more likely to perform cell reselection during SDT than during T319 in Resume procedure as the SDT session will be longer than T319.  Further, a UE is more likely to use SDT frequently.   As shown in [1], data loss or duplication will happen if the UE goes to Idle, for example after cell reselection, during SDT transfer.  UE has to continue in INACTIVE state and re-use PDCP based retransmission and duplicate detection to avoid data loss/duplication.  Remaining in INACTIVE after cell reselection with a new Resume Request in a new cell requires additional security consideration as new NCC may not have been provided to the UE before the cell reselection occurred.
Continuing with the same security key during the new Resume procedure after cell reselection in a new cell can be considered a security risk.  Some options to avoid this security risk are given below:
1) Provide NCC as soon as possible during an SDT session to minimise the possibility of UE not having new NCC for access in the new cell.  While it is not possible to ensure that UE will not have done cell reselection before it can receive this, if this period can be kept small, the probability of it happening will be low and it might be acceptable for UE to go to Idle with occasional data loss should it happen.
2) Networks can address the potential security risk of resending the Resume Request with the old key by using fallback to regular Resume procedure.  For UEs resumingin the same CU or with anchoring: As there is no change in CU, the same key can be used to send RRC messages to the UE after the Resume request after cell reselection.  One possibility is for network send an RRC release with new NCC immediately in response to the Resume request to trigger a new SDT session with new keys.  
In case there has to be a change of CU, and the keys have to be changed, the network can trigger an RRC release to Idle and this should trigger a NAS recovery from the UE.   As this will be far less frequent, it could be acceptable.
3) Another option is for UE to re-use the same NCC but perform a horizontal key derivation.  The network will also generate the key based on the horizontal key derivation to match the key used by the UE.  This new key from horizontal derivation could be used for this SDT session or simply to provide the new NCC and move the UE back to INACTIVE as discussed above.      
Observation #1: Several solutions are possible to address security concerns when recovering after cell reselection during SDT session. 
Security for RRC-less operation
RRC-less operation involves UE directly sending user data, such as Small Data Transfer, without a preceding RRC ResumeRequest message.  There may not be an RRC Release message also sent as part of the SDT data transfer and hence no possibility to send an NCC for the UE to derive a new key for the next data session.  
SA3 provided related inputs during Rel-14 NR SI phase in LS [2] for a UE in RRC_INACTIVE to exchange SDT, where they said new key would be needed for a new Resume request.  
With CG, the data transfer continues in the cell where UE was previously communicating and over the grants configured to the UE over RRC signalling.  While the UE is in INACTIVE between the data transfer, this is, in many ways, similar to the UE continuing in connected mode and communicating over configured grants except that it is not preforming all the functions of connected mode.   This scenario is hence different from the one discussed in the SA3 LS and it could  be considered secure use RRC-less SDT over CGs without updating the keys.  
Observation #2: CG based SDT can be seen as an extension of data transfer in CONNECTED mode as it is occurs in the same cell over grants provided over a secure connection.
If SA3 still has concerns about the security risk, other solutions such as horizontal key derivation can be considered for each data transfer.  
SA3 should be consulted to get feedback on the security risk of transfer of data over CG in the same cell with the same key.
Proposal #2: SA3 should be consulted to get feedback on:
1) possible security risks and solutions when recovering after cell reselection during SDT session. 
2) the security risk of transfer of data over CG in the same cell with the same key.

Conclusion and proposals:
This document discussed the security framework for SDT.  It also discussed the security risks of continuing in INACTIVE after cell reselection during an SDT transfer and also of RRC-less data transfer over CG.  The following observations and proposals were made.
Proposal #1: For RRC based SDT, existing INACTIVE security key handling mechanism is re-used; that is, new NCC is sent in all RRC release and this NCC is used for SDT data sent on SRBs and DRBs except for Resume request in SRB0 that uses the old key for calculation of the short MAC-I.
Observation #1: Several solutions are possible to address security concerns when recovering after cell reselection during SDT session. 
Observation #2: CG based SDT can be seen as an extension of data transfer in CONNECTED mode as it is occurs in the same cell over grants provided over a secure connection.
Proposal #2: SA3 should be consulted to get feedback on:
1) possible security risks and solutions when recovering after cell reselection during SDT session. 
2) the security risk of transfer of data over CG in the same cell with the same key.
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