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	Reason for change:
	According to TS33.536 v16.0.0, UE_1 shall send a Direct Rekeying Request message to UE_2 in case of rekeying an existing connection with UE_2, and then UE_2 shall send a Direct Security Mode Command messages to UE_1. In addition, the Direct Scurity Mode Command message is sent integrity protected only as quoated below:
[image: ]
Figure 5.3.3.1.4.4-1: Security establishment during rekeying
[bookmark: _Toc42246754][bookmark: _Toc45106513][bookmark: _Toc42179143]5.3.3.1.5	Protection of the PC5 unicast link 
[bookmark: _Toc42179144]5.3.3.1.5.1	General 
Protection for the signalling and user plane data between the UEs is provided at the PDCP layer. As the security is not preserved through a drop of the connection, all signalling messages that need to be sent before security is established for a connection may be sent with no protection. The PC5-S signalling messages that can be sent and processed unprotected are given in TS 24.587 [8]. Once security is established for a connection all signalling messages for that connection are sent integrity protected and confidentiality protected with the chosen algorithms except the Direct Security Mode Command which is sent integrity protected only.

That is, according to TS33.536, a re-key procedure may be performed for a existedd PC5 unicast link that is activated with security, and the Direct Security Mode Command message will be sent without confidentiality protection (i.e. ciphering) in the re-key procedure. The current procedural text in sub-clause 5.8 considers that the ciphering function ‎shall be applied to all PDCP Data PDUs for the sidelink SRBs which belong to ‎the PC5 unicast link when security is activated for sidelink SRBs. Here the PDCP Data PDUs for the sidelink SRBs with activated security does not exclude the Direct Security Mode Command message. It is not aligned with the behaviour specified in TS33.536.

	
	

	Summary of change:
	The text “except for the Direct Security Mode Command message” was added in the concered procedure text.

	
	

	Consequences if not approved:
	The ciphering function applying for the Direct Security Mode Command message in PDCP specification is not aligned with the behaviour specified in TS33.536.
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Start of Change
[bookmark: _Toc12616355][bookmark: _Toc37126969][bookmark: _Toc46492082][bookmark: _Toc46492190]5.8	Ciphering and deciphering
The ciphering function includes both ciphering and deciphering and is performed in PDCP, if configured. The data unit that is ciphered is the MAC-I (see clause 6.3.4) and the data part of the PDCP Data PDU (see clause 6.3.3) except the SDAP header and the SDAP Control PDU if included in the PDCP SDU. The ciphering is not applicable to PDCP Control PDUs.
For downlink and uplink, the ciphering algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the ciphering method shall be applied as specified in TS 33.501 [6].
The ciphering function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated and not suspended, the ciphering function shall be applied to all PDCP Data PDUs indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.
For DAPS bearers, the PDCP entity shall perform the ciphering or deciphering for the PDCP SDU using the ciphering algorithm and key either configured for the source cell or configured for the target cell, based on to/from which cell the PDCP SDU is transmitted/received.
For downlink and uplink ciphering and deciphering, the parameters that are required by PDCP for ciphering are defined in TS 33.501 [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in TS 33.501 [6]). The parameters required by PDCP which are provided by upper layers TS 38.331 [3] are listed below:
-	BEARER (defined as the radio bearer identifier in TS 33.501 [6]. It will use the value RB identity –1 as in TS 38.331 [3]);
-	KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
For NR sidelink communication, the ciphering algorithm and key to be used by the PDCP entity are configured by upper layers as specified in TS 24.587 [16] and the ciphering method shall be applied as specified in TS 33.536 [14].
For NR sidelink communication, the ciphering function is activated for sidelink SRBs and/or sidelink DRBs for a PC5 unicast ‎link by upper layers TS 38.331 [3]. When security is activated for sidelink SRBs, the ciphering function ‎shall be applied to all PDCP Data PDUs (except for the Direct Security Mode Command message) for the sidelink SRBs which belong to ‎the PC5 unicast link.‎ When security is activated for sidelink DRBs, the ciphering function ‎shall be applied to all PDCP Data PDUs for the sidelink DRBs which belong to ‎the PC5 unicast link.‎
For NR sidelink communication, the ciphering and deciphering function as specified in TS 33.536 [14] is applied with KEY (NRPEK), COUNT, BEARER (LSB 5 bits of LCID as specified in TS 38.321 [4]) and DIRECTION (which value shall be set is specified in TS 33.536 [14]) as input.
End of Change
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